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AHHOTAIIUA

[laHHBIM TOKYMEHT COOEPKUT ONMUCcaHue OMOINOTEKU IPUKIATHOTO IIPOTrPaMMHO-
ro natepdeica kpunrorpadpuygeckoro cepepa onsa C/C++, BXoasiien B COCTaB IPo-
rpamMmHuoro kommiuekca (ITK) BAMBE.00096-06 «CpencTtBo Kpunrtorpadudyeckoun 3a-
muTH nHGopManuu «Banugata Kpunrtocepsep» Bepcus 4» (ganee mo tekcty — CK3U
«BanupaTta Kpunrtocepsep»).

IIOKyMeHT npefHa3HadeH I pa3pab0TYNKOB NPUKJIaAHOTO IPOrpaMMHOTro obec-
TeYeHus.

[Tpu BcTpamBaHuM OMOIMOTEKU MpPEAIoiaraeTCsl, YTO CUCTEMHBLIM TPOTrPaMMUCT
“MeeT 3HaHUS O CYIIECTBYIOIEU apXUTEKTyPE CUCTEMEI CEPTU(UKATOB KITI0UEeH IIPO-
BEPKU 3JIeKTPOHHOU nopanucu (3I1), ucrmonb3yeMbIX peKOMEeHallusaX ¥ CTaHJapTax.
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1 BUBJIIMOTEKA INTPUKJIAITHOI'O
IIPOTPAMMHOI'O UHTEP®EWCA

1.1 Ha3HauyeHnHe OHO/IHOTEKH

BubnnoTreka MpUKIAJHOTO IMPOTrpaMMHOT0 mHTepderca OJisd OIeparuoOHHOM CHU-
cteMnl (OC) Microsoft Windows (zmasiee 1mo TEKCTY - 01010 TEeKA) SIBJISIETCSI COCTaBHOU
yacThio nporpamMmHoro komiiekca (ITK) BAMBE.00096-06 “CpencTBo Kpunrtorpadu-
4yecKoM 3amuThl uHpopmanuu “Banupmata Kpunrocepsep” Bepcusi 4” u obecnedyuBaeT
dyrruMM smekTporHou mognucu (II1) mo 'OCT P 34.10-2012, TOCT P 34.11-2012 un
mmdposanus o 'OCT P 34.12-2015, TOCT P 34.13-2015, TOCT 28147-89.

Bubnuoreka obecreunBaeT oOpallleHue K CIeAyIoIuM QyHKITASIM:

— BhIpaOOTKa X3II-3HaYeHus Ois daiina u odonactu namsatu mo F'OCT P 34.11-94 u
I'OCT P 34.11-2012 (mis xo1I-3HaYeHUHN OJIUHON 256 U 512 6uT);

— Boeuucienue JII daiina u odbnactu namsatu mo 'OCT P 34.10-2012 (gns knogen
OI1 gnuHoM 256 u 512 0uT);

— mpoBepka II1 ¢atina u obnactu mamsitu 1o FOCT P 34.10-2001 u T'OCT P 34.10-
2012 (gnsa xmroueit npoBepku IIT gnuuoi 512 u 1024 6uTta);

— ynanenue IOl u3 ¢aiina u obnacTu maMsAaTH, TpeoOpa3oBaHME COBMEIEHHBIX
(Attached) u orgenennnix (Detached) 9I1;

— Beruuciienue Il xsm-pyakimu ganHbix 1o FOCT P 34.10-2012 (gna kmouent OI1
IJIMHOM 256 1 512 6uT);

— npoBepka Il xsm-pyHkiuu ganaeix 1o 'OCT P 34.10-2001 u T'OCT P 34.10-
2012 (gnsa xmroueit nmpoBepku IIT gnuuoim 512 u 1024 6uTta);

— 3ammdpoBaHue U pacuiudpoBanue daiina u obnactu mamsatu o FOCT 28147-
89uT'OCT P 34.12-2015, TOCT P 34.13-2015 (6n1ounsie mmdppsl «Marma» u «Ky3He-
YUK»);

— peanm3aliusg MexaHH3Ma IIPOCTAaHOBKM U IPOBEPKM IIITAaMIOB BpeMeHu IJI1 B co-
otBetcTBUU Cc RFC 3161;

— BbIpabOTKa CJIy4alHOTO0 YUCJjla 3a[JaHHOU IJIUHHI.

ITpumeuaHue - Ycmapeswue I'OCT P 34.11-94 u I'OCT P 34.10-2001 0oadcHbI
UCNO0/1b308AMbCA UCKAKUUMENbHO 045 nposepku 311 doKkymeHmMos8 u3 008epeHHbIX
apxueos.

®opMaThl cepTUPUKATOB KIII0UYel MMpoBepKu OI1 U/UIKM OTKPBITHIX KITIOUEU Iud-
pOBaHUs, CIIMCKOB aHHYTUPOBaHHLEIX cepTudukaTtoB (CAC) u PKCS#10 3anpocoB Ha
ToJiyuyeHue cepTudukaToB, GOPMUPYEMBIX U MOAOEPKUBAaEMBIX OMOIUOTEKOM, COOT-
BeTCTBYIOT PekoMeHpmanusam 1o ctangaptusanuu P 1323565.1.023-2022 «HMcnonb3o-
BaHue aaroputmoB 'OCT P 34.10-2012, TOCT P 34.11-2012 B cepTudukrare, Coucke
aHHynupoBaHHBIX cepTudukaToB (CRL) 1 3anpoce Ha ceptudukatr PKCS#10 uadpa-
CTPYKTYPBI OTKPHITHIX KiToueid X.509», KOTOphie B CBOIO OUepenb COOTBETCTBYIOT Of-
HOMMEHHOU crnenuduranmum TexHndeckoro komurera Ne 26.

dopmaThl 3amuileHHbIX coobiienudt (CMS-coobiienuit), GopMUpPyeMbIX U TIO[-
OepxKuUBaeMbIX OumOImoTekou - (daigoB m o00acTed OaMsTH, IIOONHCAHHBIX II0O
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I'OCT P 34.10-2012, TOCT P 34.11-2012 unu 3amudpoBanueix 1o ['OCT P 34.12-
2015, TOCT P 34.13-2015 (6mouynble mudpel «Marma» u «Ky3Heduk») - COOTBET-
CTBYIOT PekomeHpanusaM o craHgaptusanuu P 1323565.1.025-2019 «®opmaTte! co-
o0IIeHNM, 3alIUIeHHBIX KpUIITOrpapuuyecKUMU MeTOJaMU», KOTOPhkIe B CBOIO Oue-
penb COOTBETCTBYIOT cuenmbukanuu "Hcnonb3oBaHue anroputmoB 'OCT P 34.12-
2015, TOCT P 34.13-2015, TOCT P 34.10-2012, TOCT P 34.11-2012 B cooOIeHUsIX
dopmara Cryptographic Message Syntax (CMS)” Texuudeckoro komurera Ne 26.
II71g my4iiero IOHMMaHWUS HaHHOTO [OOKyMeHTa peKOMEHOyeTcs O3HaKo-
MUTHCSI C YHOPOILIeHHBIM omnucanueM craHgapTta ASN.1 A Layman’s Guide
to a Subset of ASN.1, BER, and DER, ony06/iuKOBaHHLIM KOMIIQHU-
ei RSA Laboratories (cM. cTaThi0 Ha aHIJIMKWCKOM S$3BIKE II0 CCHUIKE
http://luca.ntop.org/Teaching/Appunti/asnl.html).

1.2 XapaKTepuCTHKH OMO/IHOTEeKH

OyHKIUM OUOIMOTEKU, BRIYMCIIAIONINE X3II-3HAUYEHUSI COOOIIEHUMN U OIIEepPUPYIO-
e CMS-coo01ieHusaMY, B O0JILITMHCTBE CIIy4aeB UMEIOT IBE Peanu3aluu - 0JI0UHYIO
1 IOTOKOBYIO0. briounble pyHKIIMU 00pabaTeIBalOT COOOIIEHME LIETUKOM (B OOUH OJI0K),
TTOTOKOBBIE (PYHKITUHU ITO3BOJISAIOT 00pabaTHIBalOT COOOIIIEHUST HEOOIBIITUMU TOPLUAMU
(ToTOKOM).

[Tpu rcnosb30BaHUU OJTOYHBIX QYHKIUN B 32-0UTHOM IIPUKJIAAHOM IIPOrPpaMMHOM
obecneuenuu (I10) obecreunBaeTCs BHIIIOIHEHKUE GQYHKIUU ITof (aiinomM unm obJia-
CThIO TaMATH 00BEMOM MakcumMyM no 500 MOaiiT, a B 64-6utHoM npukiagHom I10 -
00bEMOM MakKCcUMyM mo 2 ['6auT. [Tpu 9TOM JaHHbLIE BEJIMYUHBLI MOT'YT OBITh YMEHbIIIEe-
HBI B 3aBUCUMOCTH OT TEKYIIIEro UCIOJIb30BaHUS U I'PaHyIMNPOBAHHOCTU BUPTYaJIbHOU
IMaMsTU BEI3BIBAIOIIETO IIponecca nmpukiaagHoro I10.

[Tpu ucmonb30BaHUU IIOTOKOBEIX (PYHKIIMKW KakK B 32-OMTHOM npukiaagHoM I10,
TakK U B 64-OutHOM mnpukinagHoM [10, obecriedmBaeTCs BHIINOIHEHVE (QYHKIWMN O[T
daiinom unm 061acThio NaMsATH 0e3 OrpaHuYeH’s 001ero oorLeMa.

ITpumeuaHus

1 ITugposaHue ¢atina uau obaacmu namamu kak no I'OCT 28147-89, mak u
no I'OCT P 34.12-2015, TOCT P 34.13-2015 (6a04Hble wugpsbl «Maema» u «Ky3-
Heuuk»), 8blNO/AHseMCsi MAK HA3bl8AEMbIM AHOHUMHBbIM cnocobom. IIpu makom
cnocobe wugposaHus 045 8blUUC/ACHUA KAlYelU cozaacosaHusn [Tugpgu-XeaamaHa
He UCno/1b3yMmMcA 3aKpblmblli U OMKPbIMblU KANYU WudposaHusa omnpasumens, d
ucnosb3yemcs epeMmeHHas (apemepHas) karovesas napa. IIpu aHoHUMHOM cnocobe
wugposaHus, 8 moMm Huc/1e Npu UCNO/1b308aAHUU KOHMPOAA U4eaA0CMHOCMU C NOMO-
Wbi0 uMuUMoOBCMAeskKu, He obecnevyusaromMcs HU 3au,uma om Haesi3bleaHUsl OAHHbIX,
HU nodmeepaicoeHue ux agmopcmaa - 045 amux uesetl Heobxoo0uMo ucCno/1b308aMmMb
oI1.

2 Ilpu wugposaHuu ¢atina uau obaacmu namsamu no I'OCT P 34.12-2015,
I'OCT P 34.13-2015 (6104Hbil wugp «Maama») 8 pexcume 2aMMUPOBAHUS MAKCU-
MAanvHbuill 06BbeM wuppyembvix OaHHbIX 02paHu4eH 32 I'batimamu.

B BBEIMONTHEHUY KaXXOO¥M MOTOKOBOM oIlepalluu ¢ 00/1acThio MaMSATH 3aJelCcTBOBa-
HBI 10 TPU MOTOKOBBIE (QPYHKIUHU - MHUIIMAIN3alUH, IPOAOJIKEeHUSI U (UHaIu3alun.
OyHKILMSA HHULIMAIn3allii BEI3bIBAETCS OOWH pa3 U, IIPU €€ YCIIEIIHOM 3aBePIIeHHUH,
BO3BpalllaeT KOHTEKCT HadyaTOM IIOTOKOBOU omnepauuu. DPyHKIUS IPOOOJIXKEHUS
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MOXKEeT BBI3BIBATHCS OOWH HJIM HECKOJIBKO pa3 - OJIs KaxXaoro obpabaThiBaeMoOro
0JI0Ka ITaMsITHU; IIPH OINMNOKe BBIMOJIHEHUS HaHHOW (YHKIIMH KOHTEKCT IOTOKOBOM
orepaluu ocBoboxkmaeTcss U 0ojee HUCIIOIb30BaH OBITh He MoXeT. OyHKIUS (puHa-
JIM3alluY BBEI3LIBAETCSI OOWH pa3, B KOHIIE BHIIIOJTHEHUS ITOTOKOBOM OIEePaIiy; I0CIe
3aBepIlIeHusT HaHHOM (GYHKIIMM KOHTEKCT ITOTOKOBOM oIlepallud OCBOOOXKOAeTCs U
0oJiee UCIIOJIb30BaH OBITH HE MOXKET.

[Tpu BEIOOPE OJIOYHBIX UJIU IOTOKOBBIX (PYHKIIUU CJIeAyeT YUUTHIBATh, YTO:

— OrouHble QYHKINHK TPeOyIOT 00BEM IMaMATH OT ABYX OO0 UETHIPpEX 00bEeMOB HC-
XOOHOTO (haiinia unm obractu nmaMsaTu (T.e. 67109HbBIE QYHKUIUYM NOTPEOIIAI0T 60Jbille
TMaMsITH), IIPU 3TOM ITIOTOKOBBIE QYHKITUY BBITIOJTHAIOTCS HECKOJIBKO MeJJIeHHee, YeM
6s109Hble GYHKIUU (T.€. IOTOKOBEIE QYHKIIUN MeHee IIPOU3BOOUTEIbHEIE);

— (dopmaThl 3aAIUIITEHHBIX (TOAIIMCAHHLIX M 3alnu(GpPOBAHHLIX) TaHHLIX, oOpaba-
ThIBaeMble OJIOYHBIMM M TIOTOKOBHIMU (PYHKUMSAMM, UOEHTUYHBEL. TakuM o0pa3om,
3allluIlleHHble [OaHHble, ChHOPMHUPOBaHHBIE OJOYHONM QYHKIMEN, B OOJILIIMHCTBE
ciy4aeB MOTYT ObITh 00paboTaHbl MOTOKOBHIMU (PYHKIIUSIMM, U HAaoOOpOT - C yue-
TOM OTPaAaHMYEHUN MaKCHUMaJIbHOrOo oOpabaThiBaeMoro ob6beMa OaHHBIX. Huxke B
OOKyYMEHTe OIIMCAaHBl CIlellMalibHble CJIy4Yau, Korfga [njsi oO6paboTKu KOHKPETHOTO
Tuna (6J104HOT0 MJIM ITIOTOKOBOT0) 3allIMIIEeHHBIX JaHHBIX He00X0OMMO HCII0JIh30BaTh
COOTBETCTBYIOILIME 3TOMY TUNY (OJI0YHBIE MUJIH IIOTOKOBBIE) QYHKIIUH.

ITpumeuaHus

1 B 0aHHOM OoKyMeHme mepMuH 3aKpbimbuli KUY UCN0/Ab3yemcsi 015 0603Ha-
yeHus Kawoua II1 u/uau 3aKkpbimoz20 KjAwud wWudposaHus, d mepMuH omkKpbimuiu
K104 - 015 0603Ha4eHus Kaoua nposepku II1 u/uau omKpbimoz20 Kaoua wugposa-
HUA.

2 B OaHHom dokymeHme mepmuH URI (cokpaweHue om Uniform Resource
Identifier) ucnoavdyemcs 045 0603HaA4eHUS CMPOKU, uOeHmupuuupyrouw,etl mun u
MecmoHaxoxcoeHue cCnpasoyHuUKo8 cepmugukamos, a makdce MeCmoHaxodxcoeHue
mouek docmyna K ueHmpy (AIA) u mouexk pacnpocmpaHeHusa CAC (CDP).

3 BumHocmb ucnoaHsaemoz2o mooyas libpkil.dll uz cocmaesa 6ubauomeku 00a4c-
Ha coenadams ¢ 6UMHOCMbBIO UCNOAb3YHUW,E20 €20 NpuKaadHo20 I10. 32-6umHblil uc-
nosaxsiemvlti mooyas libpkil.dll exo0um 8 32-6umHblili yCMAHOBOYHbLIU KOMNAeKm, a
64-6umHbulii ucnoaHsiemolil mooyab libpkil.dIll exooum 8 64-6umHbiill ycCMAaHOBOYHbIU
KomnjieKm.

1.3 Ucnojib30BaHHue OMO/IMOTEKH

1.3.1 OcHOBHBIE MOHSATHS U OIIpeeIeHUus1

B maHHOM OOKyMEHTe IO ceccueu Kpunrtorpapudeckoro cepsepa (KC) mogpa3sy-
MeBaeTCs JIoTu4Yeckoe 00beINHEHUE CIIeOYIONIUX CYIITHOCTEM:

— 3aKPBITHIH KJIIOY - 3arPy3Ka 3aKPBLITOrO KJII04Ya HeoOXoguMa [JisS BO3MOKHO-
ctu Beruucnenusa II1 u pacmmdpoBanusd. [Ipu 3arpy3ke 3aKphITOTr0 KiIf04a BHEIIIOIHS-
eTCs MHUITHAIN3alus JaTyuKa ciydarHbix uyncel ([IICY), eciu oH He ObLI MPOUHUITU-
anu3UpPOBaH paHee;

— IepPCOHAJIBHBIM CIPAaBOYHHK Hmojb30Baressi (IICII) - 3amuineHHoe XpaHu-
JIHIlEe, comepzKaliee cepTudUKaThl JOBEPEHHBIX (KOPHEBHIX) LIeHTPOB cepTUudUKaIUU
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(IC). TICII 3amuineno JI1, BeIYuCcIeHHON IpY €ro ()OPMUPOBAHUM Ha 3aKPHEITOM KITIO-
ye ceccuu KC. ITpoepka II1 I1CII BeimonHsieTcs Ha cepTudukarte ceccuu KC - Ha3HI-
BaeMoM Iajiee pado4uM cepTu@dHUKATOM, OTKPHITHIN KJII0Y KOTOPOTO IBISIE€TCS IIap-
HBIM [OJ1s 3aKpeITOro Kitoda ceccuu KC. [Inga xpanenus [1CII MoxeT UCIIOIb30BATHCS
daiin - mopnucanHoe CMS-coobIieHure, a TakKXKe CUCTEMHOE XpaHUInuIlle cepTuduka-
ToB OC Microsoft Windows;

— JIOKQ/IbHBIH CIPAaBOYHHK MoJIb3oBartesasi (JICII) - He3aluileHHOe XpaHU-
nuine, cogepxkariee ceptudurathl LIC BTOporo u 6onee Hu3kux ypoBHei, CAC LIC
mI00BIX ypoBHEH, cepTudukaThl LleHTpoB perucrtpanuu (LIP), pabouuii ceptudukar,
3danpockl PKCS#10, 3anpockl Ha aHHYJIMPOBaHMWE, a TaKXKe CTOPOHHUE CepTudUKa-
Th. [I719 XpaneHus JICII moryT ucmnosnb3oBaThcs 6a3bl ganHbX (B1) GDBM u ODBC,
a TakxXKe CUCTeMHOe xpaHunuile ceptudpukatoB OC Microsoft Windows;

— ceTeBOH cnpaBOoYHHK cepTHdHKaTOB (CCC) - He3alluIleHHOe XPaHUJIHIIe
(ommmoHanbHOE), comepxkailiee ceptudukaTel LIC BToporo u 6om1ee HU3KUX YPOBHEH,
CAC 1LIC mo0nix ypoBHeH, cepTudukaTs! 1P, a Tak:Ke cTOpoHHUE cepTuduKaTh. [o-
ctym K CCC ocyiuecTBasieTcs o ctaHmapTHoMy npoTokony Lightweight Directory
Access Protocol (LDAP).

Bce omepariiuu, BEIIOTHsSIEMbIE TIOCPEACTBOM BHI30BOB (PyHKITUM OMOIUOTEKH, OIle-
PUPYIOT 00bEKTaMU CHCTEeMBI yiipaBiaeHusi ceprudukaramu (CYC) - ceptuduka-
tamu, CAC, 3anpocamu PKCS#10, 3anpocamMu Ha aHHYJIUPOBaHUE, COAepKalIUMUCST
B xpauunuinax IICII, JICII u (onumoHanbHO) CCC. EONUHCTBEHHBIM HCKIIIOUEHUEM U3
9TOT0 IIpaBHUJIa SIBJIIETCSI BO3MOXKHOCTD 3arpy3ku ceptudukaTtos LIC BToporo u 6oiee
HU3KUX ypoBHelU nu3 Touek AIA u CAC Bcex ypoBHeu u3 Touek CDP npu nocTpoeHun
1 IPOBEPKe 1enodyek ceptudpuranuu oo6LektoB CYC.

Kpunrtorpadpuueckue omepaumm BeruuciaeHus Ol m pacmudpoBaHUSA HCIIOIb-
3yIOT 3arpyXeHHBIM B IIpolecce HHUIManu3auuu ceccud KC 3akKphITHIN KITHOY.
[Touck ceptudukaroB LIC unu LIP gns npoBepku 311 0oOHOBIEHUS - 3aAlIUIIEHHOTO
coobiieHusi, comepxkaiero oobekTel CYC pgnsa mocnenylomleit 3arpy3ku B [ICII u
JICIT - mpom3Bogutcsa B IICII, JICIT u (onmuonanbHo) CCC. Ilouck cepTudmukaToB
MMOAIIMCAHTOB mpu IpoBepke III mommucanHbIx CMS-cooOIieHuM, a TaK¥Ke ITOMCK
cepTudUKaTOB Moy4daTenei npu 3ammudpoBanuu CMS-cooOiieHuM MPOU3BOAUTCS
B JICII u (onumuonaneHO) CCC. ®opmupyemsbie 3anpockl PKCS#10 u 3anpoce Ha
aHHyJNIMpoBaHUe coxpaHsawTcs B JICIIL.

1.3.2 Yci10oBHuA HCIOJIL30BaHUSI OMO/IHOTEKH

[Tpu ucnonb30BaHUU OUOTMOTEKU HEOOXOOUMO COONMIONATh CIIEAYIOIIe YCIOBUS:

— ecJId He yKa3aHo o0paTHOe, BCe CTPOKOBEIE JaHHbIE, TI0JIydYaeMble 1 BO3Bpalllae-
Mble OMOINOTEKOM, MONMXKHB ObITh B KogupoBKe Windows Code Page 1251 (Windows-
1251, CP1251). B wacTtHOCTH, CTPYKTYpPHl 00beKTOB CYC BCcerma mOIXKHEL COIepkKaTh
OaHHBIE B YKa3aHHOM KOOUPOBKE;

— O6ubnmmoTeKa IIpeaHa3HadeHa MJIsi MCIIOJIb30BAHUS B ITPUIIOXKEHUSAX nubo Ha-
IMMCAHHBIX Ha S3bIKaxX mporpammupoBanus C/C++, mub0 COBMECTUMBLIX C HHUMHU IIO
dbopmMaTaM maHHBIX ¥ ITapaMeTpPaM BHI30BOB (QYHKIMI. IIpy MCIIOIbL30BAHUM OMOIHNO-
TEKH! B IPHUJIOKEHUIX, HAlTMCAaHHLIX Ha APYTHUX s3bIKaX MPOTPaMMUPOBAHUS, MOIXKHO
BBITIOJTHSITHCSI TpeOyeMoe mpeobpa3oBaHue GOpMaTOB JaHHBIX U IIapaMeTPOB BHI30-
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BOB (DyHKITUH.

1.3.3 OnmcaHHe cocTaBa OMO/IMOTEKH

B cocTaB 6ubIMOTEKM BXOOAT Ccliemyloliue (pamnibl:

— libpkil.dll - momyns mUHaAMUYECKOM OUOTMOTEKY;

— libpkil.lib - mogyns OuGNMMOTEKM [ TMHKOBKU C OIMHaAMU4YeCKoU OubiIuoTe-
KOU;

— vcertl.h - ¢aiin 3aros0BKOB C ONpeneneHusIMU KOHCTAHT, CTPYKTYP M IPOTO-
TUTIOB QYHKIUM OUOINOTEKY;

— vcerterr.h - ¢aiin 3aroI0BKOB C oOpeneneHusIMH KOOOB Bo3BpaTa (KOOOB OIIIM-
00K) PpyHKIUM OMOIUOTEKH;

— misc.c, tool.c, util.c, util.h - ¢patine ¢ “CXOOHEIMY TEKCTAMHU TECTOBOU YTHUIIU-
THI.

1.3.4 TIloaroroBKa cpeabl pa3padoTKu

[Tpy KOMIUIALUYU IPUIOKEHUN HEeOOXOOMMO HCIOJIb30BaTh MaKpoO __ [Jis TOTO,
4TOOBI pa3Mephl CTPYKTYP IIePEMEHHOM [JINHEI - B YaCTHOCTH, althame _t - BEIUuCs-
JIUCh KOPPEKTHO.

B OC Microsoft Windows Bce ¢pyHKIINU 0ubnuoteku o0bsiBneHb Kak WINAPI, Ta-
KM 00pa3oM aJig Bcex GYHKIMM OMOIMOTEKN UCIIOIb3YEeTCs COoTJIallleHue O BhI30Bax
¢pynkuyu a3vika “Pascal”.

1.4 Onucauue 0a30BbBIX THUIIOB

typedef uint32 t error_status_t
Cmamyc, KoO 8038pama, ko0 owubKu.

typedef void * context_t
KoHmekcm ceccuu pabomul ¢ bubauomekoti, sozepau,aemcs pyHkuuel uHuUlyua u-
3auuu.

typedef void * strhash_t
KoHmekcm 8blno/sHeHUs NOMoOK08blX (pYHKUUU 8blHUCACHUS X3UW-3HAYEHUS1 OAHHbIX.

typedef void * enuobj_t
KoHmekcm nepeuucaeHuss 065eKmo8 cnpaso4HuKo8 (NepcoHa/ibHO20, 10KA/AbHO20,
cemeaso2o).

typedef void * strcms t
KoHmekcm 8blnoiHeHuUs nomokosbix pyHKuuli CMS-coobw,eHutll.

typedef unsigned char * string_t
Cmpoka, 3akaH4yusarwuwasacsa cumeoaom ’‘\0° - no yMoA4aHuw, ucnoab3yemcsa Koou-
poska Windows-1251.
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typedef uint32 t certinfo_t
Tpebyeman uau 8038paw,eHHAA UHGpoOpMayua o cepmugpukame - noas cepmuguka-
ma, 6umoeas macka u3 koHcmaHm FIELD XXX.

typedef uint32 t crlinfo_t
Tpebyemasn uau so3spauw,eHHas uHpopmayus o CAC - noass CAC, bumosas macka
u3s koHcmaHm FIELD CRL XXX.

typedef uint32 t keyusage t
BoamooicHble 06s1acmu uCno/1b308aHUS OMKPbIMO20 KAO4ad - bumosas Mdacka us3
koHcmaHm KEYUSAGE XXX.

typedef uint32 t date_t
Bpemsa 8 cekyHOax, npowedwee ¢ 00:00 01.01.1970 UTC - daHHbIU Mun dHA/102U4€eH
32-6umHomy time t.

typedef uint32 t flag t
ITapamempul, MoOugukamopwvl uau ¢aaz2u 8bINOAHEHUA PYHKUULL.

1.5 OnucaHue CTPYKTYP O/I0Ka MaMsITH

Crpykrypa mem blk t
HenpepuiBHEIN 0710K ITaMAaTH (GJI0K JaHHBIX):

— uint32 tlen
IauHa 6a10Ka namsamu 8 batimax, 0oaxcHa 6vimsb 8 uHmepsasie om 0 0o 2731 - 1.

— unsigned char * buf
Ykazamenv Ha 610k namamu, modtcem 6vimb pageH NULL moavKo ecau 0auHa 610Ka
pasHa 0.

CtpyKTypa 6JI0Ka HaMsATH UCIOJIb3yeTCs OJId 0OMeHa OMHAPHBIMU JaHHBIMU MEXK-
oy mpusioxeHueM u 6ubinoTekou. [Tpu nepemayde MaHHBIX U3 MIPUIIOKEHUS B OUOIHMO-
TEKy CTPYKTypa [OJI2KHA COgepzKaTh KOPPEKTHHIM yKa3aTelb Ha OJI0K MaMsATH U ero
OuHYy. B cilydae OTCYyTCTBUS epefaBaeMbIX JaHHBIX UJTH IIPU MOTyYEeHUU JaHHBIX U3
6ub6IMOTEKU yKa3aTelb U AJINHA JOJIXKHEI OBITh OOHYJIEHHI.

1.6 OnucaHue CTPYKTYp HAeHTU(PHKAIIUU cepTuPHUKaTa

Ctpykrypa issuer_and_serial t
[Tapa u3paTens U CEPUNHOr0 HOMepa cepTuduKaTa:

— string t issuer
Cmpoxka ¢ X.500-umeHem uzdamensa cepmugukama.

— string t serialNumber
Cmpoka ¢ cepuliHbiM HOMepoM cepmugukama.

IIpumeuaHue - B Hacmoawee 8pemMsAa cmpykmypd, npeodHa3HayeHHas O0aA
udeHmupukauuu cepmugukama (YyHUKAAbHbIU udeHmMupukamop cepmugukama),
UCno/b3yemcs UCKAIYUMEbHO 8 Uelsax onpedeseHus KOHMEeKCmMda 8blNOJAHEeHUSA
¢yHKuuu bubauomexku - 0as onpedeseHuss ceccuu KC, 8 KoHmekcme komopol
Heobxoo0umMo 8binosiHUMbL mpebyemyro ¢GyHkyur. I[Ipu ucCnoab308aHUU /A0KAAbHOU



11
BAMBE.00096-06 33 01

6ubiauomeku ykazameab Ha 06vekm cmpykmypul certid _t, 06b14HO NOUMEHOBAHHbIU
Kak mycert, Heo6xo0umo O0bHy/AUMb - IMO C8A3AHO C MeM, Ymo No KOHmMeKcmy
/0KAAbHOU Oubauomeku 00HO3HAYHO onpedeasemcs cepmugukam c 3aKpblmbviM
Kawuom (pabouuti cepmugpukam).

Crpykrypa certid_t
YHUKaIbHEIN uaeHTuGUKATOP cepTuduKaTa:

— idchoice t type
Buwibop cnocoba uoenmugukayuu: ID ISSUER AND SERIAL - no nape u3zdamens
u cepuuHoz2o Homepa cepmug¢uxkama; ID KEYID - no udeHmugpukamopy 3adKpblimno-
20 Ka0ua, coomgemcemasyrwu,e2o 0aHHomy cepmucguxkamy; ID CERTHASH - no xaw-
3HA4YeHUK NApbl UMEeHU u3damens u cepuiHo20 Homepa cepmugurkama; ID ALIAS -
no udeHmuguxkamopy (cumeoauveckomy umeHu) ceccuu KC - amo pekomeHOyembll
cnocob udeHmugukayuu npu ucnoav3oeaHuu KC.

— issuer and serial t id.ias
Cmpykmypa napbl uzdamensa u ceputiHo20 Homepa cepmugukama - 0o1%cHa 6bimb
3anosHeHa npu udeHmuguxkayuu no ID ISSUER AND SERIAL.

— string t id.keyld
Cmpoka udeHmugpukamopa 3aKkpblmo20 Kja4d, coomeemcmeayru,e2o0 0aHHOMY cep-
mugukamy - 0oazcHa 6bimb 3anoiHeHa npu udeHmugpukayuu no ID KEYID.

— mem blk t id.certHash
b0k namsamu ¢ xaw-3HayeHuem napsvl UMeHu usdamesis U cepuliHo20 HomMmepa cep-
mucguxkama - doaxceH bbimb 3anoiHeH npu udeHmugukayuu no ID CERTHASH.

— string t id.alias
Cmpoka udeHmuguxkamopa (cumeoauueckoz2o umeHu) ceccuu KC - doadcHa 6vbimb
3anoaHeHa npu udeHmugpurkavyuu no ID ALIAS.

1.7 Onucanue CTPYKTYp ceprudHuKaTa

Kaxxpgpiii cepTuduKaT MOKET BKIHOYaTh B ce0sI CIIMCOK PEerjiaMeHTOB (IIOJIUTHK)
HCIIOJIb30BaHUS cepTu(UKaTa, KOTOPLIE COmepzKaTCs B OONOIHEHUM (pacCIIupeHnn)
certificatePolicies. Kaxabiii permaMeHT UCIIOJIb30BaHUS cepTU(UKaTa IIpecTaBIs-
I0T coO0M MIeHTUPUKATOP, KOTOPHIM IIpegHa3HaYeH OIpPeaensiTh:

— 00J1aCTh MCIIOJIb30BAHUS CepTI/I(l)I/IKaTa N COOTBETCTBYIOIIETO €My 3aKPBITOT'O
KJIIO4a,

— KOMILJIEKC OpPTaHNu3allUOHHO-TEXHUYECKUX MEPOIIPUATHY, CBI3aHHBIX C XKU3HEH-
HBEIM ITUKJIOM 00beKTOB CYC (pacmpocTtpaHenue 10, perucrpaius, cepTudukamsi,
KOMITPOMETAaIus U T. II.).

Kaxpgpiii pernmaMeHT HCIIOJIb30BaHUSA cepTHU(UKaTa ONpenessieT CUCTEMY, B KO-
TOPOM pa3pelIeH0 MCHOOIb30BaTh OAHHBIM CepTU(UKAT U COOTBETCTBYIOIIHUN €My
3aKpHITEHIN Kimi04. OOHOBpPEMEHHOe Haluuyue B cepTuduUKaTe HECKOJIBbKHX perja-
MEHTOB IIO3BOJISIET HCIIONIb30BaTh €ro B HECKOJIbKUX CHUCTEMaX, COOTBETCTBYIOIIUX
OAaHHBLIM perjaMeHTaM.

C menpio ompefeneHUus IIOJIMTHUKU HCIIONIb30BaHUSA cepTudUKaTa (pa3meneHus
IIpaB U IIOJTHOMOYHM CyOBbeKTa/0o0beKTa), cepTu¢HUKAT MOKeT BKJIOYaTh B celds
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CIIMCOK pacCIINPEHHBIX HCIOIb30BaHUU OTKPHITOTO KIII0Ya, KOTOPBIE COOEepzKaTCs
B pononHeHuu extendedKeyUsage. Kaxkpoe pacmimpeHHOE HCIOOIb30BaHUE OT-
KPBITOTO KJII0Ya IpeacTaBiisieT co00M uaeHTUPUKATOP, KOTOPHIM OnpenessieT OOuH
UM HECKOJIBKO THUIIOB ONepalyii, KOTOPble MOXKHO BBITIOJIHATL C MCIIOJIb30BAaHUEM
OaHHOTO cepTu(UKaTa U COOTBETCTBYIOIIETO €My 3aKPBHITOTO KITI04a.

Crpykrypa altname t
AnbTepHATUBHOE UMS U3ATeNIs UJIN Biagenblla cepTuduKkara:

— string t emailAddress
Cmpoka ¢ adpecom 3ieKkmpoHHoU noumbst RFC 822.

— string t DNS
Cmpoka ¢ umeHeMm cucmembl umeH domeHos DNS.

— string t URI
CmpoKa ¢ yHuKaabHbiM adpecom pecypca URI.

— string t IP
Cmpoxka ¢ adpecom IP npomokoaa.

— string t organizationName
Cmpoka ¢ HauMeHOB8AHUeM Op2aHuU3ayuu.

— string t registredAddress
Cmpoka ¢ 3ape2ucmpupo8aHHbIM dOPecoM.

— string t surname
Cmpoxka ¢ ©.H1.0. snadeavua cepmugurkama.

— string t businessCategory
Cmpoka ¢ 0012CHOCMbIO 81a0envbuad cepmugpukama.

— string t telephoneNumber
Cmpoka ¢ Homepom meaepoHa eaadenvuad cepmupukamad.

— string t description
Cmpoka c onucaHuem 8 c800600HOU (popme.

— string t account_number

Cmpoka ¢ HoMepoM pacyemHoz20 cuemd.
— string t bank id

Cmpoka ¢ baHkosckumM udeHmugukauuoHHbiM Kooom (BHK).
— string t physicalDelivery

Cmpoka ¢ noumosbiM adpecom.

— string t exchange_address
Cmpoka ¢ adpecom Microsoft Exchange.

— string t notes_address
Cmpoka ¢ adpecom Lotus Notes.

CrpyKTypa policy t
PernmameHT (HONMMUTHKA) UCIOJIbL30BaHUA cepTUdUKATA:

— string t oid
Cmpoka o6vekmHo20 udeHmuguxkamopa (OID), udeHmuguuupyrow,e2o peziameHm
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cepmucgukama.

Ctpykrypa extkeyusage t
PacmupenHast 0671acTh UCIIOIb30BAHUS OTKPHITOTO K/Il0Ua cepTuduKara:

— string t oid
Cmpoka 06vekmHo20 udeHmugukamopa (OID), udeHmuguyupyrou,e20 ucno1b308da-
HUe OMKpblmoz20 KAuad cepmugpukama.

Crtpykrypa extension_t
HomonHeHnue (pacimupenue) X.509 ceprudukara:

— string t oid
Cmpoka 06vekmHoz20 udeHmuguxkamopa (OID), udeHmuguuyupyrow,e2o 0onoiHeHUe
cepmucgukama.

— uint32 t type
ASN.1 mun OdonoaHeHusa (4 - OctetString; 12 - UTF8String; 16 - Sequence; 22 -
IA5String).

— uint32 t critical
ITpusHak kpumuyHocmu OONOAHEHUA.

— uint32 tlen
ITnuHa 6.a10Ka namamu 0onosiHeHuUsA 8 batimax.

— unsigned char * data
baok namamu donoaHeHus 8 DER-koduposke. IIasa donosiHeHul, 3aKoOUupo8aHHbIX 8
sude ASN.1 cmpoku, 8o3gpaw,aemcsa HympeHHee codepaicumoe cCmpoKu 8 Kooupos-
Ke, coomeemcmayruw,eu muny ASN.1 cmpokKu.

Hampumep, nnsa pgononHeHus “HpoeHTuduKaTop Kioda Biajenblla” ¢ 0OBEKT-
HeEIM upeHTuduratopom (OID) 2.5.29.14 B Omoke maMsATu OyOeT coOepKaTbCs
X3II-3HAYEHNE OTKPBITOTO KIiIo4Ya CcepTudHUKaTa, BBIUHCIEHHOE II0 aJITOPUTMY
FIPS 180-1 SHA-1.

Ctpykrypa certificate_t
CTpyKTypa, OnuChIBaomias cepTudukar:

— certinfo t fields
Coldepaicum bumosyrw macky (nobumosoe HJIM) mex u moabKo mex KOHCMAHM
FIELD XXX, 0215 Komopblx 8 coomeemcmasyru,ux UM Nnoasax CmpyKmypbl 3a0aHbl
3HaueHusa (Hanpumep, npu 3adaHuu FIELD SUBJECT | FIELD CERTHASH 3anosHe-
Hbl Mo/bKO noaa subject u certHash).

— string t issuer
ITone ¢ X.500-umeHem usdamensa cepmu¢ukama 8 sude Ccmpoku (npu 3adaHuu
FIELD ISSUER 8 nosae fields), Hanpumep CN=TestUser,DC=X509,DC=RU. Ec-
Au OdonoaHumesavHo 8 nosae fields 3adan FIELD X500 NAME OID FORMAT, mo
emecmo HazeaHuu uacmeu X.500-umeHu u3dameansa cepmugukama eo38pawia-
romcsi coomeemcmaywujue um obvekmHbvle udeHmugpukamopst (OID), Hanpumep
2.5.4.3=TestUser,0.9.2342.19200300.100.1.25=X509,0.9.2342.19200300.100.1.25=RU.

— string t serialNumber
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ITone c ceputiHbIM HoMepoM cepmugukama 8 suode cmpo-
Ku (npu 3adaHuu FIELD SERIAL 8 nose fields), Hanpumep
00:01:02:03:04:05:06:07:08:09:0A:0B:0C:0D:0E:0OF.

— string t subject

ITone c¢ X.500-umeHem eaadenvua cepmupukama 8 sude cmpoku (npu 3adaHuu
FIELD SUBJECT 8 noase fields). Ecau donoaHumeavHo 8 nose fields 3adan FIELD -
X500 NAME OID FORMAT, mo emecmo Ha3saHul yacmet X.500-umeHu 8a1adenvya
cepmugukama 8o3spauiaromcsa coomsemcemayruwue umMm obveKkmHole udeHmudguka-
mopul (OID).

ITpu 3anosHeHuUu wabaoHa cepmugukama 0151 NOUCKA UAU 3dWUGPOBAHUS UMS 844-
desvua cepmugpukama MOMCHO 3a0a8aAMb YACMUYHO U/Uau 8K/AHUYAMb 8 HE20 Noo-
CMAHoB0OYHbIE 3HAKU-MACKU “*” u ”?”:

e Npu B8bINO/IHEHUU Noucka cepmugukamos 8 kawe bubauomeku uau 8 JICII,
pacnoaodxceHHoMm 6 BJI GDBM, donyckaemcsa nodasamb CMpPOKY, 3ANO/AHEH-
HYKH 4dCMUYHO € NOOCMAHOBOYHbIMU 3HAKAMu-mackamu “*” u ”?” (Hanpumep,
"* OU=123456789,%”). B amom cayuyae 6ydem npou3godumucs nepebop ecex cep-
muguKkamos Ha coomsemcmaeue UMeHU 81adenbld cepmupuKkama yKka3aHHOMY 8
wabsioHe pe2ysipHOMY BblPAHCEHUID;

e NPU B8bINOJHEHUU noucka cepmugpukamos 8 JICII, pacnoaoxceHHom 8 B
ODBC, 8 kawe bubauomeku uau 8 CCC, donyckaemcs nodasamb CMpoKy, 3d-
NO/NHeHHYw YacmuyHo (Hanpumep, "OU=7395399001”). B smom cay4ae, npu
3adaHuu ¢aaza noucka FLAG FIND PARTIAL SUBJECT uau FLAG ENCRYPT -
PARTIAL SUBJECT, ece cepmugukamyl, Haxooau,uecsa 8 cnpasoyHuke, 6yoym
npogepsAmbscsa HA coomeemcmaue YyKa3aHHou 8 wabsoHe yacmu uUMeHU 8/1a0elb-
ua;

e Npu B8blNO/JAHEHUU noucka cepmug¢ukamos 8 CCC donyckaemca nodasambv
CMPOKY, 3dNOJAHEHHYI YACMUYHO C NOOCMAHOBOYHbIM 3HAKOM-MdAcKou “*” (Ha-
npumep, "*,INN=770200040698,*”). B amom cay4ae, npu 3a0aHuu ¢.aaz2a noucka
FLAG FIND SUBJECT ATTRIBUTE uau FLAG ENCRYPT SUBJECT ATTRIBUTE,
6ydem npou3so0umbsbCsa NOUCK cepmupukamos 80 8cex KoHmelHepax oupekmo-
puu, codepacaulux 8 3HaueHuu ampubyma LDAP vdSubjName yka3aHHoe 8 wab-
J/IOHEe pe2y/1spHOoe 8blpadceHue.

— string t algorithm

ITone co cmpokoli anzopumma OmMkKpvIMo20 KjAwda cepmuguxkama (npu 3adaHuu
FIELD ALGORITHM 8 nouze fields): TOCT P 34.10-2001 - "GOST R 34.10-2001";
I'OCT P 34.10-2012 (256 6um) - "GOST R 34.10-2012 (256 bit)”; TOCT P 34.10-
2012 (512 6um) - "GOST R 34.10-2012 (512 bit)”. Ecau, donosiHUMe/AbHO, 8 NO-
se fields 3a0an FIELD ALGORITHM OID FORMAT, mo so38pau,aemcs ob6veKkmHbuiil
udenmugpukamop (OID) anzopumma omKpbIMoO20 KA4Yd cepmupukama 8 meKcmo-
gom sude: 'OCT P 34.10-2001 - ”1.2.643.2.2.19” uau ”1.3.6.1.4.1.3670.1.9”; TOCT
P 34.10-2012 (256 6um) - ”1.2.643.7.1.1.1.17; TOCT P 34.10-2012 (512 6um) -
71.2.643.7.1.1.1.2”.

— date t notBefore
ITosne ¢ damou Hauanaa Oeticmeusa cepmugpukama (npu 3adaHuu FIELD NOTBEFORE
8 noue fields).

— date t notAfter
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ITone ¢ Oamolu okoH4YaHusa Oetucmeusa cepmu¢ukama (npu 3adaHuu FIELD -
NOTAFTER 8 nouase fields).

— keyusage t keyUsage
ITone ¢ mackol (nobumoevim HJIH) pa3peweHHbix obiacmell ucnoab308aHus om-
Kpbimoz20 kKawoua (npu 3adaruu FIELD KEYUSAGE 8 noase fields):

e KEYUSAGE _DIGITAL_SIGNATURE - ucnosb3ogaHue omkpblmoz20 K/awud
025 nposepku SI1 dokymeHmMos, omauyHbix om cepmuguxkamos u CAC;

e KEYUSAGE_NON_REPUDIATION - o3Hauaem HeB803MOMCHOCMb OomkKasd
noonucasuwez0 Auuad om ceoezo delicmausi;

e KEYUSAGE_KEY_ENCIPHERMENT - ucnosv3o8aHue 014 wugpposaHus
3aKpblMblX UAU CEKPEeMHbIX KAtoueu;

e KEYUSAGE_DATA_ENCIPHERMENT - ucnoav3ogsaHue 014 wugpposaHus
no/v308amenbCkux OaHHbIX 6e3 Memooo8 cumMmMempu4HoU Kpunmozpagpuu;

e KEYUSAGE_KEY AGREEMENT - ucnosb3o8aHue 8 uensax 8blYUC/AEHUA
KA04yeu co2/1aco8aHus;

e KEYUSAGE_KEY_CERT _SIGN - ucnosib3o8aHue omkpbimoz20 Kjarwdd 0a:
npogepku 311 cepmupukamos;

e KEYUSAGE _CRL SIGN - ucnosiv3ogaHue omkpbslmozo Kawuad 014 nposepKu
3I1 CAC;

¢ KEYUSAGE_ENCIPHER ONLY - ucnosav3ogaHue 8 uesnsdax 8blYUCAEHUSA
KAMouel c02/1aco8aHUs MOAbKO 015 3auudpo8aHuss OaHHbIX;

e KEYUSAGE_DECIPHER_ONLY - ucnosiv3osaHue 8 uensax 6blYUC/AEHUA
KAmouel C02/1aco8aHUS MO/AbKO 015 pacwupposaHusi OaAHHbIX.

— date_t notBeforePrivate
ITone ¢ 0amou Hauana Oeticm8us 3dKpPblinoz20 KAw4a cepmugukama (npu 3adaHuu
FIELD NOTBEFOREPRIVATE 8 nose fields).

— date t notAfterPrivate
ITone ¢ damoti okoHuaHusA Oelicmaeus 3dKpblmo20 Kjarwua cepmugukama (npu 3ada-
Huu FIELD NOTAFTERPRIVATE & noaue fields).

— altname t issuerAltName
ITose co cmpyKkmypou aabmepHamu8Ho20 uMeHu uddamensa cepmugpukama (npu 3a-
OaHuu FIELD ISSUERALTNAME 8 noue fields).

— altname t subjectAltName
ITose co cmpykmypotl anbmepHamugH020 uMeHu 81adenbl,a cepmugukama (npu 3a-
OaHuu FIELD SUBJECTALTNAME 8 noase fields).

— string t keyld
ITone co cmpoko8biM UOeHMUGUKAMOPOM 3AKPbIMO20 KAH0Yd, COOMBemcmayu,e2o
OaHHomy cepmucgukamy (npu 3ad0aHuu FIELD KEYID & nose fields). 3HaueHue OaH-
HO020 NO/A YHUKA/AbHO 0414 Kaxi 0020 cepmugukamad.

— uint32 t policy num
Kosauuecmeo ssemeHmMoO8 Maccued pez2/ndMeHmMo8 UCN0/1b308dHUs cepmugurkama
(npu 3a0aruu FIELD POLICY 8 nose fields).
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— policy t * policies
ITone ¢ maccuBoM pez2aamMeHmMo8 UucCnoab3o8aHus cepmugukama (npu 3adaHuu
FIELD POLICY 8 nouxe fields).

— uint32 t extkeyusage num
Koauyecmeo asiemeHmMo8 maccusa pacuupeHHbix 061acmetl ucCno/1b308aHUs1 OMKPbI-
mozo kawua (npu 3adaHuu FIELD EXTKEYUSAGE 8 nose fields).

— extkeyusage t * extKeyUsage
ITose c maccusoM pacwupeHHblx 061acmetl UCN0/1b308AHUA OMKPbIMO20 KAloua (npu
3a0aHuu FIELD EXTKEYUSAGE 8 nouse fields).

— uint32 t extension _num
Koauuecmeo sanemeHmos maccusa donosaHeHul (pacwupeHulti) cepmuguxkama (npu
3a0aHuu FIELD EXTENSIONS 8 nose fields).

— extension t * extensions
ITose ¢ maccusom donosHeHul (pacwupeHul) cepmugpukama (npu 3adavuu FIELD -
EXTENSIONS 8 noaue fields).

ITpu 3anoaHeHuu wabio0Ha cepmugukama 015 NOUCKA UAU 3dUWUDPOBAHUSA NO UOEH-
mugukamopy Karua 8;1a0enbu,d Heo6Xxo0UMO 8KAH0UUMb 8 OAHHbIU Maccus 0oNnoHe-
Hue "HMoeHmugukamop kawoua eaadeasvua” ¢ 06 eKkmHoiM udeHmugpukamopom (OID)
2.5.29.14 u ASN.1 munom donoaHeHus 4 (OctetString). B 610Kke namsimu 8KAKYEH-
H020 00ONO/IHEeHUS O0/NHCHO CO0ePHCAMbCA X3W-3HAYeHUe OMKPbIMOo20 KA4Yad cepmu-
¢uxkama, 8viyucsaeHHoe no aszopummy FIPS 180-1 SHA-1.

— mem blk t certEncoded
IToae ¢ 6a10k0M namamu, codepacau,um cepmugpuxkam e DER-koOuposke (npu 3ada-
Huu FIELD CERTENCODED 8 noue fields).

— mem blk t certHash
ITone ¢ 6a10KkOM namamu, cooepicau,uM X3w-3HaA4eHue napbl uMeHu uzdamensa u
ceputiHo2o Homepa cepmugurkama (npu 3adanHuu FIELD CERTHASH 8 nose fields).
3HaueHue 0aHHO20 NO/s1 YHUKA/AbHO 045 Kaxc0020 cepmugukama u sieasiemcs nep-
BUUHbIM K/AHOYOM NPU NOUCKe cepmugukama 8 CnpagoyHUKAX.

1.8 Onucanue cTpykryp CAC

CrpyKrypa revcert_t
AHHYTUPOBaAHHBIN CEPTUPUKAT:

— string t serialNumber
ITose c cepuliHblM HOMEPOM AHHYAUPOBAHHO20 cepmugukama 8 sude CmMmpokKu.

— date_t revtime
ITosne co speMeHem aHHYy/AUpPOBAHUSA cepmugukama.

— int32 t reason
ITosne ¢ npuuuHOU AHHY/AUPOBAHUA cepmupuKkama:
e -1 - npuyuHa omcymcmasyem;
e 0 - npuuuHa He yKasaHa;
e 1 - KomMmnpomemauusa Karwua;

2 - kKomnpomemauusa Kawua LIC;
e 3 - UBMEHeHa NPUHAd1eHCHOCMb;
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e 4 - cepmugukam 3ameHeH;
e 5 - Jelicmsue cepmugpukama oCmaHo8/1€HO;
e 6 - Jelicmsue cepmugpukama npuocCmMaHoOB8/1E€HO;

e 8 - ydaseHue uz CAC (0aHHOe 3HaYeHue Mox}cem npucymcmaeo8dams moibkKo
8 3anpoce HaA aHHy/AuUposaHue cepmugpukama);

e 9 - npuBuse2usa aHHYAUpPOBAHA;
e 10 - kKomnpomemauusa kawua LIP.

CrpyKTtypa crl t
CtpyKkTypa, onuckiBawinass CAC:

— crlinfo t fields
Codepaicum nobumosoe UJIM mex u moavko mex kKoHcmaum FIELD CRL XXX, 0aa
KOmMopblx 8 cOOMMBemcmasyru,ux UM noasiax Cmpykmypbl 3a0aHbl 3HaYeHuA (Hanpu-
mep, npu 3a0aHuu FIELD CRL ISSUER 3anoiHeHO Mo/bKO noJe issuer).

— string t issuer
ITose ¢ X.500-umeHem uzoamenna CAC 8 sude cmpoku (npu 3adavuu FIELD CRL -
ISSUER 8 nouae fields).

— date t lastUpdate
ITosne co spemeHem Hauana Oeucmausa CAC (npu 3adaHuu FIELD CRL LASTUPDATE
8 noue fields).

— date t nextUpdate
Ilone co 8pemeHem oOkKoHuaHusa Oeticmeusa CAC (npu 3adaHuu FIELD CRL -
NEXTUPDATE 8 noue fields).

— uint32 t number
ITone ¢ nopsadkosvim Homepom CAC (npu 3adaHuu FIELD CRL NUMBER 8 noae
fields).

— uint32 t revcert_ num
Kosauuecmeo 3siemeHmo8 maccusa aHHYAUPOBAHHbIX cepmugukamos (npu 3adaHuu
FIELD CRL REVOKED g noase fields).

— revcert t * revcerts
INlone ¢ maccusom aHHysauposaHHbix cepmugurkamos (npu 3adaHuu FIELD CRL -
REVOKED 8 noue fields).

— mem blk t crlEncoded

ITone ¢ 6a0kom namsamu, codepacau,um CAC e DER-koOuposke (npu 3adaHuu
FIELD CRL CRLENCODED 8 noue fields).

— mem blk t crlHash
ITose ¢ 610KkoM namsamu, cooepircauLumcsi 8 donosHeHuu "HoeHmugpukamop karoda
gsaadenvua” cepmugpukama uzdamensna CAC (npu 3adanuu FIELD CRL CRLHASH s
nose fields). JIubo xaw-3HayeHue umeHu uzdameas CAC, aubo 3HaueHue OaHHO20
noasa A8141emcsa nepeuyHsvIiM Kaouom npu noucke CAC 8 cnpaBoyHuUKax.
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1.9 UHMOHaMHU3alludad U TeHHUIHATH3allusa

1.9.1 CTpyKTypbl HHUIITHAQ/TU3AIlHH

CrpyKTtypa crsrv_param_t
[TapaMeTphl MHULIMaIN3aluu KOHTeKCcTa oubnuoteku KC:

— size t size
ITone c pasmepom cmpykmypsl 8 0atimax, O00AX#CHO OblMmb YCMAHOB/AEHO 8
sizeof(crsrv_param t).

— flag t flag
ITose ¢ mackoi ¢paazos (3ape3epsupo8aHo, 00AHCHO bbimb pasHo 0).

— unsigned int timeout
Tatiimaym evinoaHeHusa 6vi30808 DCE-RPC, moocem npuHumMdamb 3HAYEHUA Oom
1 0o 10 (no ymosa4aHuw ucCno/ib3yemcsa 3Ha4eHue, pasHoe J5). OnucaHue
3HaueHuu maumayma 8vi30808 DCE-RPC npused0eHO 8 cmambe no CCblike
https://docs.microsoft.com/ru-ru/windows/win32/rpc/binding-time-out-constants.

— unsigned int num
Koauyecmso sasemeHmos (ykazameset) 8 maccuse servers.

— unsigned char ** servers
Maccue ykaszamesnei Ha cmpoku nodkawoueHul DCE-RPC String Binding e8u-
Oa ncacn_ip _tcp:<IP-adpec uau DNS-umsa KC>[1333], Hanpumep ncacn ip -
tcp:crsrv.x509.ru[1333].

1.9.2 @POyHKIMH HHUITHATIH3AIUHA

[lepen ucronb3oBaHueM 000U 13 QyHKIINY OMOIMOTEKH (3a UCKITIOUEeHHEM DYHK-
UMY MHULMaIu3aluumn) 6u6InoTeKy HeoO0X0AMMO UHUITUAJIM3UPOBATh - IIOJIYYUTh KOH-
TEKCT OUOIMOTEKU C TIOMOIIIbIO OOHOM M3 QYHKIMNMN MHUIMATU3alluN.

KoHTekcT 6u0IMOTEKH, BO3BpallaeMbli 11000# u3 Takux GYHKIIUN, ABIsIeTCs 6e3-
OIlaCHBIM [JIS ITapajiIeIbHOTO (MHOTOIIOTOYHOI'0) UCIIOIb30BaHUS - T.€. JaHHBIN KOH-
TEKCT MOXKEeT OBITh MCIIOJIb30BaH B BBEI30BaxX (PYHKIIUNW OUOIHMOTEKU IapasljieJIbHO U3
HECKOJIbKHUX ITOTOKOB. [Ipu 3TOM camMu (QYHKIMU WHULMAIU3AINU U JeUHUIIUaIn3a-
LIUU He SBJISIOTCSA 0e30MacHBIMU [JIS MapajljieJIbHOTO (MHOTOIIOTOYHOT'0) MCIOJIb30-
BaHUSA:

— B paMKaX OaHHOTO KOHKPETHOIO IIpollecca omepannoHHOu cucteMbl (OC) Bce
BBI30BHI (DYHKIIMHM WHHUIUAIN3AUUN U JeUHUITHAIN3alUN OOIXKHB OBITh CepUasIn30-
BaHBI, T.€. MOJIXKHBI BEIITOJIHATLCS IIOCIEI0BATEIBHO.

K kaxnou ceccuu KC npuBsizaHa CTPYKTypa (K9IlI), XpaHsIlasi IPOBEPEHHEIE Cep-
tudukatel 1 CAC. Kam sABIsgeTCs OUHAMHUYECKOW CTPYKTYpPOU, PAcCIIOJIOZKEHHOU B
BUPTYyaJIbHOM maMsATHu Ipoilecca KC, mpu aToM y J1I0OBIX OBYX pa3nuyHbIX ceccuit KC
9TH CTPYKTYPHI Pa3/INYHEL.

O6nekT (ceptudpurkar unu CAC) mormamaeT B KO3II TOJIBKO B Ciydae IIOJTHOM M
YCHENIIHON NPOBEPKHU IIENOYKM cepTUdUKalliy JaHHOTO oO0beKTa. Hampumep, ecnu
IIPU BHI30Be (PYHKIMM 3allM(PpPOBaAHUS BEIIIOJIHSIETCS IIOMCK CEePTU(PUKATOB IIOJIY-
yaTtesnen 3amudppoBaHHOro coodbmrenuss B CCC, To Te HalgeHHBIEe CepTHU(GUKATH
TojiyyaTesiey, YbM IIeTIOYKU OBLIM YCIIEITHO ITPOBEPEHHl - a TaKxXKe CepTUu(UKATHI
LIC u CAC, y4yacTBOBaBIlIME B IIPOBEPKE HAaHHBIX IeOYeK - HomamyT B Kaml. Kamr
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NpenHa3Ha4YeH [Jig MOBBLIIIEHUS IIPOU3BOOUTENBHOCTU IIPHU IIOMCKE M IIPOBEPKE
00BEKTOB, TOCKOJILKY, BO-TIEPBBIX, 0OBEKTH UIIYTCS IO IIEPBUYHOMY KJTIOYY B K9IIIE
OBICTPO, ¥ BO-BTOPHIX, IIOCKOJIBKY IIelT0o4YKa 0O0beKTa, HaWJeHHOTro B HeM, He Oymder
IIPOBEPSATHCS ITOBTOPHO.

error status t VCERT1API VCERT lInitialize (string t profile, flag t flag,
context t * phCtx)
YoporiiesHasd GyHKIYSA UHUIMAIU3aIIUY KOHTEKCTa OUOIMOTEKHN
AprymMeHThbI:

— profile (in) yka3aTesnb Ha CTPOKY C UMeHeM IpPOoGuiIs U3 HaCTPOEK KOHPpUrypa-
nuoHHOrO (arina pkil.conf (cMm. onucanue B nogpa3nene 1.28). Ecnu B KoHpuUrypa-
nroHHOM (atine pkil.conf ykazan npodunb 1o yMOI4aHUIO, TO JaHHBIM yKa3aTeJslb
MoOzKeT ObITh paBeH NULL.

— flag (in) macka (mobutoBoe UJIN) ¢pnaroB nHUIIMAIU3aIINK (3HAaUYEHUE 3ape3ep-
BUPOBAHO U HE UCIIONIb3YETCH);

— phCitx (out) yka3zaTenb Ha UHUILIMAIU3UPYEMBIN KOHTEKCT.
Bo3BpamjaeMbie 3HAaYE€HUS:
— VCERT _OK B cnydae ycnexa UM HEHYJIeBOU KO OIINOKM.

error status t VCERT1API VCERT InitializeEx (crypt prov_t prov, void * param,
context t * phCtx)
PacmpeHHas QyHKIMSA MHUNMAIU3alul KOHTEKCTa OUOINOTEKH
AprymMeHTrhbI:

— prov (in) Tun ucnonbldyemon 6ubnuoreku (CRYPT CRSRV pgnsa 6uGmuoTeku mH-
Tepdetica K KC);

— param (in) ykasaTejib Ha CTPYKTYpPy IlapaMeTpOB MHUIIMAIU3alMU KOHTEKCTa
(cTpyKTypy crsrv_param t gnsa 6ubnuoreku untepdeiica Kk KC);

— phCtx (out) yka3zaTenb Ha MHULIMAIU3UPYEMBI KOHTEKCT.
Bo3BpamjaeMbie 3HAaYEHUS:

— VCERT OK B cnydae ycliexa UJIM HEHYJIEBOU KOJ OIINOKU.

1.9.3 PyHKUIHH JeHHHUIHAIU3aAllUH

error_status t VCERT1API VCERT Uninitialize (context t hCtx)
OyHKIMSA DeuHUIInanu3anuy (0CBOOOKIEHNA) KOHTEKCTa OUOIUOTEKU
AprymeHTrhbI:

— hCtx (in) ocBoOOXTaeMbIli KOHTEKCT.
Bo3BpamiaeMbie 3HAaYEHUS:

— VCERT OK B cnydae ycliexa UJIM HEHYJIEBOU KOJ OIINOKU.

IanHasi (QyHKIUS BHIIOJHSET OeWHUIIMaim3anuio (0cBoOOXKOeHHE) KOHTEKCTa
OuOMMOTEKU M CBS3aHHBLIX C HUM pPECcypcoB, BhuimeneHHBIX B (yHkmusx VCERT -
Initialize() u VCERT InitializeEx().
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1.9.4 ®OyHKOWH aBTOPHU3allUU U ayTEeHTU(PHUKALIIUUA

error status t VCERT1API VCERT _Authorize (context t hCtx, certid t * mycert,
crsrv_function t func, mem blk t * auth)
OYHKIINS YCTAHOBKU OAaHHBIX aBTOPU3AIIMU U IPOBeNeHUA ayTeHTUDUKALIUN

INaHHas QyHKIUS MCIIOJIb3yeTCs IOJIsl YyCTaHOBKY JaHHBIX aBTOPU3alluu U OJI IPO-
BeOeHUs ayTeHTU(PUKALMU Iepeq BBIIIOJIHEHHEM (QyHKIMM 3agaHHOTO TUma. Ecmm
B HacCTpo#MKax 3amaHHOM ceccuu KC BKIIoueHO TpeOoBaHUE ayTeHTUGUKAIIUU s
byHKUMY 3aJaHHOTO TUIIA, TO C TOMOIIBLIO MaHHOM (QYHKIIUY HEOOXOOANMO YCTAaHOBUTD
OaHHbIEe aBTOPU3alluy ¥ IPOBECTU ayTeHTU(PUKAILINIO TIepe]] BEI30BOM TaKUX (PyHKITUHN
B KOHTeKcTe 3amaHHOU ceccuu KC. I[Ipu yCHemrHOM BBINIOJTHEHUU ayTeHTUPUKAILIUU
OaHHBbIe aBTOPU3AIMM COXPAHSIOTCSA B KOHTEKCTE BBhI30Ba M UCIIOJIB3YIOTCA IPHU IIO-
CIIeOyIONIUX BhI30BaxX (PYHKITUM TeX THUIIOB, KOTOPHIE TPEeOYIOT ayTeHTUDUKAITUH.

ITpumeuaHue - Ilepedasaemvie OaHHble aemMopu3ay,uu He O0AHCHbl XPAHUMbCA 8
KOH(pu2ypauuu npukaadHou Npo2pammsbl 8 moM uau UHOM 8ude. [laHHble asmopu3a-
Uuu 00/1%CHBI BBOOUMBCA AOMUHUCMPAMOPOM (HceaameabHO dOMUHUCMPAMOPOM
UH$poOpMauuoHHOU be3zonacHocmu) npu Kaxcoom 3anycke Npuk/aadHOU NPo2pamMbl.
AprymeHrhbI:

— hCtx (in) KOHTEeKCT OuOJINOTEKH;

— mycert (in) CTpyKTypa ugeHTU(PUKaTopa cepTuduKaTa s OnpeaesieHuss KOH-
TEKCTa BHIMIOJIHEHUST (YHUKAJIbHO HOEeHTUGUIUPYeT paboumii cepTudUKAT CECCUHU
KC);

— func (in) Tun GQyHKIINY, BHIIIOJTHEHNE KOTOPOT0 HEOOXOOUMO ayTeHTUPUIIUPO-
BaTh:

e CRSRV_FUNC SIGN - gbiuucaeHue 9I1;

e CRSRV_FUNC_ENCRYPT - gbinosnHeHue 3awupposaHus;
CRSRV_FUNC_DECRYPT - gvinosHeHue 3awudposaHu;
CRSRV_FUNC_ADDCERT - do6asaeHue cepmugpukama;
CRSRV_FUNC_ADDCERT - do6asaerHue CAC;

— auth (in) 6710K ITaMSTH C JaHHLBIMM aBTOPH3alluM (IIapojieM).

Bo3BpamjaeMbie 3HaYEHUS:

— VCERT _OK B cnydae ycliexa UM HEHYJIEBOU KOJ OIINOKU.

1.10 ITonyuyeHHe OMHCAHHH ONIMOOK

1.10.1 PYHKIHH OTyYEeHHUSI OMHUCAHUH OITHOOK

char * VCERT1API VCERT _GetErrorText (error status t rslt, char * merr, size t
mlen)
OYHKINMSA NONYYEeHUsT TEKCTOBOTO ONMCAaHUSA OMMOKHU 110 ee KOOy
AprymeHTrhbI:

— rslt (in) ko omuOKYU;

— merr (out) ykazaTtesnb Ha Oydep OJid 3aluUcU TEKCTOBOTO OIMMCAHUS OIIMOKHU
(cTpoka omucaHus 3aBepinaeTcs cuMBoiaoM ‘\0’);
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— mlen (in) pa3mep 6ydepa A1 3anucu TEKCTOBOTO OIMCAHUA OMINOKU (pa3Mep
OOJIXKeH OBIThL He MeHee 128 6amT).

Bo3BpaniaeMbie 3HAaYEHUSI:

— yKa3ameab Ha O0y¢ep, pasHuili merr ¢ TEKCTOBLIM OMNKWCAHUEM OIIHOKH,
NULL - B cnydyae OIINOKM.

1.11 YopaBieHue U BbI30B MacTepoB

1.11.1 ®yHKUUH yIpaBJIeHHUsI U BbI30Ba MacTrepoB

error status t VCERT1API VCERT ControlEx (context t hCtx, void * hWnd,
vcert cmd t cmd, mem blk t * idat, mem blk t * odat, flag t flag)
OYyHKIMSA yIpaBIeHUs KOHTEKCTOM U OUOIMOTEeKOM, BbI30Ba MacTepoB
AprymMeHrhbI:

— hCtx (in) KOHTEeKCT OuOJINOTEKH;

— hWnd (in) ngpeatudukaTop (ONIIUMOHAILHLIN) POOUTEILCKOTO OKHA (3ape3epBu-
PoBaHO, mokHO ObITE paBHO NULL);

— cmd (in) Koo KOMaH[bl, KOTOPYIO0 HEOOXOAMMO BBITIOJTHUTh:
e VCERT_CMD_PING - npogepka docmynHocmu KC k obpabomke DCE-RPC

8b130808. [[n1a 0aHHOU KomaHObl napamempsvr hWnd, idat, odat, flag He ucnosv-
3yromcsi;

— idat (in) 610K IaMsITH C BXOOHBIMHU JAaHHBIMHY (3aBUCHUT OT BHIIIOJIHSIEMOM KOMAaH-
[BI);

— odat (out) 010K TaMATH C BEIXOOHLIMU NJAaHHBIMU (3aBUCHUT OT BBIIIOJIHSIEMOH KO-
MaHpwl) (ocBoboxkpmaeTrcsa pyukiuelr VCERT_FreeMem() - cM. onnucardue Bm. 1.27.1);

— flag (in) macka (mo6utoBoe NJIM) dmaroB BHIIOTHEHUSA (3aBUCAT OT BHITIOJTHSE-
MOM KOMAaH/BI).

Bo3BpaiiaeMsbie 3HAYEHUSA:
— VCERT OK B cny4ae ycliexa UM HEHYJIEBOUM KO OIINOKH.

1.12 3kcmopT 1 UMOOPT 00BEKTOB CYC

OyHKIIMY UMIIOPTA NpenHa3HaudeHBl Ost mobaBreHuss o0wekToB CYC B DER-
konupoBke unu PEM-popmate B JICII unu CCC, a Takxke O gobaBieHUss 00bEKTOB
CYC, comepzKalluxcs B MoanucaHHLIX oOHOoBNIeHusx ot 1IC u LIP, B IICIT u JICII.

1.12.1 CTpyKTyphl 3KCIOPTa U UMIIOpPTa 00BbeKTOB CYC

Crpykrypa import_param _t
[TapameTpsl mo6aBnenusi 00bekToB CYC B IICII, JICII unu CCC:

— flag t flag
ITone c¢ mackol (nobumoswvim HIJIHM) ¢paazoe oOobasseHus obwvekmos CYC 8
IICITI, JICIT uau CCC (OoadceH Obimb ycmaHoB8sieH OOUH U 1MO/AbKO OOUH
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u3 ¢nazos FLAG_IMPORT CERTDERPEMFORMAT, FLAG_IMPORT -
CRLDERPEMFORMAT, FLAG_IMPORT CERTWITHPRIVATE, FLAG _-
IMPORT _SIGNEDCARAUPDATE):

e FLAG_IMPORT_CERTDERPEMFORMAT - umnopmuposamsv cepmugu-
kam 8 DER-kKooOuposke uau PEM-popmame;

e FLAG_IMPORT_CRLDERPEMFORMAT - umnopmuposambv CAC 8 DER-
kKoduposke uau PEM-¢opmame;

e FLAG_IMPORT CERTWITHPRIVATE - umnopmuposams cepmugpukam 8
DER-koduposke uau PEM-gpopmame u ycmaHo8ums e20 8 Kauecmae pabouez0 cep-
mugukama no1vb3o8ames;

e FLAG_IMPORT_SIGNEDCARAUPDATE - umnopmuposamb cepmuguka-
mul u CAC, codepacaw,uecsi 8 noonucaHHom obHossieHuu om LIC u L[P;

e FLAG_IMPORT _DONOTVERIFYCHAIN - umnopmupogams cepmugpukam
uau CAC 6e3 nocmpoeHus U Nnpo8epKu uenodyku cepmuguxkauuu;

e FLAG_IMPORT_FORCEREMOTESTORE - npuHydumeabHO umMnopmupo-
gambv cepmugpukam uau CAC e CCC.

— certid t * mycert
Ykazamenav Ha cmpykmypy udeHmugukamopa cepmugpukama 015 onpedesneHus
KOHmMekcma ebinoaHeHus (YHUKaabHO udeHmuguuupyem pabovull cepmugpuram
ceccuu KC).

1.12.2 @OYHKIHUH 3KCHOPTAa U UMHNOpPTa 00BHeKTOB CYC

error_status t VCERT1API VCERT _ImportMem (context t hCtx, import param t
* pImportPara, mem blk t * iimp)
dyukimsg gobaBneHus 00bekToB CYC B INICII, JICIT unu CCC u3 610Ka HaHHBIX
AprymMeHThbI:

— hCtx (in) KOHTEKCT OMOIHNOTEKH;
— pImportPara (in) cTpyKTypa IapaMeTpoB fobaBsieHus 00beKToB CYC;

— iimp (in) 6710k maHHHIX C moOaBisieMbIMH OoObeKTaMu B DER-KogupoBKe uiu
PEM-dopmare.

Bo3BpamniaeMsbie 3HAaYEHUS:

— VCERT _OK B cnydae ycliexa UJIM HEHYJIE€BOU KOJ OIINOKU.

error status t VCERT1API VCERT ImportFile (context t hCtx, import param t
* pImportPara, const char * iimp)
dyukuusa gobasnernus 06bekToB CYC B I1CII, JICIT unu CCC u3 daiina
AprymeHTrhI:

— hCtx (in) KOHTEeKCT OuOJINOTEKH;
— pImportPara (in) cTpyKTypa IapaMeTpoB nobaBseHuss 00eKToB CYC;

— iimp (in) ¢aiin ¢ mobGaBnsieMbiMu oOBbekTamMu B DER-kKogupoBke unu PEM-
dopmare.

Bo3BpaiiaeMbie 3HAYEHUS:

— VCERT OK B cny4ae ycliexa UJIM HEHYJIEBOM KOJ OIINOKU.
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1.13 Pa30op 1 nonydyeHue nHpopMmanuu 006 oobeKkrax CYC

OyaKIMU pal3bopa U MOoIydeHUs UHGoOpMaluu NpefgHa3Ha4YeHBl OjIs npeolpaso-
BaHUS (pa3bopa) 3akomupoBaHHBIX 00beKTOB CYC u3 DER-kKogupoBKu umnu PEM-
¢dopMmaTa B COOTBETCTBYIOIIME JaHHBIM 00BbEKTAM CTPYKTYPHI.

OYHKIIMYU TaKXKe MOXKHO HCIOJIb30BaTh [JIs pa3dbopa [OIMOJTHEHUM (pacIIupeHui)
ceptudukatoB u3 DER-komupoBku. [Insi pasbopa OOIOTHEHUS (pPacIIupeHUsi) ero
HeoOX0OMMO HaWTH B MaCCHUBe HOOIIOJHEHUU (pacIiumpeHuil) cepTudukara (CM. omu-
caHue B mogpa3snerie 1.7) mo o0pekTHOMY uneHTtudukaropy (OID), u nepegath 610K
MaMATH C 3aKOOVMPOBAHHBIMU OaHHBIMU AOIIOJTHEHUS B COOTBETCTBYIOIIYIO (PYHKIINIO
pasbopa:

— anbTepHaTUBHOe UM Biaagesnbiia (OID 2.5.29.17) - dyaknusa pasbopa VCERT _-
ParseAltnameEx();

— anbTepHaTuBHOEe uMda usngarens (OID 2.5.29.18) - pyukuus pazdopa VCERT -
ParseAltnameEx();

— 0Oa3oBrle orpaHuuveHus ceptudpukara (OID 2.5.29.19) - ¢yHkmus pasbopa
VCERT _ParseBasicConstraintsEx();

— upeHTudukatop Kmoya wuspatensa (OID 2.5.29.35) - ¢yuHkuuss pasbopa
VCERT_ParseKeyldentifierEx().

1.13.1 CTpyKTyphbl pa3bopa 1 nmojxydeHusi HHpopMmanuu 00 oobekrax CYC

CrpyKrypa othername t
[Ipyroe nMs anlbTEPHATUBHOTO UMEHMN:

— string t oid
Cmpoka ¢ obvekmHbim udeHmugpukamopom (OID), udeHmupuuupyrou,um opyaoe
uMs.

— string t name
Cmpoka ¢ mekcmoagbiMu OaHHbIMU OpPYy2020 UMEHU.

Crpykrypa altname ex t
Ilpyrue nMeHa albTePHATUBHOIO UMEHU:

— uint32 t othername num
Koauuecmeso ssnemMeHmMo8 mMaccuga opya2ux UMeH aibmepHamu8Ho20 UMEHU.

— othername t * othernames
ITose ¢ maccugom Opy2ux UMeH a1bMepHaAmuB8HO20 UMEHU.

Ctpykrypa basic_constraints_ex_t
Ba3oBrie orpaHndeHus cepTuduKarTa:

— uint32 t ca
IIpusnak cepmugpukama LIC. Ecau 3HayeHue = 0, mo cepmugpuKkam sA8a5€emcs cep-
mug¢uxamom LIC.

— int32_t pathlen
MakcumanvHaa 041uHa uenoyku cepmupukauuu. 3HaveHue < 0 o3Hauaem omcym-
cmeue 02paHuyeHus Ha O/AUHY UenoyKu.
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1.13.2 ®ysKnuu pa3dopa u nojaydeHusi uapopmanuu 06 oo0beKrax CYC

error_status t VCERT1API VCERT _ParseCert (context t hCtx, mem blk t*icert,
certinfo t info, certificate t * ocert)
®yHKIMA pa3bopa U nonydyeHus HHGOpPMaluu 0 cepTudrkare
AprymMeHThbI:

— hCtx (in) KOHTEKCT OMOIINOTEKH;
— icert (in) 610K namsaTu ¢ ceprudukatom B DER-KogupoBke unu PEM-dopmare;
— info (in) Tpebyemas Bo3BpallaeMasi UHpopmalusa o cepTuduKare;

— ocert (out) cTpykTypa pa3obpaHHoro ceprudukara (ocBoboxkmaeTcss QyHKIUEH
VCERT FreeCert() - cMm. onvicanue B 11. 1.27.1).

Bo3BpanijaeMsbie 3HAaYEHUS:

— VCERT OK B cnydae yclexa UM HEHYJI€BOM KO OIINOKMU.

error _status t VCERT1API VCERT _ParseCrl (context t hCtx, mem blk t * icrl,
crlinfo t info, crl t * ocrl)
®yukuusa pa3bopa u nonydyenus uHbopmauuu o CAC
AprymMeHThbI:

— hCtx (in) KOHTEeKCT OuOJINOTEKH;
— icrl (in) 6710k mamsitu ¢ CAC B DER-konupoBke unu PEM-hopmare;
— info (in) Tpebyemas Bo3BpalaeMas uHpopmalus o CAC;

— ocrl (out) ctpyktypa pa3dobpanHoro CAC (ocBoboxnaetcsa pyukuueit VCERT _-
FreeCrl() - cMm. onucauue B . 1.27.1).

Bo3BpanjaeMsbie 3HAaYEHUS:

— VCERT _OK B cnydae ycliexa UJIM HEHYJIE€BOU KOJ OIINOKU.

error status t VCERT1API VCERT_ParseAltnameEx (context t hCtx, mem blk t
* jaltname, altname ex t * oaltname)
dyHKIMA pa3bopa u nonydyeHusd uHbGopManuy 00 albTepPHAaTUBHOM MMEHU
AprymeHTrhbI:

— hCtx (in) KOHTEeKCT OuOJINOTEKH;

— ialtname (in) 670K TaMsTH C JAHHBIMHU [OMNOJIHEHUS aJIbTEPHATUBHOTO UMEHU
B DER-KOOupoBKeE;

— oaltname (out) cTpyKTypa pa300paHHOrO aJlbTEPHATUBHOTO UMeHHU (0CBOOOXK-
naetca pynknuer VCERT FreeAltnameEx() - cm. onucanue B . 1.27.1).
Bo3BpaiiaeMbie 3HAYECHUS:

— VCERT _OK B cny4dae ycnexa UM HEHYJIeBOU KO OIINOKMU.

error status t VCERT1API VCERT_ ParseBasicConstraintsEx (context t hCtx,
mem blk t *ibc, basic constraints ex t * obc)
dyHKIMS pa3bopa U nmonydyeHuss nHGopMauuu 0 6a30BLIX OTPAaHUYEHUAX cepTUdUKaTa
AprymMeHTrhbI:
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— hCtx (in) KOHTEeKCT OuOJINOTEKH;

— ibc (in) 6JI0K maMsITH C JaHHLIMHU OOIIOJTHEHM ST 0a30BEIX OTPAaHUYEHUN cepTudu-
KaTa B DER-KOOUPOBKE;

— obc (out) cTpykTypa pa3oOpaHHBIX 0a30BBIX OTPAaHUYEHUN.
Bo3BpaiiaeMbie 3HAYECHUS:
— VCERT _OK B cnydae ycexa UM HEHYJIeBOU KOJ OIINOKMU.

error status t VCERT1API VCERT ParseKeyldentifierEx (context t hCtx,
mem blk t *ikid, mem blk t * okid)
OyHKIMA pa3dopa U ImoaydeHus nHopMalmu 06 ugeHTuduKaTope Kiaoda U3gaTeas
AprymMeHrhbI:

— hCtx (in) KOHTEKCT OMOJINOTEKH;

— ikid (in) 610K TaMsTH C JAHHLIMU [OIOJTHEHUS UAeHTU(HUKATOPa KIII04Ya u3aa-
Tensa B DER-KogoupoBKe;

— okid (out) 6510k maMsATH C pa3oOpPaHHBIM UAEHTU(GUKATOPOM KITI0Ya U3IaTens
(ocBoboxkmaetcs ¢pyHkimerr VCERT _FreeMem() - cM. oniucadue B . 1.27.1).

Bo3BpamjaeMsbie 3HaYEHUS:

— VCERT _OK B cnydae ycliexa UM HEHYJIEBOU KOJ OIINOKU.

1.14 IMocTpoeHue U NpoBepkKa nenodek oo bekTtoB CYC

IoBepue mob6omy ceptuduraty u CAC onpemesnsieTcsi Ha OCHOBAaHUY pe3yiabTaTa
IIOCTPOEHUSI U IPOBEPKM €ro IeIoYKu cepTuduramuu. HadaabHBIM 3JIEMEHTOM
LIEeIOYKY cepTUPUKAIUU SIBIISIEeTCS cepTuduKaT moBepeHHoro (Kopuesoro) LIC, xpa-
Hamuicsa B 3amuiieHHoMm [ICII. BubnuoTeka B CBOEM COCTaBe COOEPKUT PYyHKITUU
IOJIs1 IOCTPOEHUS U IIPOBEPKU (Bepudukrauu) nenodek ceprtudpuratoB u CAC.

[Ipouienypa BepupUKAIUU IIEIIOYKH CepTUPUKAIIUKA IIPOBEPSET CBSI3aHHOCTH
MeX[y UMeHeM 6./1adesibua cepTudrKaTta U ero OTKPHITEIM KiodoM. [Ipouenypa
BepupUKaluMU LEeINoYKU Iogpa3yMeBaeT, UTO BCe HNENCTBUTEJIbHBIE IIEeIOYKM Ha-
YUHAIOTCS C cepTuduKarTa, U3TAaHHOTO OOHUM U3 doeepeHHbuix (KopHeeabix) 1IC.
Anroputm Bepudukaiuu TpedyeT OTKPHITHIM KJTI0Y, UMeHa u3dameisi u e1ade1buad
cepTudurKaTa, CPOK OEUCTBUS cepTU(UKATa U ero 3aKpHITOTr0 Kioda, a Takxke CAC
onna kaxporo LIC (CAC Heo6xXoguM, faXke €CJiM OH He COOEepPKUT aHHYJTMPOBaAHHBIX
cepTuduKaToOB).

[Tonm moBepeHHBIM IOoHMMAaeTcs LIC, OTKPBITHIM KIII0Y KOTOPOTO COHOEPZKUTCS
B CaMOIIOANHUCAHHOM cepTudukarte. Takoe orpaHHYeHUE YIIPOILAeT IIPOLeAypy
BepuUKaAIIMKU, XOTS HAJIU4YKMEe CAaMOIIOONMCAHHOIO cepTudHUKaTa U ero KPUITorpa-
¢duyeckasi mpoBepka He obecrnedynBaOT 0e30macHOCTH. [IJI1 oOeclieueHusl TOBEPHUS
OTKPHITOMY KITIOYYy TAKOTO cepTudUKaTa HOJIKHBLI OLITH MPUMEHEHBI CIelluaibHEIe
crioco0Obl ero pPacIpoCTPaHEeHUs M XpaHEeHUs, TaK KaK Ha JaHHOM OTKPBITOM KJIlo4e
ITPOBEPSIIOTCSI BCE OCTAIbHbIe CePTU(UKATHI.

[lermouka cepTudUKalNM OpeacTaBiasieT coOO0M IIOCIea0BaTEIbHOCTh U3 N CEPTU-
¢uKaTOB, B KOTOPOMU:
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— ong x B {1, (n-1)}, enadeneu ceptudrkaTta X ecTb uddame b cepTudpuKara
x+1;

— ceptudukat x=1 ecTb cCaMOIIOANNCaHHBIN CEePTUPHUKAT;
— cepTu(UKAT X=N eCTh IPOBEPSAEMBII CePTUPHUKAT.

OpHOBPEMEHHO B LIEII0YKe CepTUPHUKAIIMYU IIPUCYTCTBYET IIOCI€0BaTEIbHOCTD U3
n-1 CAC, B KoTOpOII:

— onst CACx B {1, (n-1)}, usdamensw ceptudukara X ectb uzdame.1bo CAC x;

— CAC x=1 ects CAC, u3naHHLU 8/1a0e/1bUeM CaMOIIOOIINCaHHOTr0 CepTUudUKa-
Ta;

— CAC x=(n-1) ects CAC, nu3maHHHEN U3dame,iemM IpoBePsIeMOro cepTudukara.

[Tpu mocTpoeHuu HenoYKu cepTudUKaT HoBepeHHoro (Kopaesoro) LIC umieTtcs uc-
knountenbHo B [ICI1. CepTtudukaTtel mpoMexkyTodHBIX LIC utrytcs B JICIT u B TouKax
AIA tuna id-ad-calssuers c 00beKTHEIM ugeHTHrKaTopom (OID) 1.3.6.1.5.5.7.48.2
(momonuenue authoritylnfoAccess). CAC uimytcs B JICIT u B Toukax CDP (momor-
HeHUe criDistributionPoints).

[Tocne moCTpOEHUS LIETIOUYKN CePTU(HUKAIIMM BBIIIOIHSIETCS KPHUIITOrpadudecKas
nmpoBepka cepTudukatoB u CAC, mpoBepKa CpPOKOB OEUCTBUS CEPTUPUKATOB U
CAC, npoBepKa OeuCTBUTEILHOCTH 3aKPBITHIX KII0UEe Ha MOMEHT BeluucieHus I,
ITpoBepKa cepTUPUKATOB Ha aHHyIUpPoOBaHHe. Ecnu cepTuduKaT NPOMEKYTOYHOTO
LIC uenouku anHynupoBaH B CAC Beinectosmiero LIC, To Bce cepTuduKaTh, N3OaH-
HBIe C MCIOJIb30BaHUEM HAHHOTO cepTU(duKaTa npomexyTtouHoro LIC, cuurtarwTcs
HegelMCTBUTEJIbHBIMHU.

Cxema BepudUKaluu IIeN04YKHU cepTudruKkaumu npuBeneHa Huxe (Pucysok 1). Ha
cxeMe pacCMOTPEHHI [IBa CiIy4as:

— IIEePBBIU ClIy4al - Bepu@puKalus Lell04YKN CepTUu(PUKaluy OT IPOBEPSIEMOTO0 Cep-
TUuUKaTa o cepTudukata noBepeHHoro (kopueroro) LIC. Onpenenernue CAC BHIIOJ-
HsieTCs O Kaxporo ceptudukara LIC nmo umenu usnartensa CAC;

— BTOPOM ciy4ay - (HUKHSIST 9aCThb CX€MbI) OTJIMYAEeTCs TeM, UYTO B CUCTEMeE OIHO-
BPEMEHHO IIPUCYTCTBYIOT ABa cepTuduKaTa moBepeHHOro (KkopHesoro) LIC:

o HGpBI::IfI - 3aMBIKAIOMINHU OEeIIOYKY OT IIPOBEPAEMOTO CepTI/I(l)I/IKaTa;

e BTOPOU - HOBEIM cepTuduKaT moBepeHHOTr0 (KopHeBoro) LIC. ITocne popmupo-
BaHUS HOBOTO cepTU(dUKaTa foBepeHHOTo (KopHeBoro) LIC B cucTeMe MOSABIISAETCS
CAC, u3gaHHBIM Ha HOBOM 3aKpHITOM Kitoue L1C, KOTOphIM 3aMeHsIeT IPEeabIayIInui
CAC u comepzKUT BCe paHee aHHYJIMPOBaHHbIE CepTUUKATHIL. 711 IPOBEPKU HO-
Boro CAC tpebyeTcsi OMHO3HAYHOE ONpefesieHre cepTudruKaTa ero u3maTess, T.e.
OJHO3HA4YHOE OIIpefejieHHe OTKPBITOrO Kitoda A npoBepku JII manHoro CAC.
Ceptudukat nzgarens CAC ogHO3HAYHO OIIPeesaeTCs 10 UAeHTU(PHUKATOPY KITIO-
ya uznarens (gononHeHue authorityKeyldentifier).
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PrcyHnok 1 - Bepuduranus 1erio4ku cepTuuKamuu

1.14.1 CTpyKTyphl HIOCTPOEHHUS U MPOBEPKH enodek o0 beKToB CYC

Ctpykrypa verify policy param t
CTpyKTypa napaMeTpOB IIOCTPOEHUS U IPOBEPKU 1IeNOoYKU cepTudukarta unu CAC:

— uint32 t size
ITone ¢ pasmepom cmpykmypsul 8 6atimax, 3HayeHue O00AXHCHO Obimb pPABHO
sizeof(verify_policy_param_t).

— flag t flag
ITosne ¢ mackotl (nobumossvim HJIH) paa2o08 nocmpoeHus u Nposepku U,eno4ku cep-
mugpukama uau CAC:

e FLAG_POLICY DONOTCHECKTIMES - He npogepamb cpokKu delicmeus
cepmu¢uxkama uau CAC, 018 KOmopo20 cmpoumcs U nposepsemcsa uenoukda, da
maxkace cepmugpukamos LIC u CAC u3 e20 uenouku;

e FLAG POLICY DOCRLVERIFICATION - cmpoumbs u npogepAambs Uuenouyky
CAC. Ecau O0aHHblU (paae HE YyCMAHOB/AE€H, MO CMpPOouUmMbs U Npos8epsimbs Uenovky
cepmugukama;

e FLAG_POLICY DONOTCHECKKEYTIME - He npogepsamb cpok deticmaeus
3aKpblmo20o KAoua cepmugpurkama, 04151 KOmopo20 Cmpoumcs U nposepsemcs ue-
nouka.

IlpumeuyaHue — YKa3aHHble ¢paa2u donyckaemcsa ucno/ab308amsb MOAbKO OAA
npoeepKu apxusHbix coobuw,eHull.
— certid t * mycert
Ykazameav Ha cmpykmypy udeHmugukamopa cepmupukama 045 onpedeseHus
KoHmMeKkcma evlinosaHeHus (YHUKaabHO udeHmudguuupyem pabouull cepmugpurkam
ceccuu KC).
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— date_t check_time
ITone c MOMeHMOM 8peMeHU, Hd KOMOpPbllU CMPoumMcA u npogepAaemcs uenodka cep-
mug¢uxkama. Ecau 3HayeHue pasHo 0, mo nposepKa 8biNOAHAEMCA HA MeKyuw,ul mMo-
MeHm 8peMeHU. [[aHHoe noJe caedyem 3ano/aHAMb 8 mex CAy4dax, Ko2da (co21acHo
Cmamoue 11 Ne63-®3) umeemcsi docmosepHas UHGpopmauus 0 MOMeHmMe NoONuUCaHus
3/1eKMpPOHHO020 OOKYyMeHma - Hanpumep, OdHHble 0 MOMeHMme NoONnucaHus, 83simbole
U3 yCnewHo Npo8epeHH020 wmamna epemMeHu (cM. onucaHue 8 pa3dene 1.24).

— keyusage t keyusage
ITone ¢ mackol (nobumoevim HJIH) pa3peweHHbix obiacmell ucnoab308aHus om-
Kpblmozo Kawoua. Ecau 3HayeHue He pasHo 0, mo 6ydem 8bIN0OAHAMbCA NPo8epKa
Haauyus 3a0dHHbIX pa3peuweHHblx obiacmell UCNno/1b308aHUSI OMKPLIMO20 KA04d 8
cepmugukame, 04151 KOmMoOpPoO20 CMPOUMCA U NposepAemcs uenouka.

— uint32 t eku num
Kosauuecmeo 3sieMeHmo8 Maccusa pacuwupeHHblx obiacmel uCno1b308aHUS1 OMKPbI-
mozo Kawud.

— extkeyusage t * extkeyusages
ITose ¢ maccugom pacwiupeHHblx 061acmetl UCNO01b308AHUA OMKPbIMO20 KAtoud. Ec-
/AU Maccue He nycm, mo 6ydem 8bINO/HAMbCA NPOBEPKA HAAUYUS 3d0AHHbIX PACWU-
peHHblXx 0b6s1acmell UCN0/a1b308aHUA OMKPbIMO20 KA04Ud 8 cepmugukame, 014 Komo-
po20 cmpoumcsA u npogepsaemcs uenoukd.

— uint32 t policy num
Kosauuecmeo 31eMeHmo8 Maccuea pez/1ameHmos ucnoav308aHus cepmugukama.

— policy t * policies
ITone ¢ maccusom pezaamMeHmMoO8 uCno/ab3o08aHusl cepmugpukama. Ecau maccus He
nycm, mo 6y0em 8blN0AHAMbCA NPOBEPKA HAAUYUS 3a0AHHbIX pe2/1aMeHmo8 UCNO1b-

308aHus cepmugpukama 8 cepmugpukame, 0151 KOmopo20 CMpoumcs u nposepsiemcs
uenouka.

1.14.2 ®OYHKIHUH NOCTPOEHHUSI U MPOBEPKH Nenouek o0 beKToB CYC

error status t VCERT1API VCERT VerifyCert (context t hCtx,
verify param t * pVerifyPara, mem blk t * icert, certificate t * ocert)
OYHKIMS TOCTPOEHUS U IIPOBEPKU IIEIIOYKU cepTuduKaTa
AprymMeHThBI:

— hCtx (in) KOHTEKCT OMOJINOTEKH;

— pVerifyPara (in) cTpyKTypa HapaMeTpPOB IIPOBEPKHU cepTuduKara (CM. oIuca-
Hye BII. 1.19.1). I[IpoBepKa cepTudrKaTa BHIOJIHIETCI Ha TEKYILINI MOMEHT BpeMe-
HU;

— icert (in) 610K maMATHU C IpoBepsieMbIM cepTudukaToM B DER-KogupoBKe unu
PEM-dopmare;

— ocert (out) cTpykTypa pasobpaHHoOro ceptudukara (ocBoboxkgaeTcss QyHKIINEN
VCERT FreeCert() - cMm. onnucanue B 1. 1.27.1).

Bo3BpamiaeMbie 3HAaYEHUS:

— VCERT _OK B cny4dae ycuexa UM HEHYJIeBOU KOJ OIINOKMU.
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error status t  VCERT1API = VCERT VerifyCertificatePolicy (context -
t hCtx, verify policy param t *  pPolicyPara, mem blk t *  icert)
PacmpeHHas QyHKIMSA DOCTPOEHUS ¥ IPOBEPKU IIeNIOYKY cepTuduKaTa
AprymMeHThbI:

— hCtx (in) KOHTEKCT OMOIINOTEKHU;

— pPolicyPara (in) cTpyKTypa HapaMeTpOB IIOCTPOEHUS U IIPOBEPKM ILIETIOYKHU
cepTuduKara;

— icert (in) 6710K maMsATHU C IpoBepsieMbIM cepTudukaToM B DER-KogUpoBKe uiu
PEM-dopmare.

Bo3BpaniaeMbie 3HAYEHUS:

— VCERT OK B cny4ae ycliexa UJIM HEHYJIEeBOUM KOJ OIINOKH.

error status t VCERT1API VCERT VerifyCrlPolicy (context -
t  hCtx, verify policy param t *  pPolicyPara, mem blk t  * icrl)
PacmupeHHasa GyHKIMA DOCTPOEHUA U NIPOBepKU Henodyku CAC
AprymMeHTrhbI:

— hCtx (in) KOHTEeKCT OuOJINOTEKH;

— pPolicyPara (in) cTpyKTypa mapaMeTpOB IOCTPOEHHUS U IIPOBEPKHU IIEIIOYKU
CAC (aeo6xogumo yctaHoBuTh piiar FLAG_POLICY _DOCRLVERIFICATION);

— icrl (in) 6mok mamsatu c npoBepsieMbiM CAC B DER-komupoBke uinu PEM-
dopmare.

Bo3BpaniaeMble 3HAUYEHHUS:
— VCERT _OK B cnydae yclexa UM HEHYJIeBOU KOJ OIINOKMU.

1.15 BpIUuMCJ/JI€eHHEe X3II-3HaUYeHUH

1.15.1 @PYHKIHH BBIYHCICHUS XIII-3HAYCHHUH

error status t VCERT1API VCERT _BlkHashMem (context t hCtx, string t
algorithm, mem blk t * data, mem blk t * hash)
OyHKIMA OJI0OYHOTO BEIYUCIEHUS X9II-3HaUYeHUs 0JI0Ka NaMATH
AprymMeHThbI:

— hCtx (in) KOHTEKCT OMOJINOTEKH;

— algorithm (in) ctpoka 06bekTHOTO upeHTUdUKaTopa (OID) anropurMa X31IIUPO-
BaHU4 (B clly4dae, eCliM 3aflaHHOEe 3Ha4YeHUe He PaBHO HU OOHOMY M3 IePEeYNCII€HHBIX
HUXe, X3mupoBanue 0yneT BeIIONHATHCSA 1o TOCT P 34.11-94):

e ”1.2.643.2.2.9” - xsmmposanue 1o I'OCT P 34.11-94;
e ”1.2.643.7.1.1.2.2” - xamuposanue 1o 'OCT P 34.11-2012 (256 6urT);
e ”1.2.643.7.1.1.2.3” - xomuposanue o 'OCT P 34.11-2012 (512 6ur);

— data (in) 670K TaMATU C UCXOOHBIMU OAHHBIMU (OJI0K MaMATH MOXKET OBITH HY-
JIEBOM OJIMHEI);

— hash (out) 6710k maMsaTHU OJIF BBHIYMCJIIEHHOT'O X9II-3HaYeHUdA (0CBOOOXKIaeTCs
¢yukuerr VCERT _FreeMem() - cM. onucanue B 1. 1.27.1).
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Bo3BpanijaeMsbie 3HaYEHUSI:
— VCERT _OK B cnydae ycrexa UM HEHYJI€BOU KOJI OIINOKMU.

error status t VCERT1API VCERT_BlkHashFile (context t hCtx, string t
algorithm, const char * data, mem blk t * hash)
OyHKIMSA OJI0YHOTO BEIYUCIEHUS X3II-3HaUYeHUd dalina
AprymMeHThbI:

— hCtx (in) KOHTEKCT OMOIINOTEKH;

— algorithm (in) ctpoka 06beKTHOTO HAeHTHUHUKaTopa (OID) anropuTMa X31INPO-
BaHU4 (B CiIy4dae, eClM 3aJJaHHOEe 3HaUYeHNWEe He PaBHO HU OJJHOMY U3 IIePEeYNCIEeHHBIX
HUXKe, X3IIUpoBaHue 0yneT BeonHATLCS 1o TOCT P 34.11-94):

e ”1.2.643.2.2.9” - xsmupoBanue 110 'OCT P 34.11-94;
e 71.2.643.7.1.1.2.2” - xommpoBanue mo 'OCT P 34.11-2012 (256 6ur);
e ”1.2.643.7.1.1.2.3” - xamuposanue 1o 'OCT P 34.11-2012 (512 6ur);
— data (in) uMmsa daiina ¢ UCXOOHBIMU OaHHBIMU ((airii He MOXKeT ObITh HyJI€BOU
IJINHEI);

— hash (out) 610K maMSaTHU [OJIsT BEIYMCJIEHHOTO X9II-3HaueHHUsl (0cBOOOXKOaeTcs
¢ysruuern VCERT FreeMem() - cMm. onucanue B 11. 1.27.1).

Bo3BpamjaeMbie 3HAaYEHUS:

— VCERT OK B cnydae ycliexa UJIM HEHYJIEBOU KOJ OIINOKU.

error status t VCERT1API VCERT StrHashInitMem (context t hCtx, string t
algorithm, strhash t * hStr)
OYHKIMSA WHUNHMATW3aUY IOTOKOBOTO BEIYNCIIEHUS X3III-3HaAUYEeHUs OJI0KOB IaMATH
AprymMeHThbI:

— hCtx (in) KOHTEeKCT OuOJINOTEeKH;

— algorithm (in) ctpoka o0bekTHOTO ugeHTudukaropa (OID) anropuTMa X3IIIU-
POBaHUS:

e ”1.2.643.2.2.9” - xsmupoBaunue 1o 'OCT P 34.11-94;
e ”1.2.643.7.1.1.2.2” - xammupoBaHue no 'OCT P 34.11-2012 (256 6ur);
e ”1.2.643.7.1.1.2.3” - xammupoBaHue no 'OCT P 34.11-2012 (512 6ur);

— hStr (out) KOHTEKCT BHIIIOJIHEHHUS IIOTOKOBOM OIlepallyu.
Bo3BpamjaeMbie 3HAaYEHUS:

— VCERT _OK B cnydae ycliexa UJIM HEHYJIE€BOU KOJ OIINOKU.

error status t VCERT1API VCERT StrHashUpdateMem (context t hCtx,
strhash t * hStr, mem blk t * data)
OYHKIMSA NPOJOIKEHUI TOTOKOBOTO BHIYNCIEHUS X3II-3HAUYEeHUs 6JI0KOB IaMATH
AprymMeHTrhbI:

— hCtx (in) KOHTEeKCT OuOJINOTEKH;
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— hStr (in) KOHTEKCT BBIIIOJIHEHHUS IIOTOKOBOM OIlepalliu;

— data (in) 670K TaMATU C UCXOOHBIMU OaHHBIMU (OJI0K MaMsATH MOXKeET OBITH HY-
JIEBOM OJINHEI).

Bo3BpaniaeMble 3HAaYEHHUS:
— VCERT _OK B cnydae ycrexa UM HEHYJIeBOM KO[ OIINOKMU.

error status t VCERT1API VCERT_StrHashFinalMem (context t hCtx,
strhash t * hStr, mem blk t * hash)
OyHKINA pUHANM3AIUY TOTOKOBOTO BEIYUCIIEHUS XIUI-3HaYeHNs OJIOKOB NaMATH
AprymeHThbI:

— hCtx (in) KOHTEKCT OMOIMOTEKHU;
— hStr (in) KOHTEKCT BBIIIOIHEHHUS IOTOKOBOU OIepalyiy;

— hash (out) 610K maMATHU OJIs BEIYUCJIEHHOT'O XJII-3HadueHus (ocBoOOXKOaeTcs
¢yukmuerr VCERT _FreeMem() - cM. onucanue B 1. 1.27.1).

Bo3BpamijaeMbie 3HAaYEHUS:

— VCERT _OK B cnydae ycliexa UJIM HEHYJIE€BOU KOJ OIINOKU.

error status t VCERT1API VCERT_StrHashFile (context t hCtx, string t
algorithm, const char * data, mem blk t * hash)
®yHKIMA NOTOKOBOI'O BEIYUCIIEHUS XIII-3HaYeHud daina
AprymMeHrhbI:

— hCtx (in) KOHTEeKCT OuOJINOTEKH;

— algorithm (in) ctpoka o0bekTHOTO ugeHTudukaropa (OID) anropuTMa X3IIU-
POBAHUS:

e ”1.2.643.2.2.9” - xamupoBanue 1mo 'OCT P 34.11-94;
e ”1.2.643.7.1.1.2.2” - xammupoBaHue no 'OCT P 34.11-2012 (256 6ur);
e 71.2.643.7.1.1.2.3” - xommupoBanue 1mo 'OCT P 34.11-2012 (512 6urT);

— data (in) umsa ¢daiina ¢ UICXOOHBIMU OaHHBIMU ((aii He MOXKeT OLITH HYJI€BOU
IJINHEI);

— hash (out) 6710k maMsITH OJIS BBEIYMCJIIEHHOT'O X9II-3HAaYeHUs (0CBOOOXKOaeTcs
¢yskuuerrt VCERT FreeMem() - cMm. onucanue B 11. 1.27.1).

Bo3BpamiaeMbie 3HAaYEHUS:

— VCERT _OK B cnydae ycliexa UJIM HEHYJIE€BOU KOJ OIINOKU.

1.16 Beruncjenue u nposepka Il xoni-3HaYeHHH

1.16.1 @PYHKIHH BHIYHUCICHHSI M NPOBepPKH III X31I-3HaYeHHH

error_status t VCERT1API VCERT_SignHashMem (context t hCtx, certid t *
mycert, mem blk t* hash, mem blk t* sign)
OyHKIYA BeIYKcaeHusd Il XsI-3HaYEeHUA
AprymeHThbI:

— hCtx (in) KOHTEKCT OMOIINOTEKHU;
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— mycert (in) CTpyKTypa UAeHTU(PUKATOpa cepTudUKaTa O OnpeneieHus KOH-
TEeKCTa BBINIOJIHEHUS (YHUKAJIbHO HMOEHTUGUIUPYeT paboumii cepTudUKAT CECCHUHU
KC). Beiuucnenue JII BeImonHAETCS Ha Kiode III, COOTBETCTBYIOIIEM YKa3aHHOMY
cepTudUKaTy;

— hash (in) 610K IaMsITH C X9II-3HaYeHueM, BeIUUuciIeHHBIM 110 TOCT P 34.11-2012
(cMm. ontucanue pyHKOuU B . 1.15.1);

— sign (out) O6/10K nTaMsaTU OJis BerdyuciieHHou JI1 xam1-3HaueHus (0CBOOOKOaeTCs
dysrumerr VCERT FreeMem() - cM. ontucanue B 11. 1.27.1).
Bo3BpaniaeMbie 3HAaYEHUS:

— VCERT OK B cny4ae ycliexa UM HEHYJIEeBOU KOJ OIINOKH.

error status t VCERT1API VCERT VerifyHashMem (context t hCtx, certid t *
mycert, mem blk t* sender, mem blk t* hash, mem blk t * sign)
Oyukysa npoBepKU III XIII-3HAUYEHU
AprymMeHTrhbI:

— hCtx (in) KOHTEeKCT OuOJINOTEeKH;

— mycert (in) CTpyKTypa ugeHTU(PUKaTopa cepTuduKaTa s OnpeaesieHuss KOH-
TEKCTa BHIMTOJIHEHUS (YHUKAJIBHO HUOeHTUGUIUPYeT paboumii cepTudHUKAT CECCUHU
KC);

— sender (in) 6J10K MaMsITH C cCepTUPUKATOM, Ha KOTOPOM HEOOXOOUMO ITPOBEPSITh
9Il (B8 DER-komupoBke unu PEM-popmarte);

— hash (in) 610K TaMATH C X3II-3HaYeHueM, BeruuciaeHHbeIM 110 [OCT P 34.11-2012
(cm. onmucanme pyHkuy B 1. 1.15.1);

— sign (in) 610K maMsTH C TpoBepsieMoi Il X3lI-3HaYeHU .
Bo3BpaniaeMbie 3HAYEHHUS:
— VCERT _OK B cnydae yclexa UM HEHYJI€BOU KOJI OIINOKMU.

1.17 Ilouck u nepeuyuciaeHue 00beKToB CYC

OYHKIIMYU ITOMCKAa OOBEKTOB ITO3BOJISIOT HAXOOUTh cepTU(UKATHI MMOJIb30BaTesel
B MOCTYITHBLIX CITPABOYHMKAX IT0 3agaHHOMY I11abnoHy cepTtudukara. [1labnoH npen-
cTaBisieT cobo¥ CTPYKTypy cepTudukara certificate t, mycTyro umu 3amonHEeHHYIO
TEMH [OAaHHBIMU, [0 KOTOPBIM CIIE€OYeT BBIIIONMHSATL OIEpPAlNio IMOoMCKa. KaxKmbri
CUYMTAHHBLIA M3 CITPABOYHUKOB CePTUGUKAT II0Ih30BATEISI TPOBEPSIETCS Ha COOTBET-
CTBUE 3allOJTHEHHBIM HAaHHBIM ITaOI0HA, U MPU YCIIEITHOM IMPOBepKe BKIIIOYAETCS B
CTPYKTYPY pe3yJjbTaTa IMONCKa, CoepKalllyio HaliJeHHbIe CepTU(UKATHI.

Ecnu B mabioHe cepTuduKaTa 3aIlojIHEeHO I10Jie ¢ OJI0OKOM IMaMsTH, CofaepKallluM
ceptudpukatr B DER-kogupoBKe, TO (haKTHUYECKHUM IOMCK B CIIPABOYHHKaAX He IIPO-
W3BOOUTCS, a CcepTu(HUKAT IPOBEPSETCS Ha COOTBETCTBHE 3aAIlOJTHEHHLIM OaHHBIM
mabJioHa.

[ToncCK BBINIONIHAETCSA B OOCTYIIHBIX CIIPABOYHUKAX B TAKOU IIOCIIE€NOBATEIbHOCTHU:
kam 6ubnuoreku, JICII, CCC. INouck cepTtuduKaTa BHIIOIHIETCS 10 YHUKAIbHOMY
KPUTEPHIO, eClIu B I1abioHe cepTUdUKaATa 3al0JIHEHH! II00ble N3 HUXKECIeOyIIuX
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KOMOUHAIINM TaHHBIX:
— napa X.500-uMmeHu u3naTenss U CEPUNHOT0 HOMepa cepTuduKara;
— upeHTU(UKATOP KJII04Ya Bilafesblla CepTUPUKATA;
— UOeHTUPUKATOP 3aKPLITOTO KiIl04Ua cepTuduKaTa;

— xauI-3HauveHue napsl X.500-UMeHHN u3gaTesiss U CEpUNHOT0 HoMepa cepTuduka-
Ta.

TTOMCK IT0 YHHUKAJIbHOMY KPUTEPUIO BBEITIOJIHSIETCS OO0 IIepBOT0 HaliIeHHOTO CEePTH-
¢dbukaTa, mocie Yero omepaius MouCKa CepTU(GUKATOB B MOCTYIIHBIX CIIPABOYHHUKAX
3aBepIlaeTCs, a HaigeHHLIH cepTUdHUKAT IIPOBEPseTCs Ha COOTBETCTBHME 3aIllOJIHEeH-
HBIM OaHHBIM ITa0JIOHA.

[Touck mo nmape X.500-uMeHu U3maTesnss U CEPUMHOTO HOMepa cepTudukara, a Tak-
2Ke 10 X3II-3HaYeHHWI0 TaKOM maphl, BEIIIOIHSIETCS OBICTPO BO BCEX CITPABOYHUKAX, I10-
CKOJIbKY B HUX C(OPMUPOBAH TPeOyeMbIl MHIAEKC IJIsI TTOBBIIIIEHUS] ITPOU3BOOUTETh-
HOCTH.

[Touck 1o umeHTUUKATOPY KiIloda Bafesiblla UIU UOeHTU(UKATOPY 3aKPBITOTO
kito4ga B JICII, pacnonoxennom B Bl GDBM, BeIIONIHSAETCA MEOJIEHHO, ITOCKOJIBKY
TpebyeT mepebopa OOBEKTOB XpaHUNMINA. B OpPyrux CrpaBOYHMKaAX TaKOM IIOMCK
BBITIOJTHSIETCS OBLICTPO, ITIOCKOIBKY B HUX ChOpMUPOBaH TpeOyeMbIli MHAEKC (IJIsT K3lla
OubMIMOTEKH HEOOXOIMMO BBIITOTHUTH HACTPOUMKY - CM. ONKMCAHNUE COOTBETCTBYIOIIUX
napaMmeTpoB PkilCacheSbKIdIndex 1 PkilCacheKeyldIndex).

ITouCK He 10 YHUKAJTbHOMY KPUTEPHUIO BEITIOJIHSIETCS BO BCEX MOCTYIIHLIX CIIPABOY-
HUKaX, ¥ BCe HaWOeHHbIe CepPTHU(UKATHI IPOBEPSIOTCS Ha COOTBETCTBHE 3aIIOJTHEH-
HBIM JaHHBIM I11a61oHa. B o611eM ciydyae momoOHEBIM MOMCK BHIIIOTIHSIETCS MeOJIeHHO,
IIOCKOJIBKY B CIIPABOYHHKAX OTCYTCTBYIOT HEOOXOOHMMEBIE HHIOEKCH. MCKIIOUeHUIMHU
SIBJITIOTCSI CJIEOYIOIe THUIILI IOMCKa:

— mouck o nonHomy X.500-umMeHU Bnagenblla UIU CEPUMHOMY HOMEPY CepTudu-
KaTa, a TakxXke I10 agpecy ajeKTpoHHOU nouTel RFC 822 B JICII, pacnonioXeHHOM B
BII ODBC (nouck no 4yactu X.500-uMeHHu Bafesnblla BLEIIOIHSIETCS MeOJIEeHHO);

— 1ouckK 1o nonHomy X.500-umeHu Bnagesnblia ceptudurata B CCC (Iouck mo 4a-
ctu X.500-uMeHHU BiIagesblia BEIIOJJHIETCS MEeOJIeHHO).

1.17.1 CTpyKTyphI IOHCKa CepTU(PHUKATOB

Crpykrypa find param t
CTpyKTypa napaMeTpOB IIOUCKa CepTU(PHUKATOB I10 3aJaHHOMY 1I1abJI0HY:

— flag t flag
ITose ¢ mackoti (nobumoswvim HUJIH) (haazoe8 noucka cepmugpukamos:

e FLAG_FIND _CERTWITHPRIVATE - 8binosHAMb NOUCK MO/AbKO Mmex cep-
mugukamos, 014 KOMOPbIX ecmb 3dKpblmbll KA0Y4 (pabouux cepmupukamos);

e FLAG_FIND USEREMOTESEARCH - 8binosaHAmMb nouck cepmugpukamos
maxkace u 8 CCC (no ymMmoA4aHU makou NOUCK He 8bINOAHAEMCS);

e FLAG_FIND DONOTCHECKTIMES - He npogsepAamb cpoku deucmaeus Hau-
OeHHblx cepmugpukamos, a makace cepmugpukamos LIC u CAC u3 ux uenouex;
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e FLAG_FIND DONOTVERIFYCHAIN - He cmpoumb U He npogepsmb uenou-
Ku HauOeHHbIX cepmugukamos;

e FIAG_FIND ADDREMOTETOLOCAL - asmomamuyecku dobasiams cep-
mugukam 8 JICII 8 cay4yae HaxoxcOeHusa e2o 8 CCC no yHUKAAbHOMY Kpumeputo;

e FLAG_FIND DONOTCHECKKEYTIME - He nposepsamb cpoku delicmeus
3aKpblmblx KjAruel HaludeHHblIX cepmugukamos;

e FLAG_FIND SUBJECTISPARTIAL - 8bin0/1HAMb NOUCK Cepmu@uKkamos no
yacmu X.500-umeHu 8aa0envua (ycmaHo8Kka OaHHO20 ¢paaza nokasvieaem, 4mo 8
nose subject wabsaoHa cepmugpukama Haxodumcs yacmbsb X.500-umeHu 81adenvua
cepmuguxkama - Hanpumep, "OU=7395399001”). Takotli nouck noddepacusaemcs
mo/bKo 015 Kawa bubauomexu, 045 JICII, pacnoaodcerHozo 8 51 ODBC, a mak-
orce 045 CCC - 8 amom cayuae nouck svinosHsemcs no ampubymy vdSubjName;

e FLAG_FIND_IGNORESTORECACHE - He 8bino/sHsAMb nouck 8 kawe 6ub-
Auomexu (no yMoA4YaHUK makou NOUCK 8blNOAHACMCA);

e FLAG_FIND IGNORESTORELOCAL - He svinoaHams nouck 8 JICII (no
YMOAYAHUIO MAKOU NOUCK 8blNOAHAEMCSA);

e FLAG_FIND SUBJECTATTRIBUTE - 8binosHAMb NOuck no nojaHOCMbto
3a0aHHomy X.500-umeHu e8aadesnvua cepmupukama 8 CCC no ampubymy
vdSubjName, a He no ampubymy distinguishedName. licnosiv3o8aHue 0aHHO20
¢naza noszsossiem HaxoOumbsv cepmupukamsvl 8 CCC He3a8uUCUMO OM UMEH KOH-
melHepos, 8 KOMOPbIX OHU (paKmuyecku Pacnon0HCeHbl.

— certid_t * mycert
Ykazameav Ha cmpykmypy udeHmugukamopa cepmugpukama O0a:a onpeodese-
HUsi KOHMeKcma 8vlno/aHeHusAa (YHUKAaabHO udeHmugpuuupyem pabouuli cepmu-
¢uxkam ceccuu KC). Ilpu nookawveHuu k KC u 3adaHuu ¢paaea FLAG FIND -
CERTWITHPRIVATE ucnoav3o8aHue ykazameas, pagHo2o NULL, aepHem uHpopma-
uur o scex pabouux cepmuguxkamax ecex ceccuil KC.

— certificate t certTemplate
ITone co cmpykmypot wabsaoHa cepmugukama 015 8bINOAHEHUS NOUCKA.

— certinfo _t info
ITose c mpebyemotl 8o3s8pauiaemoli uHgpopmayuetl o Hati0eHHbIX cepmugpuramax.

IlpumeyaHue - Ecau He 3a0aH HU O00uH u3 ¢paaeoe FLAG FIND -
DONOTCHECKTIMES, FLAG_FIND DONOTVERIFYCHAIN, FILAG_FIND -
DONOTCHECKKEYTIME, mo ¢yHKUUuA noucka cepmugukamos 8o3spauw,aem ace
Hali0eHHble u delicmeumesibHble - N0 NOCMPOEHUI U Npo8epKe Ueno4ku, No CPoOKy
Oetlicmeus cepmugukama, no cpoky oelicmeus 3aKkpblmo20 KAwud - cepmugpurKamebl.

Crpykrypa find_result_t
CTpyKTypa pe3y/IbTaToB IIONCKa CepTU(PUKATOB 110 3afaHHOMY IIA0JIOHY:

— uint32_t num
Kosauyecmeo snemeHmos maccusa HaudeHHblx cepmugpuKkamos.

— certificate t * certs
ITose ¢ maccusom HatliOeHHbIX cepmugukKkamos.
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1.17.2 ®OyHKOHUH NOUCKA CEePTH(PHUKATOB

error _status t VCERT1API VCERT _FindCert (context t hCtx, find param t *
pFindPara, find result t * pFindResult)
OyHKIMSA NOKCKa CePTUGMUKATOB 10 3aJJaHHOMY ITTabJI0HY
AprymMeHThbI:

— hCtx (in) KOHTEKCT OMOIINOTEKH;

— pFindPara (in) CTpyKTypa ImapaMeTpOB IIONCKa CepPTU(PUKATOB 10 3aJaHHOMY
11abJIoHy;

— pFindResult (out) cTpyKTypa pe3yibTaTa HOMCKa CEPTUPUKATOB I10 3aaHHOMY
ma6mony (ocBoboxkmaeTcs pynkiuerr VCERT _FreeFindResult() - cm. onucanue B 1I.
1.27.1).

Bo3BpaiiaeMbie 3HAYEHUS:

— VCERT _OK B cnydyae ycriexa Uiy HeHyJIeBOU Kof ommOKY. [Tpu morucke no yHu-
KaJIbHOMY KPUTEPUIO HaHHasa GYHKIUS MOKET BePHYTh KOJ OIIMOKY, BOSHUKIIIEN IPU
IIOCTPOEHUHU U IPOBEPKE IeNIOYKM HalIeHHOT 0 cepTudUKarTa.

1.18 Boeruuciaenue 311 CMS-cooOuieHun

BubnuoTeka nmoamepKMUBaeT CIeOyIOLINe TUIIH IToANIMCaHHBIX CMS-coo011eHnH:

— CMS-coobmieHue C  COBMeENIeHHOU(bIMM)  (IPHUCOeOUHEHHOM(BIMI), HWJIHN
Attached) 3I1. B takom CMS-coo011eHuH IPUCYTCTBYIOT U MOAINMCAaHHLIE TaHHBIE, U
II1 sTuUX mAHHLBIX;

— CMS-coo61enue ¢ ormeneHHOU(pIMHE) (oTcoemuHeHHOM(bpIMU), unu Detached)
9I1. B rakom CMS-coo011eHny NTPUCYTCTBYIOT TOJILKO Ol moanmMcaHHBIX JaHHBIX.

®opmMmaTt mognucaHHbEIXx CMS-coobienuti - CMS Signed - siBnsieTcss YHUBEpPCAllb-
HBIM 3a CYeT peaju3allid C ucIionb3oBaHueM cTaHmapTa ASN.1. UpmeHTudukaius
ceptudurkata(oB) moamrucaHTa(oB) OCyHIeCTBIsIeTCsS nuO0 mocpencTBoM Iaphkl MMs
usnartenst/CepuiiHbeIl HOMep, TU00 IMOCPENCTBOM HMCIIOIb30BAHUS [AHHBIX OOIIOJTHE-
Hus "HpeHtudukatop Kiawoda Bramenbila”. ®opmat CMS Signed mo3BosnsieT mobGas-
n1aTh B CMS-coobmienue ceptudukatsl, CAC, a TakkKe 0o0aBiasaATh B Kaxayio II1 mo-
TMOJIHUTEJIbHBIE ayTEHTUPULIMPYEMBIE U HeayTeHTU(UIIUPyeMble aTPUOYTHI.

[Tepepn BeruucnenueM II1 CMS-coobimieHuss GYHKIMY NOAIIMCAaHUS IIPEeABapUTEIb-
HO IIPOU3BOOAT:

— TIPOBEPKY OHEeNCTBUTEILHOCTU pabouero cepTudukaTa Ha TEKYIIUN MOMEHT Bpe-
MEeHU;

— TIPOBEPKY OEeNUCTBUTENBHOCTU 3aKPHITOTO K/II0Ya Ha TEKYIIUN MOMEHT BPEMEHMU;
— TIPOBEPKY Haluuus B paboueM cepTuduKaTe pa3pelleHHON 00/1aCTy MCIIOJIb-

3oBaHus OTKpHITOro Kinodya KEYUSAGE _DIGITAL_SIGNATURE (T.e. mpoBepKy
BO3MOZKHOCTHU BeIUMcCIeHUs JI1 Ha 3aKpPBHITOM KJIIOYe).

[Tpu mommucaHuu B OJIOUHOM pPexXXUMe, a TaKXKe IIPU IOOMUCAHUU B IIOTOKOBOM
pexuMe c oroeneHHou(siMu) 1 mognucanHoe CMS-coobienne umeet ASN.1 Konu-
poBKy omnpegneneHHou miuHBE (ASN.1 definite-length encoding). Ilpu nognucasuu B
IIOTOKOBOM pexXuMe C¢ coBMelrleHHoM(biMu) I nmopnucanHoe CMS-coobiieHrue nme-
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eT ASN.1 kogupoBKy HeonpepneneHHou gnuHbl (ASN.1 indefinite-length encoding).

CnenmyeT y4uTHIBaTh TOT (hakKT, 4TO Ipu mobaBieHun II1 K nmognucanHoMy CMS-
CcoO0IIIeHNI0 He0OXOOMMO HCII0JIb30BaTh Te GyHKIUU BeruuciaeHus JIl, KoTopkle He
W3MEHSIT HU THUII IIOANIKMCAaHHOTO COOOIIEHUS - C COBMENIEeHHON(BIMU) UJIN C OTAe-
neHHoM(biMU) II1, HU T ASN.1 KOOUPOBKHU - OIIpedesIeHHON UM HeollpedeleHHOU
OJIAHEL.

1.18.1 CtpyKTypsl BeruuciaeHuss 11 CMS-coo0mieHuH

Crpykrypa sign_param _t
CTpyKTypa napamMeTpoB Beiuucienus 31T CMS-coobiieHu:

— flag t flag
ITose ¢ mackol (nobumoawvim MJIH) ¢paazo8 sviuucaeHuss 311 CMS-coobuieHull:

e FLAG_CMS_SIGN_ADDSIGNER - dobasisimb cepmugpukam noonucaHma -
¢daxmuuecku, paboduti cepmugpurkam - 8 CMS-coobuw,eHue;

e FLAG_CMS SIGN _SUBJKEYID - ucnosav3ogams 014 uOeHmuguxkayuu cep-
mugukama noonucaHma OaHHble donosHeHus “HoeHmugpukamop kKawua ead-
Oeanvua”. Ecau OaHHbIU (a2 He yCmaHoB8/1eH, mo 0451 udeHmu@uKkauuu ucnoib3y-
emcs napa Umsa uzdamens/CepuliHbll HOMEP;

e FLAG_CMS_SIGN_ENVELOPE - He 0obasaamb II1 k noonucaHHomy CMS-
coobweHur, a obepHymv 311 cywecmsyruwee CMS-coobuieHue ueaukom. [laH-

HbllU ¢(paaz pa3peweHo ucnoab308ams MO/AbKO NPU OPMUPOBAHUU COBMEUW,eHHOU
oI1;

e FLAG_CMS SIGN _CADESBES - dobasumb 8 3I1 aymeHmuguuupyembie
ampubymui 8 coomeemcmasuu co cneuugpukauuetii CAdES-BES. YcmaHosKa OaH-
Ho20 ¢pnaza npusodum k 0obasseHuro 00NOAHUMEAbHO20 adymeHmupuuupyemoz0
ampubyma ESS signing-certificate.

— certid t * mycert
Ykazameav Ha cmpykmypy udeHmugukamopa cepmugpukama 0a5 onpedeseHus
KOHmMeKkcma evinosaHeHusA (YHUKaavHO udeHmudguuupyem pabouull cepmugpukam
ceccuu KC).

1.18.2 @®PYHKHHH OJIOYHOI0 BBIYHCIEHHSA CcoBMemieHHoOu 3JII CMS-
COOOIIeHuH

error status t VCERT1API VCERT _CmsBIlkAttSignMem (context t hCtx, sign -
param t * pSignPara, mem blk t * data, mem blk t * ocms)
OyHKINS GJI0OYHOTO BEIYMCIIEHUS COBMeleHHOU II1 6Ji0Ka maMsaTu
AprymMeHThbI:

— hCtx (in) KOHTEKCT OMOJINOTEKH;
— pSignPara (in) cTpyKTypa napaMeTpoB BerguciaerHusa 11 CMS-coobiieHni;

— data (in) 610K IaMATHU C aHHBIMU OJIA BeIUuciaeHud I (qOJIKHO BHIIIOJIHATHCSA
ycnoBue data->len > 0);

— ocms (out) OJIOK MaMATU C nomnucaHHbIM CMS-cooOienueM (0cBOOOXKIaeTCcs
¢yukmuerr VCERT _FreeMem() - cM. onucanue B 1. 1.27.1).

Bo3BpamjaeMbie 3HAaYEHUS:
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— VCERT OK B cnydae yclexa UM HEHYJIEBOM KO OIINOKM.

error status t VCERT1API VCERT _CmsBIkAttSignFile (context t hCtx, sign -
param t * pSignPara, const char * data, const char * ocms)
®yHKIMA OJI0YHOTO BEIYUCIEHUA coBMelieHHOU JIT daiina
AprymMeHTbI:

— hCtx (in) KOHTEKCT OMOIINOTEKHU;
— pSignPara (in) cTpyKTypa nmapaMeTpoB BeruuciaeHus 11 CMS-coobiieHni;
— data (in) daiin (He HYJIeBOU OJIWHBI) C JAHHBIMU OJIsS BRIYKUCIIeHus III;
— ocms (out) ¢aiin c mognucaHHbIM CMS-coobIieHueM.
Bo3BpaniaeMsbie 3HAYEHUS:
— VCERT _OK B cnydae yclexa UM HEHYJI€BOU KOJI OIINOKMU.

1.18.3 ®PYHKIHH IOTOKOBOTrO0 BBIYHC/IEHHsI coBMeIrneHHou JII CMS-
COOOIIeHuH

error status t VCERT1API VCERT _CmsStrAttSignInitMem (context t hCtx,
sign param t * pSignPara, mem blk t * data, strcms t * hStr)
OYHKIINS WHUIIKATN3aUY IOTOKOBOTO BEIYNCIIEHUS coBMellleHHON II1 6Ji0Ka maMaTu
AprymeHTrhbI:

— hCtx (in) KOHTEKCT OMOIMOTEKH;

— pSignPara (in) cTpykKTypa napaMeTpoB BuiuucieHus III CMS-cooOiieHui
(momxHa OBITH OAMHAKOBA OJIA QYHKIIUN UHUIIMAIU3alluU, ITPOAOJIKEeHUS U QUHaIU-
3allun);

— data (in) 010K MaMSTHU C HA4YaJIOM JAaHHBIX OJIsSI BeIYHcIeHUud DI (OOJIXKHO BHI-
oJIHATHCS ycnoBue data->len > 0). [Ipu mo6aBnenuu 311 Kk mopgnmucanHomy CMS-
COOOIIIEeHNIO OOJIKHO BHITIONMHATHCS ycioBue data->len > 128;

— hStr (out) KOHTEKCT IIOTOKOBOM ONepaliuu.
Bo3BpaiiaeMbie 3HAaYEHUS:

— VCERT OK B cny4ae ycliexa UJIi HEHYJIE€BOU KO OIINOKU.

error status t VCERTI1API VCERT_CmsStrAttSignUpdateMem (context t
hCtx, sign param t * pSignPara, strcms t * hStr, mem blk t * data, mem blk t *
ocms)

QYHKITHSA TPOIOJI?KEHU TOTOKOBOTO BEIYKCIIEHUS coBMellleHHOH JOI1 610Ka NaMsATH
AprymMeHrhbI:

— hCtx (in) KOHTEKCT OMOJINOTEKH;

— pSignPara (in) cTpykTypa napaMeTpoB BbuucieHuss IOI1 CMS-coobiieHutt
(momn>kHa OBITH OOMHAKOBA I QYHKIIMYN MHULIMATIN3AlluU, TPOOOJIKeHNI U QUHaIIH-
3allun);

— hStr (in) KOHTEKCT IOTOKOBOM OIEepalluy;
— data (in) 610K MaMsITH C TPOOOIXKEHHUEM OaHHBIX [JIs BEIYKUCIeHus III;
— ocms (out) 670K IMaMSATH C IPOOOJIXKEeHHeM IoanmucanHoro CMS-coobieHus
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(ocBoboxpmaetrcs pyukiuelr VCERT _FreeMem() - cMm. onucanue B . 1.27.1).
Bo3BpaniaeMble 3HAYEHHUS:
— VCERT _OK B cnydae yclexa UM HEHYJIeBOU KOJI OIINOKMU.

error status t VCERT1API VCERT _CmsStrAttSignFinalMem (context t hCtx,
sign param t * pSignPara, strcms t * hStr, mem blk t * ocms)
OyHKIMS PUHaANTM3alMU TOTOKOBOTO BEIYUCIEHUS coBMeIlleHHOU JI1 6710Ka maMsATu
AprymeHThbI:

— hCtx (in) KOHTEKCT OMOIHNOTEKHU;

— pSignPara (in) cTpykTypa napaMeTpoB BbiuucieHus II1 CMS-cooOiieHuu
(moymxHa OBITH OMHAKOBA OJIA QYHKIIUN UHUIIMAIU3alluU, ITPOAOJIXKEeHUs U QUHaIU-
3allun);

— hStr (in) KOHTEKCT IOTOKOBOU OIlepallny;

— ocms (out) 0JI0K ITaMSTH C OKOHYaHUEeM nognucamHoro CMS-coo0biieHust (0CcBo-
6oxpaetrcsa pyukuueir VCERT FreeMem() - cm. oncanue B 1. 1.27.1).
Bo3BpaiiaeMbie 3HAYEHUS:

— VCERT OK B cnydae ycliexa UJIM HEHYJIE€BOU KOJ OIINOKU.

error status t VCERT1API VCERT CmsStrAttSignFile (context t hCtx, sign -
param t * pSignPara, const char * data, const char * ocms)
OYHKIMS IIOTOKOBOT'O BLIYMCIIEeHUSI coBMeItieHHou II1 datina
AprymMeHrhbI:

— hCtx (in) KOHTEeKCT OuOJINOTEeKH;
— pSignPara (in) cTpyKTypa mmapaMmeTpoB BeruuciaeHuss 11 CMS-coobIieHni;
— data (in) ¢avin (He HyJIeBOU OJIWHBI) C JAHHBIMU OJIs BEIYKUCIeHus Oll;
— ocms (out) ¢atin ¢ nmoanucanHbiM CMS-coobuieHueM.
Bo3BpamiaeMbie 3HAaYEHUS:
— VCERT _OK B cny4yae ycuexa UM HEHYJI€BOU KOJ OIINOKMU.

1.18.4 ®yHKuUuH OJOYHOrO BBIYHCIEHHS oTaejeHHou III CMS-
COOOIIEeHuH

error status t VCERT1API VCERT _CmsBlkDetSignMem (context t hCtx, sign -
param t * pSignPara, mem blk t * data, mem blk t * icms, mem blk t * ocms)
OyHKIMA GJI0YHOTO BHIYNCHAEeHUd oTneneHHoN JI1 G10Ka DaMaTu
AprymMeHTrhbI:

— hCtx (in) KOHTEeKCT OuOJINOTEKH;
— pSignPara (in) cTpyKTypa nmapaMeTpoB BeruuciaeHus 311 CMS-coobIiieHni;

— data (in) 610K IaMSATH C DaHHBIMHU OJIS BEIYUCIEeHUS JI1 (DOJI2KHO BBIIIOJIHSATHCS
ycnoBue data->len > 0);

— icms (in) O6710K naMaTH (ONIIMOHAJILHEIN) C HOOIUCAHHBIM CMS-cooOIienuem
oIt gooaBneHus JI1;
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— ocms (out) 610K maMsaTu ¢ nognucauHbsiM CMS-coobmienneM (0cBoOOXKIaeTCs
¢yukmuerr VCERT _FreeMem() - cM. onucanue B 1. 1.27.1).

Bo3BpaniaeMsbie 3HAaYEHUS:

— VCERT OK B cny4ae yclexa UM HEHYJI€BOM KO OIINOKM.

error status t VCERT1API VCERT_CmsBlkDetSignFile (context t hCtx, sign -
param t * pSignPara, const char * data, const char * icms, const char * ocms)
OyHKIMA GJI0YHOTO BEIYHCHeHUd oTneneHHou II1 daiina
AprymMeHThbI:

— hCtx (in) KOHTEKCT OMOINOTEKH;
— pSignPara (in) cTpyKTypa nmapaMeTpoB BeruuciaeHus 11 CMS-coobIiieHni;
— data (in) ¢avin (He HyJI€BOU OJIUHEBI) C JAHHBIMU OJid BeIYKCIeHus Oll;

— icms (in) ¢daiin (omIIMoHaNIbHEIN) ¢ moancaHHEIM CMS-coob1ieHueM Ojis fob6as-
neHus JII;

— ocms (out) daiin ¢ mognucaHHEIM CMS-coobIieHreM.
Bo3BpanijaeMsbie 3HAaYEHUS:

— VCERT OK B cnydae ycrexa UM HEHYJIEBOM KO OIINOKM.

1.18.5 @®YHKOHH IOTOKOBOTO BBLIYHC/IE€HHS oOTaejneHHou III CMS-
COOOIIeHUH

error status t VCERT1API VCERT_CmsStrDetSignInitMem (context t hCtx,
sign param t * pSignPara, mem blk t * icms, strcms t * hStr)
OyHKIMSA WHUNYAIW3allUi TOTOKOBOTO BEIUNCIeHUd oTaeneHHoU JI1 Oy10Ka naMaTu
AprymMeHThbI:

— hCtx (in) KOHTEKCT OMOIHNOTEKH;

— pSignPara (in) cTpykKTypa napaMeTpoB BuuucieHus III CMS-coobiieHun
(momxHa OBITH OAMHAKOBA OJIA QYHKIUY UHUIIMAIU3alluU, ITPOAOJIKEeHUsT U QUHaIU-
3allun);

— icms (in) 610K nmaMaTH (ONIIMOHAJILHEBEIN) C HOOIIHUCAHHBIM CMS-cooOIienuem
o1t gooaBneHus JI1;

— hStr (out) KOHTEKCT IIOTOKOBOM ONEepaliuu.
Bo3BpamniaeMbie 3HAaYEHUS:

— VCERT _OK B cny4dae ycuexa UM HEHYJI€BOU KOJ OIINOKM.

error status t VCERT1API VCERT CmsStrDetSignUpdateMem (context t
hCtx, sign param t * pSignPara, strcms t * hStr, mem blk t * data)
QYHKITHSA TPONOJI2KEHUS IOTOKOBOTO BEIUKCIIEHUS oTHeneHHoU JIT O10Ka naMaTu
AprymMeHTrhbI:

— hCtx (in) KOHTEeKCT OuOJINOTEKH;

— pSignPara (in) cTpykTypa napaMeTpoB BbuucieHuss IOI1 CMS-coobiieHut
(moymxHa OBITH OMMHAKOBA OJII QYHKIUN MHUIIMATIU3AIINY, ITPOOOJIXKEHUS U QUHAIU-
3allun);
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— hStr (in) KOHTEKCT IOTOKOBOM OIepalluy;

— data (in) 610K TaMsTH C IIPOOOJI2KEHUEM TaHHBIX I BeIYuciaeHus JI1.
Bo3BpaiiaeMbie 3HAYEHUS:

— VCERT _OK B cny4dae ycexa UM HEHYJIeBOU KOJ OIINOKMU.

error status t VCERT1API VCERT_CmsStrDetSignFinalMem (context t hCtx,
sign param t * pSignPara, strcms t * hStr, mem blk t * ocms)
OyHKIMS PUHaANTM3alUM IOTOKOBOTO BHIYKUCIEHUS oTAesieHHOU JI1 6Ji0Ka naMsaTu
AprymMeHThbI:

— hCtx (in) KOHTEKCT OMOINOTEKH;

— pSignPara (in) cTpykKTypa napaMeTpoB BuiuucieHus III CMS-cooOimieHui
(momxHa OBITH OAMHAKOBA AJIA QYHKIUM UHUILIMAIU3alluU, ITPOAOJIKEeHUS U QUHaIU-
3allun);

— hStr (in) KOHTEKCT IOTOKOBOM OIepalluy;

— ocms (out) 6JIOK MaMATH C HOAONMCAaHHBIM CMS-coobIieHneM (ocBoOoXOoaeTcsa
¢dyukmuerr VCERT _FreeMem() - cM. onucanue B 1. 1.27.1).

Bo3BpamniaeMbie 3HaYEHUS:

— VCERT _OK B cnydae ycliexa UJIM HEHYJIEeBOU KOJ OIINOKU.

error status t VCERT1API VCERT_CmsStrDetSignFile (context t hCtx, sign -
param t * pSignPara, const char * data, const char * icms, const char * ocms)
OyHKIINA TOTOKOBOTO BEIUHCceHusa ornenennou 11 davina
AprymMeHTrhbI:

— hCtx (in) KOHTEeKCT OuOJINOTEKH;
— pSignPara (in) cTpyKTypa nmapaMeTpoB BeruuciaeHuss 311 CMS-coobIiieHni;
— data (in) ¢avin (He HyJI€BOU OJIUHBI) C JAHHBIMU OJiS BeIYKCIeHus Jll;

— icms (in) daiin (omIMoHaIbHEIN) C IToANHNCcaHHBEIM CMS-coobmieHueM s godas-
neHus JlI;

— ocms (out) ¢atin c nmoanucanHbIM CMS-coobieHueM.
Bo3BpamnjaeMbie 3HaYEHUSI:

— VCERT OK B cny4ae yclexa UM HEHYJIEBOM KO OIINOKM.

1.19 ITpoBepka III CMS-cooOmeHnun

II711 MCIIONIb30BaHUS B IIOJIHOM Mepe BO3MOXKHOCTEH, 3aioxkKeHHBX B CYC, B mpo-
1ecce npoBepku AT CMS-coobienust ot npukiaagHoro ITO TpebyioTcs cliegyolire
HCXOOHBIE TaHHEIE:

— nognucaHHoe CMS-coo0l1ieHue;

— Habop mpueMiIeMbIX s MpukinagHoro 1O perimaMeHTOB MCIOJIb30BAaHUS CEP-
Tudukara. [laHHBIM HaOOp IIpencTaBisgeT co00M CIIUCOK UAEHTU(GUKATOPOB, 110 CYyTH
aHaJIOTUYHBIX UAeHTU(UKATOPAM PeTIaMeHTOB MCIIOJIb30BaHUS cepTudUKaTa, KOTO-
pBle OIPENesiAIoT IPUeMJIEMOCTh cepTuduKaTa(oB) moamucaHTa(oB) IIPU ITPOBEPKE
IIT nmognucaduHoro CMS-coo0l1IeHus;
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— Habop ImpueMiIeMbIX s NpukiaagHoro 1O pacHIMpeHHBIX UCIOJIb30BAHUM OT-
KpBITOTO Kitoda. [laHHBIM HaOoOp mpencTaBisieT cOO0M CHMCOK HUOEHTU(PUKATOPOB,
[0 CyTH aHAJIOTUYHBLIX UAEHTH(HUKaAaTOpaM pacIIUpPEeHHBIX UCIOIb30BaHUU OTKPHITO-
ro KJII04a, KOTOPBIE ONMpPeHensaioT IIPUeMIeMOCTh cepTuduKaTa(oB) moamnrcanTa(oB)
rmpu npoBepke IIT moanucanHoro CMS-coobieHus.

ITpumeuaHue - TpebosaHue npedocmasieHus npukaadHvim I1O Habopos npuem-
/1@ MbIX pPe2/1aMeHMOo8 UCNO0/Ab308AHUSA cepmupuKkama u pacwupeHHbIX UCNO0/Ab308da-
HUll OMKPbIMO20 KAUYad He seasiemcs 065s3amenbHbiM, 0OHAKO UX UCNO0/1b308aHUe
no3eosisiem 8 NO/HOU Mepe pea/au3oeamsv 803MOJdCHOCMU bubiauomeKku 8 yacmu
obecneueHus noaumuku 6e3onacHocmu 015 KOHKpemHo20 npukaadHoezo I10.

O6mmuy anroputMm npoBepku III CMS-cooliieHusi MOXKeT OLITH ITPEACTaBJIEH B
CIIeQyIollleM BUIE:

— ananu3 CMS-coo0bi11ieHus C 1IeIbI0 onpeneneHus Kojaudectsa JI1 B HeM U ITOMCKa
ceptudukaTa(oB) nmoanucaHTa(oB);

— cobcTtBeHHO mpoBepka IIT CMS-coobitieHusi, mocjie KOTOPOM (bIX) BEIIOTHSIETCS
IIOCTPOEHUE U ITPOBEPKaA Iielto4yek cepTudukaTa(oB) mognucaHTa(oB);

— aHanmu3 ceprtudukarta(oB) mommucaHTa(oB) Ha Hamuuue TpeOyeMBIX peria-
MEHTOB MCIIOJIb30BaHUS cepTUdUKaTa ¥ PACIIMPEHHBIX MCIIOJIb30BAHUN OTKPHITOTO
KJTIo4a.

[Tpu npoBepke II1 CMS-coobirieHus Ojist KaXXOoro cepTuduKaTa IoanucalTa IIpo-
W3BOOSATCS CIIeQyIOlre OeUCTBUS:

— BHITIIOJIHSIETCSI IPOBEPKa CPOKOB IeuCcTBUA Bcex cepTudukatosB u Bcex CAC, co-
CTaBIAIOIINX LIEMTOYKY cepTUu(dUKaTa HOANUCAHTA;

— BBITIOJTHSIETCS TIPOBEPKa [eNCTBUSA 3aKPHITHIX KITI0Uel cepTUdUKATOB ILIETIOYKHU
Ha MOMEHTHI BEIYMCJIEHUSI COOTBETCTBYyOIUX IIT;

— BBINIOJIHSIETCS KpuUnTorpadudyeckas npoBepka Bcex ceptudukatoB u CAC 1e-
[MOYKHU cepTUdHUKaTa NOAIMHUCAHTA;

— TIpU 3afJaHHBIX TPeOyeMBIX perjaMeHTaXx MCIIOJIb30BaHUs cepTudukaTta M pac-
IMMPEHHBIX NCIIOJIb30BAaHUSIX OTKPLITOTO KJII04Ua ITPOM3BOOUTCS IIPOBEPKa Ha HUX Ha-
JTHYre B COOTBETCTBYIOUIUX OOIIOJTHEHUSIX cepTU(UKAaTa MOANUCaHTa (OJIs YCIEeIIHO!
ITPOBEPKM HEOOXOAMMO, YTOOHI BCe TpeOyeMbie UAeHTU(hUKATOPH ObBLIIN IIPeACcTaBJie-
HBEL B cepTudukKare);

— ecnu cepTuduKaT noAnucanTa npucyrcteyet B CAC, GyHKIMS BO3BpalllaeT:

e 11pu HeycTaHoBieHHOM ¢uare FLAG CMS VERIFY USEREVOCATIONTIME

- KOJl yCIIELITHOM IPOBEPKHU, €CJIN BpeMs aHHYJIMPOBaHUs cepTudUKara elle
He HaCTYIIHnJIO;

- KOon oIIMOKY, eCJIU BpeMs aHHYJIMPOBaHUs cepTudUKaTa yKe HaCTyIInIIO;

e 1ipu yctaHosineHHoM (uare FLAG CMS VERIFY USEREVOCATIONTIME

- KOJI YCIIEITHOM IIPOBEPKU, €C/IU NOKYMEHT ObLJI MOANKCaH 0 aHHYJINPOBa-
HUS cepTudUKarTa;

- KOl OImIMOKH, eCI¥ JOKYMEHT ObLII IOANMNCAH IIOCJIe aHHYJIMPOBAHUS Cep-
TUu(UKaTa.
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711 KoppeKTHOM o00paboTku pe3ynbTaToB IpoBepku JII CMS-coobiieHus
npuknanHoe ITO gonXkXHO aHATU3UPOBATh PE3YIbTAT NPOBEPKHU Kaxaou II1 nHOUBU-
OyanbHO.

PesynbTaThl npoBepku JI1 Ha aHHYJIUPOBAHHOM cepTudUKaTe IMIpUBeOeHH B Tab-
nuitax 1 u 2. 151 o603HavueHuss BpeMeHnu BeruruciaeHus II1 ucnonb3yeTcs Tepraucienus,
BpeMeHU NOPOBEPKU III - Typopepku, @ BPEMEHH aAHHYJIMPOBaHUSA CepTUPHUKATA -

TaHHyHHPOBaHHﬂ .

IIpu Beiuncnenuu u nposepke Il BpeMeHa Tgpraucnenuss A Tuposepxn OIIPENETISAIOT-
Cs IO CUCTEMHOMY BPEMEHU BHIYMCIIUTEIbHOU MalWMHBI, Ha KOTOPOU BHIIOJIHSIETCS
OaHHas KOHKpeTHasl olepalus.

Tabnuiia 1 - Pe3ynbTaThl npoBepku JI1 Ha aHHYJIMPOBaHHOM cepTudukare (6e3 uc-
nonb3oBaHuAa ¢pnara FLAG_CMS_VERIFY USEREVOCATIONTIME)

YciaoBusi npoBepku J11 Pe3ynbTaTt npoBepku JI1

evruucrenus < 1 npoeepxu < Taunyaupoeanus | IIPOBEPKaA BHIIOJIHEHA YCIIEIIHO

nposepku < Tebmucnenun < TaHHy/lupOBGHuﬂ HpOBepKa BBITIOJTHEHA yCHemHO

eéblyuc/ieHus < TaHHyﬂupoeaHun < Tnpoeeplcu CepTHq)HKaT aHHyHHpOBaH

nposepku < TaHHyﬂleOBaHllﬂ < TBbl‘IUCﬂeHuﬂ CepTH(bHKaT aHHyHHPOBaH

/

N

AdHHY/1UpoeaHusi < Tnpoeeplcu Tebmucneuu;{ CepTHq)HKaT aHHyHHpOBaH

dHHYy/1UpoeaHusi < TGbl‘lllC./leHllﬂ < Tnpoeeplcu CepTH(l)HKaT aHHyHHPOBaH

<IRIGIRIGIE

Tabnuiia 2 - PesynbTaThl TpoBepkyu JI1 Ha aHHYIMPOBAaHHOM cepTudUKaTe (C UCIOJIb-
3oBaHueM ¢yara FLAG_CMS_VERIFY USEREVOCATIONTIME)

YciaoBus nposepku I11 Pe3ynbTaTt npoBepku JI1

evruucenus < I npoeepxu < Taunyaupoeanus | IIPOBEPKaA BHIIOJIHEHA YCIIEIIHO

npoeepku < Teoruucrenus < Tannyaupoeanus | IIPOBEPKaA BHIIOJIHEHA YCIIEIIHO

evruucaenus < 1 aunyaupoeanus < T'npoeepku | IIPOBEDKA BHIIIOJIHEHA YCIEIIHO

nposeepku < TaHHyﬂupoeaHun g Tebmucneuux CepTH(bI/IKaT aHHyHHPOBaH
dHHYy/1upoeaHus < Tnpoeeplcu g Tebmucneuux CepTHq)HKaT aHHyHHpOBaH

TaHHyﬂupoeaHua < TBbl'-lllCﬂeHllﬂ < Tnpoeeplcu CepTHq)HKaT aHHyHHpOBaH

N(NIN(NS

1.19.1 Crtpykrypsl npoBepku III CMS-coo01ieHun

Crpykrypa verify param _t
CTpyKTypa napaMmeTpoB npoBepku IIT CMS-coobiieHuit:

— flag t flag
IToae ¢ mackol (nobumoawvim MJIH) ¢paazo08 nposepku 31T CMS-coobuieHull:

e FLAG_CMS _VERIFY DELETESIGNATURES - 8 cayuae ycnewHoU npogep-
Ku yoaassmu 911 8 koauuecmeae, pagHom 3HauyeHuto noasi nSignToDelete, HauyuHas
c KkoHua CMS-coobw,eHus;
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e FLAG_CMS_VERIFY_SIGNERKEYUSAGES - nposepsambv Haauvyue 8 cep-
mugukamax noONUCAHMOB paspeweHHblX 061acmel UCN01b308AHUA OMKPbIMO20
Kawo4a, yka3aHHbeix 8 nose keyUsage;

e FLAG_CMS_VERIFY_SIGNERPOLICIES - npogepsimb Haau4due 8 cepmu-
¢pukamax nodOnucaHmos pez;aamMeHmo8 UCNo/aAb308adHUs cepmugpukama, yKa3aH-
Hbix 8 noasax policy_ num u policies;

e FLAG_CMS_VERIFY_SIGNEREXTKEYUSAGES - nposepsimb Haauuyue 8
cepmugukamax nooOnucaHmos pacuupeHHbvix obsiacmetll UCN0/Ab308AHUS OMKPbI-
mozo Kawua, yka3aHHoix 8 noasax extkeyusage num u extKeyUsage;

e FLAG_CMS_VERIFY_MINIMUMSIGNATURES - nposepsamb, umo koauue-
cmao OI1 8 CMS-coobweHuu 6osbwe uau pasHo 3HAYEHUI Noasa minsigns;

e FLAG_CMS_VERIFY_ DONOTCHECKTIMES - He npogepsamb cpoku Oel-
cmeus cepmugukamos noonucaHmos, a makace cepmugpuxkamos LIC u CAC u3 ux
uenovex;

e FLAG_CMS _VERIFY DONOTADDSIGNER - He 0dobasisimb asmomamuye-
CKU cepmugurambsl noOnucaHmos, Hatl0eHHble Npou380abHbIM cnocobom, 8 JICII;

e FLAG_CMS VERIFY IGNOREATTACHEDSIGNER - He uckamb cepmu-
¢dukamuvr nodnucaHmos cpedu cepmugpukamos8 u CAC, npukpenseHHvix kK CMS-
CoobULeHUO;

e FLAG_CMS_VERIFY_USEREVOCATIONTIME - yuumsi8amb 8peMeHda 8bul-
yucaeHus 311 u aHHyauposaHusa cepmugpukamos nodnucaHmos npu NoCmpoeHuu
U nposepke ux uenovex;

e FLAG_CMS _VERIFY DONOTADDATTACHEDSIGNER - He 0Oobasasimb
asmomamuyecku cepmugukamsl noonucaHmos, npukpensieHHvle kK CMS-
coobuieHuro, 8 JICII;

e FLAG_CMS VERIFY REQUIREATTACHEDSIGNER - mpe6osambv Hasau-
yusa cepmugukamos8 noonucaHmos cpedu cepmugpuxkamos u CAC, npukpensieH-
HbiXx K CMS-coobuieHuo;

e FLAG_CMS_VERIFY _USEATTACHEDCHAIN - ucnosiv3osamb cepmudpu-
kambl npomedcymouHuix LIC u CAC, npukpenaeHHble k CMS-coobuw,eHuro, npu no-
CMpoeHUU U nposepKe uenovyek cepmugpukamos8 noonucaHmos;

e FLAG_CMS_VERIFY_ REQUIREATTACHEDCHAIN - mpeb6osambv Haau-
yusa cepmugpukamos8 npomescymouHovix LIC u CAC, npukpenieHHbix Kk CMS-
coobu,eHuro. YecmaHosKka 0aHHO20 ¢phaaza npusodum K momy, 4mo ece cepmucu-
Kambl npomescymouHbsix LIC u CAC, Heobxodumbie 015 NOCMPOEHUS U NposepKu
uenouek cepmugukamo8 noonucaHmos, uuLymcs cpedu mex, 4mo nNpukKpenieHbl
Kk CMS coobuw,eHuro.

— certid t * mycert
Ykazamesav Ha cmpykmypy udeHmugukamopa cepmupukama 0451 onpedeseHus
KoHmMekcma evlnosHeHus (YHUKaavHO udeHmuguuupyem pabouull cepmugpurkam
ceccuu KC).

— keyusage t keyUsage
ITone ¢ mackou (nobumosvim HMJIH) pa3peweHHbix obiaacmetll ucnoab308aHUs Om-
Kpblmo2o KaAwud.
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— uint32 t policy num
Koauyecmeo ssiemMeHmo8 maccusa pez2namMmeHmos UCNo/a1b308aHUS cepmuguKkama.

— policy t * policies
ITone ¢ maccusom pez2aamMeHmMo8 uUCno/1b308aHUA cepmugpuKkama.

— uint32 t extkeyusage num
Kosauuecmeo 3sieMeHmMo8 Maccusa pacuupeHHblx obiacmell UCNO0/1b308aHUS1 OMKDbI-
mozo Katouda.

— extkeyusage t * extKeyUsage
ITose c maccugoM pacuwupeHHbix 0baacmetl ucno1b308aHUA OMKPbIMO20 KAKYd.

— int32_t nSignToDelete
ITosne c koauuecmeom IBI1, Komopble He06x00umMo yoaiums, HayuHas ¢ kKoHua CMS-
coobuierus. Ilas yoanervus ecex 11 caiedyem nodams 3HaueHue, pasHoe DELETE -
ALL _SIGNS. IIpu npogepke cosmew,eHHblXx nomokoswbix II1 padpeweHo noOasamb
mosavKko 3HayeHusa 0 u DELETE _ALL_SIGNS.

— uint32 t minsigns
ITosne ¢ MuHuMaavHo donycmumbsiM Koauyecmaom II1 8 CMS-coobu,eHuu.

— certinfo t info
ITosne ¢ mpebyemoli sBo3spaw,aemoll uHpopmauuel o cepmugpukamax noONUCaHmMos.

Crpykrypa sign_status_t
CTpyKTypa pe3ynbTaTa IIpoBepKu KOHKpeTHOM II1 CMS-coobIieHus:

— error status t status
ITose ¢ pe3ysbmamom nposepKku koHKkpemHot II1:

e == VCERT OK - 311 npogepeHa ycnewHo;
e != VCERT OK - K00 owubxu nposepku 3I1.

— date t time
Ilone co epemeHem gviuucaeHusa 311 8 wacoeom nosce UTC, a3amoe u3z aymeHmu-
¢puyupyemoz0 ampubyma rsaSigningTime oaHHolu III (pasHo 0 8 cayuae omcym-
cmeus yKazaHHoz20 ampubyma e 3I1).

— certificate t * cert
ITose c ykazameaem Ha cmpykmypy cepmugukama, Ha KOmopoMm 8blNO/AHAAACH NPO-
gepka 3II, m.e. cepmupukama omnpasumena daHHou III (pasHo NULL 8 cayuae
HeHaxoxcoeHus cepmugpukama omnpagumens).

CrpyKrypa verify result t
CTpyKTypa pe3ynbTaToB IpoBepku IIT CMS-coobiieHnt:

— uint32 t sign_num
Koauyecmeo asnemeHmos maccusa pe3yibmamos npogepku IIT noonucaHHo2o0 CMS-
coobuieHus.

— sign status t * signs
ITose ¢ maccusom pe3dyibmamoas nposepku 311 noonucaHHoz2o0 CMS-coobu,eHus.

1.19.2 @yHKHIHH 0JIOYHOH MPOBEPKH coBMeleHHbIX III CMS-coo01meHnu

error status t VCERT1API VCERT_CmsBlkAttVerifyMem (context t hCtx,
verify param t * pVerifyPara, mem blk t * icms, mem blk t * data, verify result t



45
BAMBE.00096-06 33 01

* pVerifyResult)
OyHKIMS 0JI0OUHOM IPOBEPKHU COBMeIeHHBIX 1 6710Ka DaMATH
AprymeHrhbI:

— hCtx (in) KOHTEKCT OMOJINOTEKH;
— pVerifyPara (in) cTpykTypa napaMeTpoB nmpoBepku IIT CMS-coobieHu;

— icms (in) 0JIOK IIaMsATHU C ODoONMCAHHBIM CMS-coobmieHueM (DOJIZKHO BBHIIIOJ-
HATHCA yCJioBUe icms->len > 0);

— data (out) 610K TaMsATU C BEIXOOHBIMU JaHHBIMU. 3aIlOJIHAETCS IIPU YCTAHOB-
ke ¢nara nposepku FLAG_CMS_VERIFY DELETESIGNATURES (8 cnyuae ycrnem-
HOU IpoBepku Bcex III CMS-coobienus), uHade moxkeT ObITh paBeH NULL (ocBo-
6oxpaetcsa pyukuuelr VCERT FreeMem() - cm. onrcanue B 1. 1.27.1);

— pVerifyResult (out) cTtpykTypa pe3ynbTraTa npoBepku III CMS-coobieHus
(ocBoboxkmaetcs pyukuueit VCERT FreeVerifyResult() - cm. onucanue 1. 1.27.1).

Bo3BpamniaeMbie 3HAaYEHUS:

— VCERT OK B cny4ae yclnenrHo npoBepku Bcex II1 (Heo0XoauMo aHaIUu3upo-
BaTh CTPYKTypy pVerifyResult);

— VCERT _E _VERIFY B ciy4ae OIINOKY IIPOBEPKU XOTSA Obl ogHOU II1 (Heobxomu-
MO aHaNIU3UpoBaTh CTPYKTypy pVerifyResult);

— I= VCERT _OK && != VCERT_E_VERIFY B ciydae Opyrou omuOKM (3ampe-
[IEHO aHaJIUu3upoBaTh CTPYKTypy pVerifyResult).

error status t VCERT1API VCERT CmsBlkAttVerifyFile (context t hCtx,
verify param t * pVerifyPara, const char * icms, const char * data, verify result t *
pVerifyResult)

OyHKIMSA GJIOYHOU TPOBEPKU coBMemnleHHBIX JI1 daiina

AprymeHrhbI:

— hCtx (in) KOHTEKCT OuOJIMOTEKH;
— pVerifyPara (in) cTpykTypa napaMeTpoB nmpoBepku IIT CMS-coobieHu;
— icms (in) daiin (He HyJIeBOM OJIMHEI) C MoanucaHHbEIM CMS-coobieHueM;

— data (out) dain c BLIXOOHBEIMUA JaHHBIMU. CO3maeTcs IPU YCTaHOBKe (yiara IIpo-
Bepku FLAG_CMS_VERIFY DELETESIGNATURES (B ciiy4yae yCIeIIHOU IPOBEPKU
Bcex JIT CMS-coobmieHust), nHadye MoxkeT ObITh paBeH NULL;

— pVerifyResult (out) ctpykTypa pe3ynbTaTa npoBepku IOII CMS-coobiieHus
(ocBoboxpaetcs pyukumeit VCERT _FreeVerifyResult() - cMm. onucanue Bm. 1.27.1).
Bo3BpanlaeMble 3HAUYEHHUS:

— VCERT _OK B cny4yae yCIenIHOM IMpoBepKu Bcex III (HeoOXoguMo aHaIU3UpPO-
BaTh CTPYKTypy pVerifyResult);

— VCERT _E_VERIFY B ciny4dae omUOKM MPOBePKHU XOTs1 Obl omHou JI1 (Heobxonu-
MO aHa/JIU3UPOBaTh CTPYKTypy pVerifyResult);

— != VCERT OK && != VCERT_E_VERIFY B ciy4ae Opyroi ommOKu (3ampe-
IIeHO aHaJIM3upoBaTh CTPYKTypy pVerifyResult).
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1.19.3 @®OyHKOHH TIOTOKOBOH IIPOBEPKH CcoOBMeIlneHHbIx JII CMS-
COOOIIEeHuH

error status t VCERT1API VCERT _CmsStrAttVerifyInitMem (context t hCtx,
verify param t * pVerifyPara, mem blk t * icms, strcms t * hStr)

OYHKIINS UMHUIIHMAIN3AIIUY ITIOTOKOBOM ITPOBEPKU COoBMeMIeHHBIX JI1 610Ka maMsaT

AprymeHrhbI:

— hCtx (in) KOHTEKCT OMOIINOTEKYU;

— pVerifyPara (in) cTpykTypa napaMeTpoB IpoBepku O3III CMS-coobiieHuu
(moymxHa OBITH OMMHAKOBA OJIA QYHKIIUN MHUIIMATIU3AIIUY, ITPOAOJIXKEeHUST U QUHAIU-
3all1u);

— icms (in) 6JI0K ImaMsTU C HadajioM mopmnucaHHoro CMS-cooObimieHus (mOIXKHO
BBIIIOJIHATHLCS yCIoBUe icms->len > 128);

— hStr (out) KOHTEKCT ITOTOKOBOMU OIlepalliu.
Bo3BpaiiaeMbie 3HAYEHUS:

— VCERT _OK B cny4dae ycuexa UM HEHYJIeBOU KOJ OIINOKMU.

error status t VCERT1API VCERT CmsStrAttVerifyUpdateMem (context t
hCtx, verify param t * pVerifyPara, strcms t * hStr, mem blk t * icms, mem blk t
* data)

OYHKITUA TPOIOJIKEHU TOTOKOBOM MPOBEPKH coBMellleHHEBIX JIT 610Ka NaMsATH

AprymMeHrhbI:

— hCtx (in) KOHTEKCT OMOIINOTEKH;

— pVerifyPara (in) cTpykTypa mnapaMeTpoB IpoBepku III CMS-coobiieHutt
(momnkHa OBITH OOMHAKOBA I QYHKIIMYU MHULIMATIN3alluK, TPOOOJIKeHUI U QUHaJIH-
3allun);

— hStr (in) KOHTEKCT IOTOKOBOM OIepalluy;
— icms (in) 6JI0K TAaMSITH C MTPOOOJIKEeHUEM IoAnucanHoro CMS-coobieHus;

— data (out) 670K maMsTH C TPOAOJIZKEHNUEM BLIXOOHBIX [TAHHBIX. 3aII0JTHAETCS IIPHU
yctanoBKe ¢ara npoBepku FLAG_CMS _VERIFY DELETESIGNATURES, uHaue
MmoxkeT ObITh paBeH NULL (ocBo6oxkpmaetcs pyakumeit VCERT _FreeMem() - cM. oniu-
caHue B 1. 1.27.1).

Bo3BpamiaeMbie 3HAaYEHUS:
— VCERT OK B cnydae ycliexa UJIM HEHYJIE€BOU KOJ OIINOKU.

error status t VCERT1API VCERT_CmsStrAttVerifyFinalMem (context t hCtx,
verify param t * pVerifyPara, strcms t * hStr, mem blk t * data, verify result t *
pVerifyResult)

OyHKIMA pUHaTU3aUU TOTOKOBOW TPOBEPKU coBMelleHHBIX JI1 610Ka naMAaTH

AprymMeHrhbI:

— hCtx (in) KOHTEeKCT OuOJINOTEKH;

— pVerifyPara (in) cTpykTypa napaMeTpoB ImpoBepku III CMS-coobiieHut
(moymxHa OBITH OMMHAKOBA OJII QYHKIUN MHUIIMATIU3AIIUY, ITPOAOJIXKEeHUsT U QUHAIU-
3allun);

— hStr (in) KOHTEKCT IIOTOKOBOM OIlepPalluy;
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— data (out) 610K ITaMSATH C OKOHYAHUEM BBIXOOHBIX MAaHHBIX. 3QMOJIHIETCS IPHU
yctanoBKe ¢ara npoBepku FLAG_CMS VERIFY DELETESIGNATURES, uHaue
MmoxkeT ObITh paBeH NULL (ocBo6oxkxnmaetcs ¢pyakimeit VCERT _FreeMem() - cM. oniu-
cadue B 1. 1.27.1);

— pVerifyResult (out) ctpykTypa pe3ynbTaTa npoBepku IOII CMS-coobiieHus
(ocBoboxkmaeTrcs pyukuueit VCERT FreeVerifyResult() - cm. onucanue B1m. 1.27.1).

Bo3BpamiaeMbie 3HAYEHUS:

— VCERT OK B cny4ae ycleurHo npoBepku Bcex T (Heo0XoauMo aHaIu3upo-
BaTh CTPYKTypy pVerifyResult);

— VCERT _E _VERIFY B cny4ae OIIMNOKY IIPOBEPKU XOTA Obl ogHOU II1 (Heobxomu-
MO aHaNIu3UpoBaTh CTPYKTYpy pVerifyResult);

— I= VCERT OK && != VCERT E VERIFY B ciy4yae gpyrou ommOKu (3ampe-
IIEHO aHaJIM3upoBaTh CTPYKTypy pVerifyResult).

error status t VCERT1API VCERT CmsStrAttVerifyFile (context t hCtx,
verify param t * pVerifyPara, const char * icms, const char * data, verify result t *
pVerifyResult)

OYHKIMS TOTOKOBOY ITPOBEPKU CoBMeIllleHHBIX IIT datina

AprymeHrhbI:

— hCtx (in) KOHTEKCT OMOJINOTEKH;
— pVerifyPara (in) cTpykTypa napaMeTpoB nmpoBepku IIT CMS-coobieHui;
— icms (in) daiin (He HyJIeBOM OJIMHEI) C MognucaHHEIM CMS-coobIieHueM;

— data (out) daiin c BLIXOOHBEIMU JaHHBIMU. CO3maeTcCs IPU YCTaHOBKe (yiara IIpo-
Bepku FLAG_CMS_VERIFY DELETESIGNATURES (B ciiy4yae ycCIelrsou IpoBepKU
Bcex IIT CMS-coobiienust), uHaue MoxkeT ObITh paBeH NULL;

— pVerifyResult (out) ctpykTypa pe3ynbTaTa IpoBepku IOl CMS-coobiieHus
(ocBoboxpaetcs pyukumeit VCERT _FreeVerifyResult() - cMm. onucanue B1m. 1.27.1).

Bo3BpaniaeMbie 3HAYEHHUS:

— VCERT _OK B cny4yae yCIlenIHOM ITpoBepKHu Bcex III (HeoOXoguMo aHaIu3UpPo-
BaTh CTPYKTypy pVerifyResult);

— VCERT _E_VERIFY B ciny4dae OmUOKY TPOBEePKHU XOTsI Obl omHoM II1 (Heobxonu-
MO aHa/JIU3UPOBaTh CTPYKTypy pVerifyResult);

— != VCERT OK && != VCERT_E_VERIFY B ciy4ae Opyroi ommOKu (3ampe-
IIIeHO aHaJIM3upPoBaTh CTPYKTypy pVerifyResult).

1.19.4 ®OYHKIHUH 0I0OYHOH MPOBEPKH oTaeIeHHbIX III CMS-coo01mIeHun

error status t VCERT1API VCERT_CmsBlkDetVerifyMem (context t hCtx,
verify param t* pVerifyPara, mem blk t*data, mem blk t*icms, mem blk t* ocms,
verify result t * pVerifyResult)

OyHKIYMSA OJI0YHOW TPOBEPKU OTHesieHHBIX D1 6710Ka naMAaTu

AprymMeHrhI:

— hCtx (in) KOHTEeKCT OuOJINOTEeKH;
— pVerifyPara (in) cTpykTypa napaMeTpoB npoBepku 31T CMS-coobieHuii;
— data (in) 6710K maMsATU C OAHHBLIMU OJIsS TPoBepKu Il (HOIXKHO BHIIIOITHSITHCS
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ycnosue data->len > 0);

— icms (in) 0JI0K IIaMsTHU C IDoonucCaHHBIM CMS-coobmieHreM (DOJIZKHO BBIIIOJ-
HATHCA yCJIoBUE icms->len > 0);

— ocms (out) 610K maMsiTu C BHIXOOHBIM CMS-coobiieHueM. 3amnoIHSIETCs IPU
ycTtaHoBKe ¢nara npoBepku FLAG_CMS_VERIFY DELETESIGNATURES (B cuy-
Yae ycHoemrHou mpoBepku Bcex III CMS-cooliieHusi), "Hade MOKET OBITH paBeH
NULL (ocBo6oxkpaercs pyukuueir VCERT FreeMem() - cM. onucaHue B 1. 1.27.1);

— pVerifyResult (out) cTtpykTypa pe3ynbTaTa npoBepku III CMS-coobieHus
(ocBoboxkmaetrcs pyukumeirt VCERT FreeVerifyResult() - cm. onucanue B1m. 1.27.1).

Bo3BpamnjaeMbie 3HAaYEHUS:

— VCERT OK B cny4ae yclenrHo npoBepku Bcex II1 (Heo0xoauMo aHaIUu3upo-
BaTh CTPYKTypy pVerifyResult);

— VCERT _E_VERIFY B ciy4ae OIINOKY IIPOBEPKU XOTA Obl ogHOU II1 (Heobxomu-
MO aHaIU3UpoBaTh CTPYKTypy pVerifyResult);

— I= VCERT OK && != VCERT _E _VERIFY B ciy4yae Apyrou ommOKu (3ampe-
IIEHO aHaJIu3upoBaTh CTPYKTypy pVerifyResult).

error status t VCERT1API VCERT_CmsBlkDetVerifyFile (context t hCtx,
verify param t* pVerifyPara, const char * data, const char * icms, const char * ocms,
verify result t * pVerifyResult)

OyHKIMSA GJI0YHOUW TPOBEPKU oTaesieHHLIX Il datina

AprymMeHrsnI:

— hCtx (in) KOHTEeKCT OuOJINOTEeKH;

— pVerifyPara (in) ctpykTypa napaMeTpoB nmpoBepku 31T CMS-coo0lieHu;
— data (in) ¢auin (He HyJIeBOU OJIUHBI) C JAHHBIMHU OJI IPOBePKU III;

— icms (in) aiin (He HyJIeBOU OJIMHEBI) C MognucaHHbBIM CMS-coobieHneM;

— ocms (out) daiin ¢ BeixogHEIM CMS-coobimieHuem. Co3gaeTcs IIpU yCTaHOBKE
¢nara nposepku FLAG_CMS VERIFY DELETESIGNATURES (8 cnydae ychneu-
HOM nmpoBepku Bcex IIT CMS-coobiienus), nvHade MoxkeT ObiTh paBeH NULL;

— pVerifyResult (out) ctpykTypa pe3ynbTaTa IpoBepku IOl CMS-coobiieHus
(ocBoboxpaetcs pyukumeit VCERT _FreeVerifyResult() - cm. onucanue B 1. 1.27.1).
Bo3BpaiiaeMbie 3HAYEHUS:

— VCERT OK B cny4ae yclenrHo npoBepku Bcex IIT (Heo0XoauMo aHaIUu3upo-
BaTh CTPYKTypy pVerifyResult);

— VCERT _E _VERIFY B cny4ae OIINOKY IIPOBEPKU XOTSA Obl ogHOU II1 (Heobxomu-
MO aHa/JIU3UPOBaTh CTPYKTypy pVerifyResult);

— I= VCERT OK && != VCERT _E VERIFY B ciy4yae gpyrou ommOKu (3ampe-
[IEHO aHaJIu3upoBaTh CTPYKTypy pVerifyResult).

1.19.5 @®PYHKIHH NOTOKOBOM IIPOBEPKH oTAeIeHHbIX III CMS-coo01meHuu

error status t VCERT1API VCERT _CmsStrDetVerifyInitMem (context t hCtx,
verify param t * pVerifyPara, mem blk t * icms, strcms t * hStr)

OYHKITNA UHUNMANN3allii HOTOKOBOU IPOBEPKU oTHeneHHbIX D11 O510Ka NaMATH

AprymMeHrhbI:
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— hCtx (in) KOHTEeKCT OuOJINOTEKH;

— pVerifyPara (in) cTpykTypa napaMeTpoB IpoBepku III CMS-coobiieHut
(moymxHa OBITH OMMHAKOBA OJI QYHKIUN UHUIIMATIU3AIINY, ITPOAOJIXKEeHUsT U QUHAIU-
3allun);

— icms (in) 010K mamMsATH ¢ nmognucaHHbIM CMS-coobieHrneM (mOJIZKHO BBIIOJI-
HATHCA yCJioBUE icms->len > 0);

— hStr (out) KOHTEKCT IIOTOKOBOM OIepalliu.
Bo3BpaniaeMsbie 3HAaYEHUSI:
— VCERT _OK B cnydae ycrexa UM HEHYJI€BOU KOJ OIINOKMU.

error status t VCERT1API VCERT_CmsStrDetVerifyUpdateMem (context t
hCtx, verify param t * pVerifyPara, strcms t * hStr, mem blk t * data)

QYHKITNSA TPOIOJIKEHUS TOTOKOBOYM MPOBePKU oTHeneHHbIX DT 6j10Ka NaMATH

AprymMeHrhbI:

— hCtx (in) KOHTEKCT OMOJINOTEKH;

— pVerifyPara (in) cTpykTypa napaMeTpoB ImpoBepku III CMS-coobiieHutt
(momn>kHa OBITH OOMHAKOBA I QYHKIIMYN MHULIMATIN3AlluU, TPOOOJIKEeHUI U QUHaIIH-
3allun);

— hStr (in) KOHTEKCT IOTOKOBOM OIEepalluy;

— data (in) 610K MaMsTH C IPOIOOIXKEHNEeM OaHHBIX I MpoBepKu JII.
Bo3BpamniaeMsbie 3HAaYEHUSI:

— VCERT OK B cnydae yclexa UM HEHYJI€BOU KOJI OIINOKM.

error status t VCERT1API VCERT _CmsStrDetVerifyFinalMem (context t hCtx,
verify param t * pVerifyPara, strcms t * hStr, mem blk t * ocms, verify result t *
pVerifyResult)

dyHKIMS pUHaANTM3aMY TOTOKOBOU TPOBEPKU OTHeneHHLIX JI1 610Ka maMaTH

AprymMeHTbI:

— hCtx (in) KOHTEKCT OMOIINOTEKHU;

— pVerifyPara (in) cTpyKTypa nOapaMeTpoB IpoBepku O3III CMS-coobiieHuu
(momxHa OBITH OfMHAKOBA OJIA QYHKIIUN UHUIIMATIU3AIIUY, ITPOAOJIXKEeHUsT U QUHAaIU-
3allun);

— hStr (in) KOHTEKCT IOTOKOBOU OIlepalluy;

— ocms (out) 6710K mMaMsaTH C BHIXOOHLIM CMS-coo0bieHreM. 3aroHsIeTCs IIpu
yctaHoBKe ¢iara nposepku FLAG_CMS_VERIFY DELETESIGNATURES (B cuy-
Yae yCIelrHo# mpoBepku Bcex IIT CMS-coobiieHusi), “Ha4Ye MOXKeT OLITh paBeH
NULL (ocBob6oxmaetcs ¢pyakiueir VCERT _FreeMem() - cM. onucadue B 1. 1.27.1);

— pVerifyResult (out) ctpykTypa pe3ynbTaTa npoBepku IOl CMS-coobiieHus
(ocBoboxpaetcs pyukumeit VCERT _FreeVerifyResult() - cMm. onucanue B1m. 1.27.1).

Bo3BpaniaeMbie 3HAYEHHUS:

— VCERT _OK B cny4yae yCIlenIHOM ITpoBepKHu Bcex III (HeoOXoguMo aHaIUu3UpPo-
BaTh CTPYKTypy pVerifyResult);

— VCERT _E_VERIFY B ciny4dae omMuOKY MPOBepKHU XOTs1 Obl omHoM II1 (Heobxonu-
MO aHa/JIU3UPOBaTh CTPYKTypy pVerifyResult);
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— I= VCERT OK && != VCERT _E _VERIFY B cinydae Opyrou ommOKu (3arpe-
IIIeHO aHaJIM3upPoBaTh CTPYKTYpy pVerifyResult).

error status t VCERT1API VCERT CmsStrDetVerifyFile (context t hCtx,
verify param t* pVerifyPara, const char * data, const char * icms, const char * ocms,
verify result t * pVerifyResult)

OyHKIINA TOTOKOBOU IPOBEPKH oTHeneHHbIX I darina

AprymMeHTrhbI:

— hCtx (in) KOHTEeKCT OuOJINOTEKH;

— pVerifyPara (in) cTpykTypa napaMeTpoB npoBepku IIT CMS-coobiieHuis;
— data (in) ¢avin (He HyJIeBOU OJIUHBI) C JAaHHBIMU OJi IPOBEePKU III;

— icms (in) ¢aiin (He Hy/IeBOU OJIUHEI) C IToanucanHbiM CMS-coobuieHueM;

— ocms (out) daiin ¢ BeixogHbEIM CMS-coobiienneM. Co3gaeTcsl MpU YCTaHOBKE
¢rara nposepku FLAG_CMS_VERIFY DELETESIGNATURES (8B ciydae ycrem-
HOM nTpoBepku Bcex IIT CMS-coobitienus), uHade MoxkeT OpiTh paBeH NULL;

— pVerifyResult (out) cTtpykTypa pe3ynbTaTa npoBepku III CMS-coobieHus
(ocBoboxkmaetcs pyukuueirt VCERT FreeVerifyResult() - cm. onucanue 1. 1.27.1).

Bo3BpamjaeMbie 3HAaYEHUS:

— VCERT OK B cny4ae ycneurHo npoBepku Bcex II1 (Heo0XoauMo aHaIUu3upo-
BaTh CTPYKTypy pVerifyResult);

— VCERT _E _VERIFY B ciy4ae OIINOKY IIPOBEPKU XOTSA Obl ogHOU II1 (Heobxomu-
MO aHaNIU3UpoBaTh CTPYKTypy pVerifyResult);

— I= VCERT OK && != VCERT E VERIFY B ciy4yae Apyrou ommOKu (3ampe-
[IEHO aHaJIu3upoBaTh CTPYKTypy pVerifyResult).

1.20 3amudpoBanne CMS-coo0IIeHHH

®opmart 3ammdppoBaHHbEIX CMS-coobiienuit - CMS Enveloped - sBnsseTcs yHUBEp-
CaJlbHBIM 3a CYEeT peajmu3allid C UCIIoNnb3oBaHuMeM cTaHmapTa ASN.1. UpoeHTuduka-
ous cepTUdUKaTa OTIPaBUTENS U cepTudHUKaTa(0B) moaydaTelel OCyLIeCTBISAETCS
6o mocpencTBoM maphl MMmst u3gaTesnss/CepuiiHbI HOMeED, MO0 MOCPEenCTBOM HC-
IMOJTb30BAaHUS HAaHHBIX OOMONHeHUs "HMpoeHTudUKATOpP Kiioda Biamesnbia”. dopmart
CMS Enveloped nmo3BossieT mo6aBnsiTe B CMS-coo0bIlieH1e OOTOTHUTEIbHEIE He3alll!-
IIeHHbIE aTPUOYTHI.

g 3ammbpoBanuss CMS-coobienus npukinangHoe [1O moIXKHO BBITIOJIHUTD Clie-
OyIoLUe OeUCTBUS:

— OIpPedesiuTh CIIMCOK CepTU(UKATOB IOydaTesied 3amudpoBaHHOTO coobIie-
HUS:

e 0O mepenaBas MI1a0IOHHBI ITIOMCKa CepPTU(UKATOB IOIydaTesiell Helmocpe[-
CTBEHHO B GQYHKIMHU 3alIipoBaHus. [Ipy BOSHUKHOBEHUM OIIUOKY ITOMCKA 110 Of-
HOMY U3 I1a0JI0OHOB KO 3TOM OIMMOKM BO3BpamiaeTcsa GyHKINSIMY 3alIndpoBaHus.
[Tpy HEeBO3MOXKHOCTU MCIOIb30BaHUS HU OOHOTO M3 HAWOEHHBIX CEepPTU(UKATOB
B KadecTBe cepTudukara rnomydarens Bo3Bpalmaercs kopn oimubku VCERT_E -
CERT _NOT_FOUND:;

e muOO C IIOMOINBIO BBEI30BOB (pyHKIuUM mnoucka ceptuduxkatoB VCERT -
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FindCert() - mo ogHOMY BBI30BY [JIsI KaXXOOTO ITabjoHA mMoucKa cepTudUKATOB
nonydaTeneu. [Ipu TakoM moagxone PeKOMEHOYyeTCsI, BO n3bexkaHuWe IMOBTOPEHUS
IpoLieOyPHl ITOKMCKa B PYHKIUAX 3alllMpPOBaHUs, IiepefaBaTh B PyHKIMM 3amIud-
poBaHusA OJIOKU ITaMATH C HaWgeHHBIMH cepTuduKaTamu mojydarteneir B DER-
KOOUPOBKE;

— BBI3BaTh TpebyeMble QYHKIUU [OJid COOCTBeHHO 3amudpoBaHus CMS-
coobOienusi. PyHKIMU 3ammnppoBaHUsI aBTOMAaTUYeCKU M00aBJIAIOT pabouyuii cepTu-
(¢dukaT B COUCOK CepTU(PUKATOB HOTydaTEeIen.

[Tepen 3amudpoBanuem CMS-coobiieHusi GyHKIMU 3amiudpoBaHus IIpeaBapu-
TEJIbHO MPOU3BOISAT:

— TIPOBEPKY HENCTBUTEIBHOCTU cepTUdUKaTa OTIIpaBUTens (pabouero) u cepru-
¢rkaToB monydyaTesiel Ha TEKYIIUM MOMEHT BPEMEHUY;

— TIPOBEPKY OENCTBUTEJILHOCTU 3aKPHITHIX KIJII0UEel OTIPABUTENIS U IIoJIydaTesen
Ha TEKYIIUM MOMEHT BpeMeHU;

— TIPOBEPKY Hanu4yus B cepTudukate OTIpaBurenss (paboueM) u B cepTudu-
KaTax MoJjy4daTesiel pa3pelieHHOM o007acTh HCIOIb30BAHUS OTKPHITOTO KIII04Ya
KEYUSAGE_KEY_ENCIPHERMENT wunu KEYUSAGE_KEY AGREEMENT (T.e.

ITPOBEPKY BO3MOKHOCTH paciin(ppoBaHUs Ha COOTBETCTBYIOIIUX 3aKPHITHIX KJTI04YaXx);

— moGaBjIeHHE B CIIMCOK CepTU(UKATOB IMoIydaTeel 3amundpoBaHHOTO Ccoo0Iiie-
HUS cepTudUKaTa OTIPABUTEJISI, B CIy4ae ero OTCYTCTBUS B 9TOM CITHCKE.

[Tpu 3amudppoBanuu B 6J109HOM pexkunMe 3ainudpoBanioe CMS-coobilieHre uMeeT
ASN.1 kogupoBky onpepenernHou giauHEL (ASN.1 definite-length encoding). IIpu 3a-
murppoBaHUU B IIOTOKOBOM pexuMe 3amudpoBanHoe CMS-coobiienne umeet ASN.1
KOOUPOBKY HeomnpeneneHHou AnuHHE (ASN.1 indefinite-length encoding).

CnenyeT oOpaTUTh BHUMaHHE Ha TO, YTO IIPU IIOTOKOBOM 3ammudpoBanuu CMS-
cooO11eHus B Bue 06710Ka(0B) MaMAaTH GYHKIIUS IPOOOJIKEHUS IIOTOKOBOTO 3aIlIidpo-
BaHUS OOJIXKHA OLITH BEI3BaHa XOTA-ObI OWH pa3, IyCTh U C BXOAHLIM OJIOKOM ITaMSATH
HYJIEBOU [JIVHHIL.

1.20.1 CrpykTypsl 3amudpoBanusa CMS-coo0IeHuH

CrpyKkTtypa encrypt_param_t
CTpyKkTypa napameTpoB 3amudpoBanusi CMS-coobIieHn:

— flag t flag
ITose ¢ mackol (nobumoawvim MJIH) ¢paazo08 3awugpposarHus CMS-coobw,eHuli:
e FLAG_CMS_ENCRYPT USEREMOTESEARCH - aHasnoz2uueH ¢aazy
FIAG_FIND USEREMOTESEARCH (cm. onucaHue e n. 1.17.1);
e FLAG_CMS_ENCRYPT DONOTCHECKTIMES - aHano2uueH ¢aazy
FIAG_FIND DONOTCHECKTIMES (cm. onucaHue e n. 1.17.1);
e FLAG_CMS _ENCRYPT DONOTVERIFYCHAIN - daHasno2uyeH ¢aazy

FLAG_FIND_DONOTVERIFYCHAIN (cm. onucaHue e n. 1.17.1);

o FLAG_CMS_ENCRYPT ADDREMOTETOLOCAL - aHaioeuuex ¢aazy
FLAG_FIND ADDREMOTETOLOCAL (cm. onucanue e n. 1.17.1);

e FLAG_CMS_ENCRYPT DONOTCHECKKEYTIME - aHasno2uveH ¢aazy
FLAG_FIND_DONOTCHECKKEYTIME (cm. onucaHue e n. 1.17.1);
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e FLAG_CMS_ENCRYPT SUBJECTISPARTIAL - anasno2uueH ¢paazy FLAG_-
FIND SUBJECTISPARTIAL (cm. onucaHue e n. 1.17.1);

e FLAG_CMS_ENCRYPT _IGNORESTORECACHE - aHano2uyeH ¢aazy
FLAG_FIND_IGNORESTORECACHE (cm. onucaHue e n. 1.17.1);

o FLAG_CMS_ENCRYPT IGNORESTORELOCAL - aHas02uueH aazy
FLAG_FIND IGNORESTORELOCAL (cm. onucanue 8 n. 1.17.1);
o FLAG_CMS_ENCRYPT SUBJECTATTRIBUTE - aHaioeuuer aazy

FLAG_FIND _SUBJECTATTRIBUTE (cm. onucaHue e n. 1.17.1);

e FLAG_CMS_ENCRYPT_SUBJKEYID - ucnosv3zogams 0151 udeHmugpukauuu
cepmugukamos noayyamesietu OdHHble OonosiHeHuu “HoeHmugukamop Kawud
g/1a0eavua”. Ecau OaHHbIU (paaz2 He ycmaHoB8aeH, mo 048 udeHmugukayuu uc-
noav3ytomcsa napsvl Uma uzdamensna/CepuliHbli HOMeED;

e FLAG_CMS_ENCRYPT _GOST R 34 12 15MG - ucnosav3ogamb 014 3a-
wugposaruss CMS-coobweruti areopumm I'OCT P 34.12-2015 (6104HbIT Wugpp

«Maema»). IIaHHbIU (paaz2 He MoHcem UucCno/1b308aMbCs OOHOBPEMEHHO C (paaz2o0m
FLAG_CMS _ENCRYPT GOST R 34 12 15GH;

e FLAG_CMS _ENCRYPT GOST R 34 12 15GH - ucnoav3osamb 0aA 3a-
wugposarHusi CMS-coobweHull aszopumm I'OCT P 34.12-2015 (6a0uHbIlU wugp
«Ky3Heuuk»). Ecau He ycmaHo8/1eH HU 00uH u3 ¢paazo8 FLAG_CMS_ENCRYPT -
GOST R 34 12 15MG u FLAG CMS ENCRYPT GOST R _ 34 12 15GH, mo
045 3awugposaHus ucnoavdyemcs aszopumm I'OCT 28147-89;

e FLIAG_CMS_ENCRYPT ADDOMACATTRIBUTE - gviuucaams u 0dobas-
A1amb 8 3awupposaHHbvle CMS-coobweHus umumoscmasky; ecau ¢aaz He ycma-
HOB/1€H, Mo uMumoscmaska He dobasassiemcs. [lonzxceH 6bimb ycmaHos1eH 00UuH
us ¢aazoe FLAG_CMS_ENCRYPT GOST R_34 12 15MG uau FLAG_CMS -
ENCRYPT GOST R 34 12 15GH;

e FLAG_CMS_ENCRYPT_RECIPKEYAGREEMENT - ucnoav3zosams 8 CMS-
coobuieHuUAX cmpykmypbl noayuyamesneu muna KeyAgreement; ecau ¢aaz He
YCMAaHoB8/1€H, MO UCNOoAb3yMcA cmpykmypbl noayuyameaet muna KeyTransport.
Honoscen 6bimev ycmaHosaeH 00uH u3 ¢paazoe FLAG_CMS_ENCRYPT GOST R _-
34 12 15MG uau FLAG_CMS_ENCRYPT GOST R_34 12 15GH.

— certid t * mycert

Ykazamenav Ha cmpykmypy udeHmugukamopa cepmugpukama 015 onpedeseHus
KOHmMekcma 8binoiHeHusi (YHUKaabHO udeHmuguuupyem pabovull cepmugpuram
ceccuu KC).

— uint32 t receiver num

Koauyecmeo sanemeHmos maccuga wabs10Ho8 cepmugukamos noayuameneu (0014c-
HO 8bINO/IHAMbBCA ycao8Ue receiver_num > 0).

— certificate t * receivers

ITose ¢ maccusom wabao0Ho8 cepmugukamos noayuameetl.

1.20.2 PyHKHHHU 0;109HOr0 3amudpoBanusi CMS-cooO1eHu
error status t VCERT1API VCERT _CmsBlkEncryptMem (context t hCtx,

encrypt param t * pEncryptPara, mem blk t * data, mem blk t * ocms)

OvHKIMA OJI0YHOro 3amudpoBanusg O0JI0Ka IaMATH
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AprymMeHrhbI:
— hCtx (in) KOHTEeKCT OuOJINOTEKH;
— pEncryptPara (in) cTpyKTypa mmapaMeTpoB 3ammndpoBanus CMS-coo0b1ieHu;

— data (in) 6710K maMsITH C JaHHBIMU OJIs1 3amInPoBaHUs (JOIXKHO BHITIOTHSITHCS
ycnoBue data->len > 0);

— ocms (out) 6710k maMsTu ¢ 3arrdpoBaHHEIM CMS-coobieHreM (0CBOOOKIaeT-
csa ¢yskumen VCERT _FreeMem() - cMm. onucanue B . 1.27.1).

Bo3BpaiiaeMbie 3HAYEHUS:
— VCERT _OK B cny4dae ycuexa UM HEHYJIeBOU KOJ OIINOKMU.

error status t VCERT1API VCERT CmsBIlkEncryptFile (context t hCtx,
encrypt param t * pEncryptPara, const char * data, const char * ocms)

dyHKIMS 6J109HOTO0 3ammudpoBanusd daiia

AprymMeHrshI:

— hCtx (in) KOHTEeKCT OuOJINOTEeKH;
— pEncryptPara (in) cTpyKTypa mmapaMmeTpoB 3amudpoBanus CMS-coo0biieHu;
— data (in) ¢auin (He HyJIeBOU OJIUHBI) C JAHHBIMU OJIS 3aIlIn(POBAHUS;
— ocms (out) datin ¢ 3amudpoBaHHEIM CMS-coo0bI1ieHEM.
Bo3BpamiaeMbie 3HAaYEHUS:

— VCERT OK B cnydae ycliexa UJIM HEHYJIE€BOU KOJ OIINOKH.

1.20.3 @®PYHKUOHH NOTOKOBOro 3amudpoBanusi CMS-coo0uieHuH

error status t VCERT1API VCERT_CmsStrEncryptIinitMem (context t hCtx,
encrypt param t * pEncryptPara, mem blk t * data, strcms t * hStr)

OYHKITNA UHULMAIN3AIIUN IOTOKOBOTO 3aindpoBanus 610Ka HaMsATH

AprymMeHTbI:

— hCtx (in) KOHTEKCT OMOIINOTEKHU;

— pEncryptPara (in) cTpyKTypa napaMeTpoB 3amudpoBanus CMS-coobiieHuu
(mommxHa OBITH OMHAKOBA OJIA QYHKIIUN UHUIIMAIU3AlIuY, ITPOAOJIXKEeHUsT U QUHaIU-
3all1n);

— data (in) 610K TaMsITH C Ha4yaJIOM OaHHBIX I 3alIU(@pPoOBaHUSA;

— hStr (out) KOHTEKCT IIOTOKOBOM ONepalluu.

Bo3BpamiaeMbie 3HAaYEHUS:
— VCERT OK B cnydae ycliexa UJIM HEHYJIE€BOU KOJ OIINOKU.

error status t VCERT1API VCERT_CmsStrEncryptUpdateMem (context t
hCtx, encrypt param t * pEncryptPara, strcms t * hStr, mem blk t * data, mem -
blk t* ocms)

QYHKITNSA TPOOOJIZKEHUS TOTOKOBOTO 3amudpoBanus 610Ka HaMATH

AprymMeHrhbI:

— hCtx (in) KOHTEeKCT OuOJINOTEKH;

— pEncryptPara (in) cTpykTypa napaMeTpoB 3amudpoBanus CMS-coobiieHut
(moymxHa OBITH OMMHAKOBA OJII QYHKIUN MHUIIMATIU3AIINY, ITPOAOJIXKEHUsT U QUHAIU-
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3allHHu);
— hStr (in) KOHTEKCT IIOTOKOBOH OIlepalluy;
— data (in) 610K ITaMSTH C IIPOOOJI?)KEHNUEM MAaHHBIX I 3alIu(pPOBaAHUS;

— ocms (out) 6710K MMaMsTHU C IIPOoOoIKeHueM 3armrdpoBaHHoro CMS-coo0bIieHus
(ocBoboxkmaeTrcs ¢pyHkumeit VCERT _FreeMem() - cM. ontucanue B . 1.27.1).

Bo3BpamiaeMbie 3HAYEHUS:
— VCERT OK B cny4ae ycliexa UJIM HEHYJIEeBOU KO OIINOKU.

error status t VCERT1API VCERT _CmsStrEncryptFinalMem (context t hCtx,
encrypt param t * pEncryptPara, strcms t * hStr, mem blk t * ocms)

OyHKINA pUHaNM3aIMM TOTOKOBOrO 3amudpoBanus 610Ka HaMATH

AprymMeHrhbI:

— hCtx (in) KOHTEeKCT OuOJINOTEKH;

— pEncryptPara (in) cTpykTypa napaMeTpoB 3amudpoBanusi CMS-coobiieHut
(moymxHa OBITH OMMHAKOBA OJI QYHKIUN MHUIIMATIU3AIIUY, ITPOAOJIXKEHUsT U QUHAIU-
3allun);

— hStr (in) KOHTEKCT IIOTOKOBOM OIlepalluy;

— ocms (out) GJIOK ImMaMsTU C OKOH4YaHHMeM 3almppoBaHHOro CMS-coobiieHus
(ocBoboxpmaeTcs pyukiuelr VCERT_FreeMem() - cMm. onucanue B 1. 1.27.1).
Bo3BpaniaeMble 3HAUYEHUS:

— VCERT _OK B cnydae ycexa UM HEHYJIeBOU KOJI OIINOKMU.

error status t VCERT1API VCERT _CmsStrEncryptFile (context t hCtx,
encrypt param t * pEncryptPara, const char * data, const char * ocms)

QOVYHKIIMS IIOTOKOBOT0 3alndpoBaHus daiina

AprymMeHTrhbI:

— hCtx (in) KOHTEKCT OMOJINOTEKH;
— pEncryptPara (in) cTpyKTypa mmapaMeTpoB 3amudpoBanHus CMS-coobiieHu;
— data (in) ¢aiin (He HyJIeBOU OJIWHBI) C JAHHBIMU OJIS 3aIlIn(POBAHUS;
— ocms (out) datin ¢ 3amudpoBaHHEIM CMS-coob1ieHuEM.
Bo3BpaiiaeMbie 3HAYECHUS:
— VCERT OK B cny4ae ycliexa UJIM HEHYJIEBOUM KO OIINOKH.

1.21 PacundppoBanue CMS-cooOuieHuH

dyukumu pacmmdppoBanuss CMS-coolbi1eHn aBTOMaTUYeCKH OIIPENeSIoT:

— aJITOPUTM, C IIOMOIIIBI0 KOTOPOT'O ClIedyeT BHIIIONHATE pacmudpoBanue - [OCT
28147-89,TOCT P 34.12-2015 (6mounsii mmudp «Marma»), TOCT P 34.12-2015 (65104-
HBIU mnpp «Ky3Heduk»);

— TUI CTPYKTYpP IOJIydaTenei 3amudpoBaHHOTO COOOIIeHMUs, COomepKallux 3a-
mrdpPoBaHHEBIM CeaHCOBHIN KiTl04 - KeyTransport unu KeyAgreement;

— Hammuue upeHTuduUKaTopa pabouero ceptudukara B CIHCKE IIOTydaTenewn
3amu@poBaHHOTO COOOIIEHUsI - IIPU €ro OTCYTCTBUM BO3BpAIllaeTCs KOO OIIUOKHU
VCERT_E_CMS NOT _RECIPIENT;
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— HaJn4yue UJIM OTCYTCTBUE MMHUTOBCTABKHU B 3alIM(POBAHHOM COOOIIEHUU - IIPU
HaJIM4YUU UMUTOBCTABKM €€ 3HaYeHHEe CPaBHUBAETCS C BBIUMCIIEHHBIM U B CJIydae
HecoBIlafeHus Bo3Bpaiaetrcs kKo omubku VCERT _E CMS OMAC MISMATCH.

[Tepen pacmudpoBanueM CMS-coobiieHrss QyHKIIUK paciiidpoBaHus IIpeaBapu-
TEJIbHO IIPOU3BOOAT:

— TIPOBEPKY OENCTBUTENILHOCTU paboyero cepTudukaTa Ha TEKYIINI MOMEHT Bpe-
MEHU;

— TIPOBEPKY OENUCTBUTEIbHOCTU 3aKPHITOTO KJII04Ya Ha TEKYUIUN MOMEHT BPEMEHMU;

— TIPOBEPKYy Halu4us B paboyeM cepTuduKaTe pa3pelieHHONW 00J1aCTy UCIOJIb30-
BaHUA OTKpPHITOrO Kioya KEYUSAGE _KEY ENCIPHERMENT unu KEYUSAGE -
KEY AGREEMENT (T.e. mIpoBEpPKy BO3MOXKHOCTU paciIm(ppOBaHUS Ha 3aKPBITOM
KJII04e).

CnenyeT oOpaTUTh BHUMaHUE Ha TO, YTO IIPU MOTOKOBOM pacuiudpoBanuum CMS-
cooO1ieHus B Buae 6710Ka(oB) MaMsaTH QYHKINS IPOOOIXKEHUS IOTOKOBOTI'O pacHIud-
POBaHUS OOIXKHa OBITH BEI3BaHa XOTSA-OBI OOWH pas3, IMIyCTb U C BXOOHLIM OJIOKOM IIa-
MSATHU HYJIEBOU [OJINHBI.

1.21.1 Crpykrypsl pacuiudpoBanuss CMS-coo01meHu#

Crpykrypa decrypt_param t
CTpyKTypa napaMeTpoB paciudppoBaHuss CMS-cooO1ieHuu:

— flag t flag
ITose ¢ mackol ¢paazos (3ape3eps8upo8aHo, 00AHCHO bbimb pasHo 0).

— certid t * mycert
YKkazameav Ha cmpykmypy udeHmudgukamopa cepmupukama 0a5 onpedeseHus
KOHmMekcma ebinoaHeHus (YHUKaabHO udeHmuguuupyem pabodull cepmugpuram
ceccuu KC).

— certinfo t info
ITone ¢ mpebyemoti so3spau,aemoli uHpopmayueli o cepmugpukame omnpasumes.

Crpykrypa decrypt_result_t
CTpyKTypa pe3ynbTaToB pacinudpoBanHus CMS-coobI1eHn:

— certificate t sender
ITosne co cmpykmypou cepmugpukama omnpagumens 3auwudpoeaHH020 COOOULeHUA.
ITockoabKy wugposaHue 8bin0AHAEMCA AHOHUMHbIM cnocobom, OaHHOe no.Jie He 3a-
nosiHsemcs.

1.21.2 PyHKHHU 0;109HOr0 pacurudpoBanuss CMS-cooOIeHuH

error status t VCERT1API VCERT _CmsBlkDecryptMem (context t hCtx,
decrypt param t * pDecryptPara, mem blk t * icms, mem blk t * data, decrypt -
result t * pDecryptResult)

®yHKIMA GJI0YHOTO pacimdpoBaHus 6710Ka IaMsATH

AprymMeHrhbI:

— hCtx (in) KOHTEeKCT OuOJINOTEKH;
— pDecryptPara (in) cTpyKTypa napaMeTpoB paciuudpoBaHus CMS-coolbiieHn;
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— icms (in) 610K maMATH ¢ 3amudpoBaHHEIM CMS-coobiieHueM (JOIKHO BBITIOJ-
HATHCA yCJioBUE icms->len > 0);

— data (out) 610K maMsTH C pacinGppPOBaHHLIMU TaHHBIMHU (0CBOOOXKTaeTCs PyHK-
nver VCERT _FreeMem() - cMm. onucanue B 1I. 1.27.1);

— pDecryptResult (out) cTpykTypa pe3ynbTaTa pacmmdppoBanusas CMS-
coobmenusi (ocBoboxpmaercss ¢yuknuelr VCERT FreeDecryptResult() - cwm.
onmucaHue B1. 1.27.1).

Bo3BpamjaeMbie 3HAaYEHUS:
— VCERT OK B cnydae ycliexa UJIM HEHYJIE€BOU KOJ OIINOKU.

error status t VCERT1API VCERT _CmsBlkDecryptFile (context t hCtx,
decrypt param t * pDecryptPara, const char * icms, const char * data, decrypt -
result t * pDecryptResult)

OyHKIMA 6JI0YHOTO pacimdpoBaHus daina

AprymMeHrhbI:

— hCtx (in) KOHTEeKCT OuOJINOTEeKH;

— pDecryptPara (in) cTpyKTypa napaMeTpoB paciuudpoBaHus CMS-coolb11eHn;
— icms (in) daiin (He HyJIeBOM OJIMHEI) C 3aimndpoBaHHLEIM CMS-coobIiieHueM;

— data (out) daiin ¢ pacmrudpoBaHHEIMU TAaHHBIMU;

— pDecryptResult (out) cTpykTypa pe3ynbTaTa pacmmdppoBanusas CMS-
coobmenusi (ocBoboxmaercss ¢yuknuelr VCERT FreeDecryptResult() - cwm.
onmucanue B1. 1.27.1).

Bo3BpamniaeMbie 3HAYEHUS:
— VCERT OK B cny4ae ycliexa UM HEHYJIEeBOU KOJ OIINOKU.

1.21.3 PyHKIHH NOTOKOBOTO paciuudpoBanusi CMS-coodieHui

error status t VCERT1API VCERT_CmsStrDecryptInitMem (context t hCtx,
decrypt param t * pDecryptPara, mem blk t * icms, strcms t * hStr)

OYHKITNSA UHULMAIN3AIIUN IOTOKOBOTO paciitudpoBaHus 6JI0Ka IaMsITH

AprymMeHTbI:

— hCtx (in) KOHTEKCT OMOIINOTEKYU;

— pDecryptPara (in) cTpyKTypa napaMeTpoB pacinudpoBanuss CMS-coobiieHun
(momxHa OBITH OAMHAKOBA OJIA QYHKIIUN UHUIIMAIU3AlIUY, ITPOAOJIXKEeHUsT U QUHAaIU-
3alun);

— icms (in) 6710K maMsITH C Ha4daJioM 3airdpoBaHHOro CMS-coobirieHus (TOIKHO
BBIIIOJIHATHLCS yCI0oBUe icms->len > 128);

— hStr (out) KOHTEKCT IIOTOKOBOM ONepallnu.
Bo3BpaniaeMbie 3HAaYEHUS:
— VCERT OK B cny4ae ycliexa UM HEHYJIEBOUM KO OIINOKU.

error status t VCERT1API VCERT _CmsStrDecryptUpdateMem (context t
hCtx, decrypt param t * pDecryptPara, strcms t * hStr, mem blk t * icms, mem -
blk t* data)

OYHKITUSA TPONOJIKEeHU TOTOKOBOTO pacirdpoBaHus 6JI0Ka IaMAaTH
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AprymMeHrhbI:

— hCtx (in) KOHTEeKCT OuOJINOTEKH;

— pDecryptPara (in) cTpyKTypa napaMeTpoB pacinudpoBanuss CMS-coobiieHut
(mommxHa OBITH OMMHAKOBA OJI QYHKIUN MHUIIMATIU3AIIUY, ITPOAOJIXKEeHUsT U QUHAIU-
3allun);

— hStr (in) KOHTEKCT IIOTOKOBOM OIlepalluy;

— icms (in) 6JI0K TaMsTHU C ITPOAOJIXKeHueM 3airudpoBaHnHoro CMS-coobIeHus;

— data (out) 6710K TaMsITH C ITPOAOIKEHNEM pPacIIiPPOBaHHEIX JaHHBIX (0CBOOOXK-
naetca @pynknuer VCERT _FreeMem() - cm. onmucanue B 1. 1.27.1).
Bo3BpaiiaeMbie 3HAYEHUS:

— VCERT _OK B cny4dae ycuexa UM HEHYJIeBOU KOJ OIINOKMU.

error status t VCERT1API VCERT _CmsStrDecryptFinalMem (context t hCtx,
decrypt param t* pDecryptPara, strcms t* hStr, mem blk t * data, decrypt result -
t * pDecryptResult)

OyHKIMSA pUHATU3AKUY TOTOKOBOTO paciindpoBaHus 6710Ka MaMIaTH

AprymMeHrhbI:

— hCtx (in) KOHTEKCT OMOJINOTEKH;

— pDecryptPara (in) cTpyKTypa napaMeTpoB pacinudpoBanuss CMS-coobiieHut
(momnkHa OBITH OOWHAKOBA I QYHKIIMYN MHUILIMATIN3AlluU, TPOAOJIKeHUI U QUHaIIH-
3allun);

— hStr (in) KOHTEKCT IOTOKOBOM OIepalluy;

— data (out) 6710k TaMsATH C OKOHYaHUEM pacinudpPoOBaHHBIX JaHHBIX (0CBOOOXKOa-
etcsa ¢pyHkiueir VCERT _FreeMem() - cM. onucaHue B 1. 1.27.1);

— pDecryptResult (out) cTpykTypa pe3ynbTaTa pacmmppoBanusas CMS-

coobmenusi (ocBoboxmaercss ¢yuknuelr VCERT FreeDecryptResult() - cwm.
onmucaHue B1. 1.27.1).

Bo3BpamjaeMbie 3HAaYEHUS:
— VCERT OK B cnydae ycliexa UJIM HEHYJIE€BOU KOJ OIINOKU.

error status t VCERT1API VCERT CmsStrDecryptFile (context t hCtx,
decrypt param t * pDecryptPara, const char * icms, const char * data, decrypt -
result t * pDecryptResult)

OyHKIINA TOTOKOBOTO pacmmbpoBaHus danna

AprymMeHrhbI:

— hCtx (in) KOHTEeKCT OuOJINOTEKH;

— pDecryptPara (in) cTpyKTypa napaMeTpoB paciuudpoBaHus CMS-coolbiieHn;
— icms (in) daiin (He HyJIeBOM OJIMHEI) C 3alndpoBaHHLIM CMS-coobIiieHueM;

— data (out) daiin ¢ pacmrudpoBaHHEIMU TAaHHBIMU;

— pDecryptResult (out) cTpykTypa pe3ynbTaTa pacimmppoBanusas CMS-
coobmenusi (ocBoboxpmaercs ¢ynkinueli VCERT FreeDecryptResult() - cwm.
omucanue B1. 1.27.1).

Bo3BpamiaeMble 3HAaYEHUS:
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— VCERT OK B cnydae yclexa UM HEHYJIEBOM KO OIINOKM.

1.22 IIpeodOpa3oBaHHE COBMEUMIEHHBIX U OTAEe/TeHHbIX 11

1.22.1 ®yHKHHM OJIOYHOrOo IpeodOpa3oBaHHUsA oOTaeleHHbIx JIII B
COBMeEIIIeHHbIE

error status t VCERT1API VCERT_CmsBIlkSignAttachMem (context t hCtx,
mem _blk t * data, mem blk t * icms, mem blk t* ocms, flag t flag)

OyHKIMSA 6JI0YHOT0 IpeoOpa30BaHus oTAesIeHHBIX D1 6JI0Ka maMATH B COBMEIIIEH-
HbIE

AprymeHrhbI:

— hCtx (in) KOHTEKCT OMOIINOTEKYU;

— data (in) 6710K TaMsATH C TOATIMCAaHHBIMU JaHHBIMHU ([JOJI?KHO BBHITIOTHSATHCS YCIIO-
Bue data->len > 0);

— icms (in) 0J10K TaMATH C noanucaHHbeIM CMS-coobmieHueM ¢ oTaeTeHHbIMu JI1
(mOMKHO BEIIIONIHATHCSA yCIoBHe icms->len > 0);

— ocms (out) OJIOK TaMSTH C HOOIUCAHHEIM CMS-coo0I11ieHeM C COBMEIIEeHHBIMUA
9IT (ocBoboxpmaeTrcs pyHkinerr VCERT_FreeMem() - cm. onucanue B 1. 1.27.1);

— flag (in) macka ¢naros (3ape3epBUPOBaHO, MOJIZKHO OBITH paBHO 0).
Bo3BpaiiaeMbie 3HAYEHUS:
— VCERT OK B cnydae ycliexa UJIM HEHYJIEBOU KOJ OIINOKU.

error status t VCERT1API VCERT _CmsBlkSignAttachFile (context t hCtx,
const char * data, const char * icms, const char * ocms, flag t flag)

dyHKIMA 65109HOTO Ipeobpa3oBanusa oTneneHHBIX JI1 dalina B COBMeIIeHHEIE

AprymeHrhbI:

— hCtx (in) KOHTEeKCT OuOJINOTEKH;
— data (in) ¢avin (He HyJI€BOU OJINHBI) MOAIKNCAHHBIMU C OAHHBLIMU;

— icms (in) aiin (He HyJIeBOM IJIUMHBI) C moAnrcaHnHbIM CMS-coobIiieHeM c oTae-
neHHbBIMU JII;

— ocms (out) ¢aiin c noanucanHbIM CMS-coobuieHEneM ¢ COBMeIleHHbIMU I1T;

— flag (in) macka ¢aros (3ape3epBUPOBAHO, JOIXKHO OLITHL PaBHO 0).
Bo3BpaniaeMbie 3HAaYEHUSI:

— VCERT _OK B cnydae ycliexa UM HEHYJIE€BOU KOJ OIINOKU.

1.22.2 @®OyHKOUH OJIO0OYHOTr0 mnpeoOpa3oBaHUsi coOBMelleHHbIX IJII B
oTOeIeHHbIe

error status t VCERT1API VCERT CmsBlkSignDetachMem (context t hCtx,
mem _blk t*icms, mem blk t* data, mem blk t* ocms, flag t flag)

dyHKIMSA 6JI0YHOT0 ITpeobpa30BaHus COBMeIIeHHBIX 1 6710Ka NaMATU B OTHEJIEH-
HbIE

AprymeHrhbI:

— hCtx (in) KOHTEeKCT OuOJINOTEKH;
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— icms (in) 6JI0K IIaMsATH C HOoOnuCcaHHBIM CMS-cooOIieHrueM C COBMeEIlleHHBIMU
Il (mosKHO BEIIOIHATLCA yCIIOBUE icms->len > 0);

— data (out) 6710K maMsITH C MOONNCAHHLIMU TaHHBIMHU (0OCBOOOXKTaeTcst PyHKITUEH
VCERT FreeMem() - cMm. onnucanue B 1. 1.27.1);

— ocms (out) OJIOK maMsTH C HoAnucaHHBIM CMS-coobIieHrueM C OTOeJIeHHBIMU
9Il (ocBoboxpaetcsa pyukuueir VCERT FreeMem() - cMm. onucanue B 1. 1.27.1);

— flag (in) macka ¢rnaros (3ape3epBUPOBAHO, MOJI?KHO OBITH paBHO 0).
Bo3BpaniaeMble 3HAUYEHHUSI:
— VCERT _OK B cnydae ycrnexa UM HEHYJIeBOU KOJ OIINOKMU.

error status t VCERT1API VCERT_CmsBlkSignDetachFile (context t hCtx,
const char * icms, const char * data, const char * ocms, flag t flag)

dyHKIMA 6J109HOTr0 Ipeobpa3oBaHus coBMelleHHBIX JI1 dalina B oTOoeneHHbIE

AprymMeHrhbI:

— hCtx (in) KOHTEKCT OMOJINOTEKH;

— icms (in) ¢ain (He HyJIeBOM OJIMHBI) C MoAnucaHHEIM CMS-coo0bIieH1neM C COB-
MelleHHBIMU II1;

— data (out) daiin ¢ nognucaHHBIMU OAHHBLIMU;

— ocms (out) darin ¢ mopnucanHeIM CMS-coobmieHEneM ¢ oTaesieHHEIMEU JI1;

— flag (in) macka ¢naros (3ape3epBUPOBAHO, MOJIZKHO OBITH paBHO 0).
Bo3BpaiiaeMbie 3HAYEHUSA:

— VCERT OK B cny4ae ycliexa UJIM HEHYJIEeBOUM KO OIINOKU.

1.22.3 @®yHKOIHUM NIOTOKOBOIro mnpeoOpa3oBaHus coBMemieHHbIx JII B
OTIe/IeHHbIe

error status t VCERT1API VCERT CmsStrSignDetachInitMem (context t
hCtx, mem blk t *icms, strcms t * hStr, flag t flag)

OYHKIWS WHUITHATU3alIuU IIOTOKOBOTO ITpeobpas. coBMenieHHbIX JI1 6j10Ka naMaTu

AprymMeHrhI:

— hCtx (in) KOHTEeKCT OuOJINOTEeKH;

— icms (in) 610K maMATH C HadYaJIoM IognucaHHoro CMS-cooOlIiieHust ¢ coBMe-
meHHBIMU Il (JOJI?KHO BEIIOIHATLCS YCIIOBUE icms->len > 128);

— hStr (out) KOHTEKCT IIOTOKOBOM OIepalliu;

— flag (in) macka ¢naros (3ape3epBUPOBaHO, MOJIZKHO OBITH paBHO 0).
Bo3BpaiiaeMbie 3HAYEHUS:

— VCERT OK B cny4ae ycliexa UJIM HEHYJIEBOUM KO OIINOKH.

error status t VCERT1API VCERT _CmsStrSignDetachUpdateMem (context t
hCtx, strcms t * hStr, mem blk t * icms, mem blk t * data)

QYHKITNSA TPONOJIZKEHUI TOTOKOBOTO IIpeobpas. coBMeIeHHBIX DT 6510Ka NaMATH

AprymeHrhbI:

— hCtx (in) KOHTEeKCT OuOJINOTEKH;
— hStr (in) KOHTEKCT IOTOKOBOH OIepalluy;
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— icms (in) 6JI0K ITaMsITH C TPOOOJIKeHHuEeM ImoAnucanHoro CMS-coob11eH1s C COB-
MelleHHBIMHU OIT;

— data (out) 610K TaMATU C IPOJOIKEHUEM IOANKNCAHHBIX JaHHBIX (0CBOOOXKIa-
etcsa ¢pyHkiueir VCERT _FreeMem() - cM. onucaHue B . 1.27.1).

Bo3BpamjaeMbie 3HaYEHUS:
— VCERT _OK B cnydae yclexa UM HEHYJIEBOM KO OIINOKMU.

error status t VCERT1API VCERT_CmsStrSignDetachFinalMem (context t
hCtx, strcms t * hStr, mem blk t * data, mem blk t * ocms)

OyHKIMA pUHaIU3aUy TOTOKOBOTO Ipeobpas. coBMeneHHBIX JI1 6/10Ka NaMaTu

AprymeHThbI:

— hCtx (in) KOHTEKCT OMOIMOTEKHU;

— hStr (in) KOHTEKCT TOTOKOBOU OIlepalluy;

— data (out) 610K maMsTH C OKOHYaHHEM IOAIIMCAaHHEIX MTaHHBIX (0CBOOOXKIaeTcCs
¢yukmuerr VCERT _FreeMem() - cM. onucanue B 1I. 1.27.1);

— ocms (out) 610K maMsiTu ¢ moamnucaHHeIM CMS-coo0iieHueM C OTaeIeHHBIMU
9II (ocBoboxpaetcsa pyukuueir VCERT FreeMem() - cMm. onrcanue B 1. 1.27.1).
Bo3BpamjaeMsbie 3HaYEHUS:

— VCERT _OK B cnydae ycliexa UJIM HEHYJIEBOU KOJ OIINOKU.

error status t VCERT1API VCERT_CmsStrSignDetachFile (context t hCtx,
const char * icms, const char * data, const char * ocms, flag t flag)

DYHKIIMS ITOTOKOBOTO TpeoOpa3oBaHusd coBMelleHHLIX D1 ¢aiina B oTOeneHHbIe

AprymMeHTbI:

— hCtx (in) KOHTEKCT OMOIINOTEKYU;

— icms (in) ¢ain (He HyJIeBOM OJIMHBI) C moanucaHHbIM CMS-coo011eHreM C COB-
MelleHHBIMU OII;

— data (out) ¢aiin c mognrucaHHBIMU OJAaHHLIMU;

— ocms (out) datin c noanucanHbIM CMS-coobuieHueM ¢ oTaesieHHbBIMU II1;

— flag (in) macka ¢rnaros (3ape3epBUPOBAHO, MOJI?KHO OBITH paBHO 0).
Bo3BpaniaeMbie 3HAaYEHHUS:

— VCERT _OK B cnydae yclexa UM HEHYJIeBOU KOJI OIINOKMU.

1.23 IMonyuenue nadpopmanuu 0 CMS-coo01IeHusIX

1.23.1 CrtpyKTypsl noaxydyenusi uHpopMmanuu o CMS-cooOmieHusix

Ctpykrypa cms_certid _t
CtpykTypa ugentudukaropa ceprupukata CMS-coobieHmns:

— uint32 t type
ITosne c munom cmpykmypbsl udeHmugukamopa cepmugpukamos CMS-coobuw,eHus:
e FLAG_CMS_CERTID TYPE_ISSN - cmpykmypa udeHmugpukamopa cepmu-
¢uxama codepacum napy Ums uzdamensn/CepuliHbili HoMep cepmugukama;

e FLAG_CMS_CERTID TYPE_SKID - cmpykmypa udeHmugukamopa cepmu-
¢duxama codepacum daHHble OonoaHeHuAa “"HMdeHmugpukamop Kawda 8aadeavua”.
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— string t issuer
ITone c¢ X.500-umeHem u3damena cepmugukama 8 eude CmpoKu, Hanpumep
CN=TestUser,DC=X509,DC=RU (3anosaHaemcsa 0414 muna cmpyKmypbl udeHmudgu-
kamopa FLAG_CMS _CERTID _TYPE ISSN).

— string t serialNum
ITone c¢ cepuliHbiM HOMepoM cepmugpukama 8 8ude CmpoKu, Hanpumep
00:01:02:03:04:05:06:07:08:09:0A:0B:0C:0D:0E:OF (3anoaHssemcsa Oasa mund
cmpykmypbl uOeHmupukamopa FLAG_CMS_CERTID _TYPE ISSN).

— string t certHash
ITose ¢ xaw-3HayeHuem napvl Uma uzdamensn/CepuliHbll HOMEp cepmugukama 8
sude cmpoku, Hanpumep 00:01:02:03:04:05:06:07:08:09:0A:0B:0C:0D:0E:0F (3anoa-
HAaemcAa 045 muna cmpykmypsl udeHmugpukamopa FLAG_CMS_CERTID TYPE -
ISSN).

— string t subjKeyId
ITone ¢ daHHbiMu donoaHeHusa "HMoeHmugukamop Karwda eaadenvua” 8 sude cmpo-
Ku, Hanpumep 00:01:02:03:04:05:06:07:08:09:0A:0B:0C:0D:0E:OF (3anoaHsaemcA
0a51 muna cmpykmypbl udenmugpukamopa FLAG_CMS_CERTID_TYPE_SKID).

Crpykrypa cms_siginf t
CtpykTypa uHdpopmanum o nognucante CMS-coob1ieHus:

— uint32 t version
ITosne c HomepoM sepcuu cmpykmypbul uHpopmauuu o noonucanme CMS-coobuieHus.

— string t digestAlg
ITose c cmpokotli 06vekmHo20 udeHmugukamopa (OID) anzopumma xawWupoB8aHUusi:
e ”1.2.643.2.2.9” - xamupoBanue 1mo 'OCT P 34.11-94;
e 71.2.643.7.1.1.2.2” - xaommpoBanue o 'OCT P 34.11-2012 (256 6ur);
e ”1.2.643.7.1.1.2.3” - xommpoBauue no 'OCT P 34.11-2012 (512 6ur).
— string t signatureAlg
ITose ¢ cmpokotli 06’ vekmHo20 uoeHmugpukamopa (OID) anzcopumma 3I1:
e 71.2.643.2.2.19” - 3I1 o TOCT P 34.10-2001;
e 71.2.643.7.1.1.1.1” - 311 o TOCT P 34.10-2012 (256 6uT);
e 71.2.643.7.1.1.1.2” - 311 o TOCT P 34.10-2012 (512 6uT).
— cms_certid t signerld

ITone co cmpykmypolu udeHmugpukamopa cepmugpukama noonucaHma CMS-
coobw,eHusl.

— date t signingTime
ITose co epemeHem gbiuucaeHus II1, 83sambimM U3 aymeHmMu@uuUpPoO8aHHO20 ampuby-
ma PKCS#9 signingTime (npu omcymcmauu 0aHHO20 ampubyma 3Ha4yeHue pasHo
0).

— uint32 t authAttr num

Kosauvyecmeo ss1emeHmMo8 maccusa cmpok 06veKmHbiXx u0eHmMupuKamopos aymeH-
mucguuuposaHHvix ampubymos, Haxoosauw,uxcs 8 JI1.

— policy t * authAttrs
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ITone ¢ maccusoM cmpok 06beKMHbIX uOeHMupuUKamopos aymeHmupui,upo8aH-
Hblx ampubymos, Haxooaujuxca 8 III (Hanpumep, ob6veKmHblIll udeHmupukamop
1.2.840.113549.1.9.5 coomeemcmsyem ampubymy PKCS#9 signingTime).

— uint32 t unauthAttr num
Koauuecmso asnemeHmMos8 maccusa cmpok o0b6wveKmHbix udeHmugukamopos Heay-
meHmMu@uuuUpPoBAHHbIX ampubymos, Haxoosw,uxcs 8 II1.

— policy t * unauthAttrs
ITone c¢ maccusom cmpok 06BeKmHbix udeHmugpukamopos HeaymeHmuguyu-
posaHHbIXx ampubymos, HaxodAauwuxca 8 OII (Hanpumep, o0b6beKmMHbill udeHmu-
¢uxkamop 1.2.840.113549.1.9.16.1.4 coomeemcmsyem ampubymy RFC 3161
timeStampToken).

Ctpykrypa cms_recinf t
CTpykTypa nHpOopMaluu o nonydaresne CMS-cooOIeHus:

— uint32 t type
ITosne c munom cmpykmypbsl uHpopmauuu o noayyamese CMS-coobuw,eHusi:

e FLAG_CMS_RECINF_TYPE_KTRI - cmpykmypa uHpopmauyuu o nosyuame-
se muna KeyITransport;

e FLAG_CMS_RECINF _TYPE_KARI - cmpykmypa uHpopmayuu o nosyuame-
s1e muna KeyAgreement.

— uint32 t index
Ilone ¢ Homepom (uHOekcom) cmpyKkmypbul uHpopmauuu o noaydyamese CMS-
coobuteHus (3anoaHsiemcsi 0451 muna CmMpyKmypsl UHGpoOpmauuu o noayyamese
FLAG_CMS _RECINF TYPE KARI).
— uint32 t version
ITone c HomepoM 8epcuu cmpykmypbl UHGpopmauuu o noayyamense CMS-coobw,eHus.
— cms certid t originatorld
ITone co cmpykmypou udeHmugukamopa cepmupukama omnpasumena CMS-
coobw,eHus (0aHHoe nose He 3anoaHsiemcs 041 CMS-coobuw,eHull, 3awugdpo8aHHbIX
AHOHUMHbBIM CNOCOOOM).
— string t publicKeyAlg
ITone ¢ cmpokoli o6vekmHo20 udeHmugpukamopa (OID) anzopumma OmMKpvbIMO20

KA4a cepmugpukama noayyamens (3anoavsemcs 045 mund CmpyKkmypbl uH¢op-
mauuu o noayvamene FLAG_CMS_RECINF TYPE _KARI):

e 71.2.643.7.1.1.1.1” - otkperThiii K04 110 TOCT P 34.10-2012 (256 6uT);
e 71.2.643.7.1.1.1.2” - otkpeIThi# K04 110 TOCT P 34.10-2012 (512 6uT).
— string t cipherAlg

ITose ¢ cmpokol o6vekmHo20 udeHmugpuxkamopa (OID) aseopumma coz2aacoeavus
u/u 3awugposaHusi CeaHcoso20 KAKua:

e 71.2.643.7.1.1.1.1” - cornacoBanue kito4ya 110 TOCT P 34.10-2012 (256 6uT)
(mmss CMS-coobmienuii, 3amudppoBaHHbIX 10 ['OCT 28147-89);

e ”1.2.643.7.1.1.1.2” - cornacoBanue kiato4da 1o 'OCT P 34.10-2012 (512 6uT)
(mmss CMS-coobmienuii, 3amudppoBaHHbIX 10 ['OCT 28147-89);
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e ”1.2.643.7.1.1.7.1.1” - 3ammudppoBaHue (9KCIOPT) CeaHCOBOTO KJIt04Ya IO
I'OCT P 34.12-2015 (6mounbil mmudpp «Marma»);

e 71.2.643.7.1.1.7.2.1” - 3amudpoBaHue (3KCIOPT) CEAHCOBOTO Ki0Ya IIO
I'OCT P 34.12-2015 (6mounsii mmudpp «Ky3Heduk»).

— cms certid t recipientld
ITone co cmpykmypou udeHmugpukamopa cepmugpukama noaydyamena CMS-
coobuieHus.

Crpykrypa cms_msginf t
CtpykTypa uHdpopmanuu o CMS-coolIiieHun:

— uint32 t type
IToae ¢ munom CMS-coobw,eHus:

e FLAG_CMS_MSGINF TYPE SIGN - CMS-coobuieHue sesisiemcs noonu-
CaHHbIM (popmam coobuw,eHus CMS Signed);

e FLAG_CMS_MSGINF_TYPE_ENVL - CMS-coobweHue sisasiemcs 3awudp-
posaHHbuIM ((popmam coobweHuss CMS Enveloped).

— uint32 t flags
ITose ¢ mackolu (nobumosvim MJIH) ¢pnraecoe CMS-coobuw,eHus:

e FLAG_CMS _MSGINF FLAG NDEF - CMS-coobweHue 3aKkoOupo8aHoO C
nomouw,bto ASN.1 KoOuposku HeonpedesneHHoU OauHbl (ASN.1 indefinite-length
encoding). Ecau ¢pnae He ycmaHossaeH, mo ucnoav3dyemcs ASN.1 KkoOuposKka onpe-
OesneHHoU OauHbl (ASN.1 definite-length encoding);

e FLIAG_CMS_MSGINF_FLAG_DTCH - nodnucaHHoe CMS-coobuw,eHue sa61-
emcs coobweHuem c omoeneHHvimu II1. Ecau ¢paae He ycmaHosieH, mo noonu-
caHHoe CMS-coobuieHue - ¢ coemew,eHHbiMU D11 (OaHHbIU (paaz akmyaseH moabKo
015 CMS-coobweHuti muna FLAG_CMS _MSGINF _TYPE SIGN).

— uint32 t signer_num
Kosauvecmeo 3semMeHmMos8 maccusa cmpykmyp € uHgpopmauuelu o nodnucaHmax
CMS-coobweHus (3anonHsemcsa moavko 0451 CMS-coobweHul muna FLAG_CMS _-
MSGINF _TYPE_SIGN).

— cms_siginf t * signers
ITone ¢ maccusom cmpykmyp ¢ uHgopmauuet o noonucaHmax CMS-coobuw,eHus

(3anoaHsiemcs moavko 0451 CMS-coobweHuti muna FLAG_CMS _MSGINF TYPE -
SIGN).

— uint32 trecipient num
Kosauvecmso 3semMeHmos8 maccusa cmpykmyp C uHpopmauuelu o0 noayiamensax
CMS-coobweHus (3anoaHsaemcsa moavko 0451 CMS-coobweHuti muna FLAG_CMS _-
MSGINF TYPE ENVL).

— cms recinf t * recipients
ITone ¢ maccusom cmpykmyp ¢ uH@opmauuet o noayuamenax CMS-coobuieHus

(3anoaHsaemcs moavko 0451 CMS-coobueHuti muna FLAG_CMS_MSGINF TYPE -
ENVL).

— string t cipherAlg
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ITone ¢ cmpokoli o6 vekmHo20 udeHmugpuxkamopa (OID) anzopumma wugposaHus
OaHHbIX (3anosHsAsemca moavko 0451 CMS-coobweHuu muna FLAG_CMS_MSGINF -
TYPE ENVL):

e ”1.2.643.2.2.21" - mm¢ppoBanue mo 'OCT 28147-89 B pexxuMme raMMHUPOBa-
HHUS ¢ 00paTHOM CBSI3bIO;

e ”1.2.643.7.1.1.5.1.1” - mmdpoBanue no 'OCT P 34.12-2015 (6r1049HBIH
mudpp «Marma») B pexkuMe raMMUPOBaHUS;

e 71.2.643.7.1.1.5.1.2” - mmdpoBanue mo I'OCT P 34.12-2015 (Gr10UHBIH
mmdpp «Marma») B pexkuMe raMMHUPOBaHUS C BHIYHCIIEHUEM UMUTOBCTABKHY;

e ”1.2.643.7.1.1.5.2.1” - mmdpoBanue no 'OCT P 34.12-2015 (671049HBIH
mudpp «Ky3Heduk») B pexkuMe raMMUPOBAHUS;

e 71.2.643.7.1.1.5.2.2” - mmdpoBanue no I'OCT P 34.12-2015 (OGmouHBIA
mmmdpp «Ky3Heyuk») B peskuMe TaMMUPOBaHUS C BEIYUCIIEHUEM UMHUTOBCTaABKU.

— uint32 t unprotAttr num
Kosauvyecmaso asnemeHmo8 maccusa cmpok 06’ seKkmHblx udeHmugukamopos He3auw,u-
WeHHbIX ampubymos (3anosHsaemcsa moavko 041 CMS-coobweHuti muna FLAG -
CMS MSGINF TYPE ENVL).

— string t * unprotAttrs
ITosne ¢ maccugom cmpok 06beKmHbiX uOeHMuU@dUKamopo8 He3aWu,eHHbIX ampu-
6ymos (3anosHsemcs moavko 041 CMS-coobweHuti muna FLAG_CMS _MSGINF -
TYPE ENVL).

1.23.2 ®OyHKUHUM 0JI0OYHOrO0 nMojaydeHusi HHPopMmanuu o0 CMS-cooO1meHusix

error status t VCERT1API VCERT_CmsBlkMsgInfMem (context t hCtx, mem -
blk t * cms, cms msginf t * pMsglnf, flag t flag)

dyHKIMA 6JI09YHOTO monydyeHusd uHbopManuu 0 CMS-coobuieHudx B Buge 6JI0Ka
HaMAaTH

AprymMeHrhbI:

— hCtx (in) KOHTEeKCT OuOJINOTEeKH;

— cms (in) 610K mamstu ¢ CMS-coobiieHreM (IOJI?KHO BBITIOIHSITHCS YCIJIOBUE
cms->len > 0);

— pMsgInf (out) cTpykTypa c uadopmalimeit o CMS-coobiuieHuu (0cBOOOXKIaeTCs
¢ysknuert VCERT _CmsFreeMsgInf() - cm. onucanue B . 1.27.1);

— flag (in) macka ¢naros (3ape3epBUPOBAHO, MOJI?KHO OBITH paBHO 0).
Bo3BpauiaeMbie 3HAaYE€HUS:
— VCERT _OK B cnydae ycexa UM HEHYJIeBOU KO[ OIINOKMU.

error status t VCERT1API VCERT_CmsBlkMsgInfFile (context t hCtx, const
char * cms, cms msginf t * pMsglInf, flag t flag)

®OyHKIMA 6JI09HOTO nonydyeHus uHdbopManuu 0 CMS-coobumeHusax B Buge datina

AprymeHrhI:

— hCtx (in) KOHTEKCT OMOJINOTEKH;
— cms (in) ¢aiin (He HyNneBou myiuHb) ¢ CMS-coobIieHueM;
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— pMsgInf (out) cTpykTypa c uadopmalimeit o CMS-coobiieHuu (0CBOOOXKIaeTCs
¢dyukmuerr VCERT _CmsFreeMsgInf() - cm. onucanue B . 1.27.1);

— flag (in) macka ¢naros (3ape3epBUPOBAHO, MOJI?KHO OBITH paBHO 0).
Bo3BpaniaeMble 3HAaUYEHHUS:
— VCERT _OK B cnydae yclexa UM HEHYJIeBOU KOJ OIINOKMU.

1.23.3 ®OyHKOHH OOTOKOBOro mnojaydeHusi wuHpopmamuu o CMS-
COOOIIIeHUSsIX

error status t VCERT1API VCERT _CmsStrMsgInfInitMem (context t hCtx,
mem blk t* cms, strcms t * hStr, flag t flag)

OYHKIINS WHUIIMATA3aIUK IOTOKOBOTO TOAyYeHUs nHbopManuu 0 6J10Ke DaMATH
CMS

AprymMeHThbI:

— hCtx (in) KOHTEKCT OMOIINOTEKHU;

— cms (in) 0ok mamsaTu ¢ HadaiioM CMS-cooOmieHHsT (OOJIZKHO BBIIIOJIHSTHCS
ycnoBue cms->len > 128);

— hStr (out) KOHTEKCT IIOTOKOBOU OMNEepalluy;

— flag (in) macka ¢aros (3ape3epBUPOBAHO, JOIXKHO OBITHL pPaBHO 0).
Bo3BpaujaeMsbie 3HAaYEHUS:

— VCERT OK B cnydae yclexa UJIM HEHYJI€BOM KO OIINOKMU.

error status t VCERT1API VCERT_CmsStrMsgInfUpdateMem (context t hCtx,
strcms t * hStr, mem blk t * cms)

OyHKIMSA OTPOJOIKEHU TOTOKOBOTO ONy4YeHUs uHbopMauuu o 6J10Ke IaMsATH
CMS

AprymMeHTbI:

— hCtx (in) KoHTEeKCT OUOIHNOTEKHY;

— hStr (in) KOHTEKCT IOTOKOBOU OIlepalluy;

— cms (in) 6510K maMsTU c IpogokeHrneM CMS-coobiieHus.
Bo3BpamjaeMsbie 3HAaYEHUSI:

— VCERT _OK B cnydae ycliexa UJIM HEHYJIE€BOU KOJ OIINOKU.

error status t VCERT1API VCERT _CmsStrMsgInfFinalMem (context t hCtx,
strcms t * hStr, cms msginf t * pMsglnf)

OyHKIMA pUHaTU3aUU TOTOKOBOTO NONYyYeHUsa nHbopMauuu o 610Ke IaMATH
CMS

AprymMeHrhbI:

— hCtx (in) KOHTEeKCT OuOJINOTEKH;
— hStir (in) KOHTEKCT IOTOKOBOH OIlepallny;

— pMsgInf (out) cTpykTypa c uadopmaimeit o CMS-coobuieHuu (0cBOOOKOaeTCs
¢yrknuerr VCERT _CmsFreeMsgInf() - cm. onucanue B . 1.27.1).

Bo3BpaiiaeMbie 3HAYEHUS:

— VCERT OK B cny4ae ycliexa UM HEHYJIEBOUM KO OIINOKU.
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error _status t VCERT1API VCERT_CmsStrMsgInfFile (context t hCtx, const
char * cms, cms msginf t * pMsglnf, flag t flag)

OYHKIIMS ITOTOKOBOTO monydyeHus nabopmamnuu 0 CMS-coobuieHugax B Bune daiina

AprymMeHThbI:

— hCtx (in) KOHTEKCT OMOIINOTEKHU;
— cms (in) ¢aiin (He HyNeBou OyiuHB) ¢ CMS-coobiieHmneM;

— pMsgInf (out) cTpykTypa c uadopmalimeit o CMS-coobiieHnu (0CBOOOXKIaeTCs
¢yukmuert VCERT _CmsFreeMsgInf() - cMm. onucanue B . 1.27.1);

— flag (in) macka ¢naros (3ape3epBUPOBAHO, MOJI?KHO OBITH paBHO 0).
Bo3BpanjaeMsbie 3HAaYEHUS:

— VCERT OK B cnydae yclexa UM HEHYJIeBOM KO OIINOKMU.

1.24 IIpocTaHOBKA M IIpOBEepPKa LITaAaMIIOB BpeMeHHU

Bubnuoreka o6ecrieyrnBaeT BO3MOXKHOCTh IPOCTAHOBKHY U IIPOBEPKU IIITAMIIOB Bpe-
MmeHHn OII B cootBetrcTBUM B RFC 3161 mo mpoTtokony Time Stamp Protocol (TSP).
[IITaMIn BpeMeHHU IIpeAcTaBisieT coboi mognucaHHoe CMS-coobuieHue, chopMUPO-
BaHHOe OJigd KOHKpeTHOU JOI1 37IeKTPOHHOTO JOKYMEeHTa, KOTOPOe OOBIYHO XPaHUTCS
B HeayTeHTuuupoBanHoM atpudyTe RFC 3161 timeStampToken c 06beKTHBIM
ugeatudukaropom 1.2.840.113549.1.9.16.2.14 ykasanHou III.

B mpocTaHOBKe HITaMIla BPEMEHU Y4YaCTBYIOT ABE CTOPOHHI - KJIMEHT U CEPBEP
mramMnoB BpeMmeHu (Time Stamp Authority, TSA). ITocne Beiuucnenus 11 ameKTPoH-
HOT'O MOKyMEHTa KJIMEeHT (OpMUPYET 3allpoC Ha MPOCTAHOBKY IIITaMIla BpEMeHHU s
maHHoOU JI1. B 3TOT 3anpoc KJIMEeHT moMeIlaeT xani-sHadenne Il (Ha3siBaeMoe TaKxkKe
otriedyaTkoM JII), a TakKe ciIy4allHOE YUCJIO NONCE, ¥ OTIPABISAET €TI0 0 IIPOTOKOILY
HTTP s nogmucaHus Ha cepBep IITaMIIOB BpeMeHU. CepBep Ha OCHOBAHUU IIOJTY-
YeHHOTr 0 3amnpoca ¢popMmupyet nopnmucanHoe CMS-coobiieHue ¢ coBMelieHHou III,
copepikalllee IITaMII BpEMEHHU, U OTIIPaBJIseT ero o0paTHO KIHEeHTy. [Ipu Hanudum
COOTBETCTBYIOIIETO MPHU3HaKa B 3allpoce KJIMeHTa CEPBEP BKIIIOUAET B MOAIIMCAaHHOE
CMS-coo0b11eHue cBoM cepTugUKar.

TpebGoBaHUS K MPOTOKONY 0OOMeHa KJIMEeHTa U cepBepa IITaMIIOB BpEMEHMU:

— KJIIMEHT [OoIKeH (QOpMUpPOBaTh 3aldpoC Ha IIPOCTAHOBKY MITaMIa BpPEMEHU
c ormnedaTkoM OII, BLIUMCIEHHBIM C WHCIIOJIb30BAaHHMEM JIUOO aJropuTMa XJ3IIHU-
poBanusi 'OCT P 34.11-2012, 256 6uTt (0OBEKTHBIM HUOEHTUOUKATOP airoOpuTMa
1.2.643.7.1.1.2.2), nu6o I'OCT P 34.11-2012, 512 6uT (0OBEKTHHIN UAeHTUPUKATOP
anroputma 1.2.643.7.1.1.2.3). CepBep [OoKeH OTKa3aThb B 00paboTKe 3alpoca Ha
ITPOCTAHOBKY IITaMIla BpeMeHH C OTIIedaTKoM JI1, BHIYMCII€HHBIM C UCII0JIb30BaHUEM
JTI000T0 APYTrOoro aJropuTMa X3IHUPOBAHUS;

— KJIMEHT OOJIXKEeH BKJII0YaTh B 3alIpOC Ha IPOCTAaHOBKY IIITaMIla BDEMEHHU Clly4dau-
HO€ YHCJIO nonce (110 yMoT49aHUIo AjuHou 16 6aiiT), T03BOJIsIONIee YHUKAILHO UIEeH-
TUPUIMPOBATh HaHHEIM 3anpoc. CepBep OOJIKEH OTKa3aTh B 00pabOTKe 3ampoca Ha
ITPOCTAHOBKY IIITaMIla BDEMEHMU B CJIydyae OTCYTCTBUS B HEM yKa3aHHOTO CIIy4alHOTO
YUCIIa;

— npu BeluuciaeHuun Jll mitaMna BpeMeHU CEPBEP OOJIZKEH CKOIIUPOBAThH B HETO
otnevyaTok JIl ¥ ciaydyarHOe 4YHKCJIO nonce u3 3alpoca KiueHTa. [Ipu nmonydyeHuu
HmITaMIla BpeMeHU OT cepBepa KJIMEHT HNOJIKEH CpaBHUTH oTnedaTku Ol u ciyvau-
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HbI€ 9YHCJId B 3adlIpOCe M B IITaMII€e BpeMEHH, U OTKIJIOHUTH IMITaMII BPDEMEHHN IIPpHU HUX
HEeCOBIIaOEHHUHU.

TpebGoBaHUs K cepTUUKATy CepBepa LITaMIIOB BpEMEHMU:

— pmomonHeHue “Pa3penieHHas 00J1acTh MCIIOJIb30BaHUS OTKPHITOTO KiIoua” cep-
TU(UKaTa OOJIZKHO OBITh IIOMEYEeHO KaK KPUTUYHOEe, U B HEM MOOJIXKHBEI IIPHUCYT-
cTtBoBaTh UCKIOUUTeNbHO ucnosb3oBaHuA KEYUSAGE DIGITAL SIGNATURE u
KEYUSAGE_NON_REPUDIATION - T.e. OTKPBITHIY KJIIOY Pa3pelieHo UCII0Ib30BaTh
TONBKO g J11, HO He OJia mudpPOBaHUSA;

— pomonHeHue "PaciupenHas 00J1acTh UCIOJIb30BaHUS OTKPHITOrO KiIoda” cep-
TudUKaTa JOJIKHO OBITh IOMeYeHO KaK KPpUTUYHOE, ¥ B HEM [0JI?KHA TPUCYTCTBOBATH
TONBKO ofHa paciupenHas o6imacts RFC 3161 id-kp-timeStamping ¢ 06beKTHEIM
upeHtudrkaropom 1.3.6.1.5.5.7.3.8.

[IpoBepka IITaMIla BpEMEHU [OOJI2KHA IPOBOOUTHLCS IIOCJIe YCIEIIHOU IIPOBEPKU
OIl 37eKTPOHHOT0 MOKYMEHTa, OJisi KOTOpPO¥ OH ObLI IIpocTaBiieH. [Ipoliegypa mpo-
BEPKU IlITaMIla BpeMEHHU aHaJIOTU4YHa Ipolenype nposepku IJ1I noanrcarHoro CMS-
COOOIIeHNsI, TTOCJIe KOTOPOM BHIIIOJIHSAETCS IPOBEPKa COOTBETCTBUSA cepTudUKaTa
cepBepa LITaMIIOB BpeMeHU TPpeOOBaHUSAM, OITMCAHHLIM BEIIIIE.

[Ipu TIpOCTAaHOBKE IITaMIla BpeMeHU B OJIOUHOM pexuMe IopamnucaHHoe CMS-
cooOlieHre, BKIIo4aloliee mrTamn Bpemeru, uMmeeT ASN.1 KogupoBKY oIllpeneieHHON
onuHE (ASN.1 definite-length encoding). [Ipu npocTaHOBKe IIITaMIla BpEMEHU B IIOTO-
KOBOM pexkuMe nonnucaHHoe CMS-coobi11ieHue, BKITIOYalollee IITaMIl BpeMEHU, UMe-
eT ASN.1 kogupoBKy HeonpeneneHnHou OauHbl (ASN.1 indefinite-length encoding).

CnenmyeT y4uThIBaTh TOT (paKT, YTO IIPU IIPOCTAHOBKE IIITaMIla BPEMEHU IIOAMU-
canHoro CMS-coo0b1ieHns He0OXOOMMO MCIIOJIb30BaTh T€ PYHKIIUU IIPOCTAHOBKHU, KO-
TOphle He U3MeHS0T TUIll ASN.1 KOOUPOBKHU - ONpPeaesIeHHOW WU HeonpeoeleHHOu
OJIUHEL.

1.24.1 CTpyKTYyphl IPOCTAaHOBKH H IIPOBEPKH LITAMIIOB BpEMEHH

CrpyKkTrypa tsp request param t
CTpyKTypa napaMeTpoOB IIPOCTAHOBKHM HITaMIla BpeMeHu CMS-coo0IeHu:

— flag t flag
ITosne ¢ mackotl (nobumossvim HJIH) ¢paaz2o8 npocmaHosKku wmamna apemeHu CMS-
coobuLeHull:

e FIAG_TSP_REQUEST_INCLUDENONCE - dob6asisimb 8 3anpoc Ha noay-
YyeHue wmamna epeMeHuU cAy4atiHoe yuc.10 nonce 0auHou 16 6atm. I[IpukaadHoe
ITO Goa21cHO ucnob308ambv OaHHbLIU (h1a2 npu NPOCMAHOBKE WMAMNO8 8peMeHU
CMS-coobuw,eHuli;

e FLAG_TSP_REQUEST_ATTACHEDSIGNER - do6asasimb 8 3anpoc Ha no-
JYyYeHue wmamna epeMmeHu UHOUKamop 8K/104eHUA 8 wmamn cepmugpukama cep-
gepa wmamnoe epeMeHu.

— certid t * mycert
Ykazamesav Ha cmpykmypy udeHmugukamopa cepmupukama 0a5 onpedeseHus
KOoHmMeKkcma evlinosHeHus (YHUKaavHO udeHmudguuupyem pabouull cepmugpukam
ceccuu KC).

— uint32 t index
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ITose ¢ nopsidkosbiM Homepom (uHOekcom) SIT CMS-coobuw,eHus, 045 Komopoll ciae-
dyem 3anpocumsp wmamn epemeHu (00NHCHO 8biN0AHAMbCA ycaosue index > 0).

CrpyKTrypa tsp_response param t
CTpyKTypa napaMeTpoB BeruucieHus 1 u popMupoBaHUS IIITaMIIOB BDEMEHU:

— flag t flag
ITone c¢ mackoli (nobumoswvim HMJIH) ¢aazoe eviuucaeHus II1 u ¢dopmuposaHus
wmamnoe epemeHu:

e FIAG_TSP_RESPONSE_INCLUDETSANAME - Jo6asasamb 8 ¢popmupye-
Mblll wmamn epemeHu X.500-umsa saadesnvua cepmugukama cepgepa wmamnos
8peMeHU.

— certid t * mycert
Ykazamesav Ha cmpykmypy udeHmugukamopa cepmugpukama 045 onpedeseHus
KoHmMeKkcma evinosHeHus (YHUKaabHO udeHmuguuupyem pabouull cepmugpuram
ceccuu KC).

Ctpykrypa tsp verify param t
CTpyKTypa napaMeTpOB IIPOBEPKH mITaMIia BpeMeHu CMS-cooO0I1eHnu:

— flag t flag
ITone ¢ mackoi (nobumoswvim HJIHM) ¢aazoe nposepku wmamna spemeHu CMS-
coobuw,eHull:

e FLAG_TSP_VERIFY_IGNOREATTACHEDSIGNER - He uckamb cepmudu-
Kamwul nodnucaHmos cpedu cepmugpukamos u CAC, npukpenieHHbix K wmamny
8peMeHU.

— certid t * mycert
Ykazamesav Ha cmpykmypy udeHmugukamopa cepmupukama 0a5 onpedeseHus
KoHmMeKkcma evinosHeHus (YHUKaabHO udeHmudguuupyem pabouull cepmugpuram
ceccuu KC).

— uint32 t index
ITose ¢ nopsiokosbim Homepom (uHOekcom) SIT CMS-coobweHus, 015 KOmopoll cie-
dyem nposepumb wmamn apemMeHu (00AHCHO 8bino1HAMbCA ycaosue index > 0).

— certinfo_t info
ITone c mpebyemou 8o3spaujaemoll uHpopmayuel o cepmugukame cepgepa wmam-
nos 8pemMeHu.

Crpykrypa tsp verify result t
CTpyKTypa pe3yJibTaTa IIPOBEPKHU IIITaMIla BpeMeHHU i 3aganHoun III:

— date t time
ITone co epemeHem npocmaHoBKuU (8blducaeHus SIT) wmamna 8pemMeHu 8 4aCO80OM
nosce UTC.

— certificate t * cert
ITose c ykazameaem Ha cmpykmypy cepmugukama, Ha KOmopoM 8blNO/AHAAACH NPO-
gepka II1, m.e. cepmugpukama cepsepa wmamnos spemeHu (pasHo NULL 8 cayuae
HeHaxoocoeHusA cepmugukama cepsepa wmamnos 8pemMeHU).
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1.24.2 @®OyHKUOHH 0I0YHOH IPOCTAHOBKH H IIPOBEPKH HMITAMIIOB BpeMEHH

error status t VCERT1API VCERT _TspBlkRequestFromCmsMem (context t
hCtx, tsp request param t * pRequestPara, mem blk t* icms, mem blk t * oreq)

dyHKIMA OJI0YHOTO CO3aHUA 3allpoca Ha HoJiydyeHUe IITaMIla BpeMeHHU 06JI0Ka
naMsTu

AprymeHrhbI:

— hCtx (in) KOHTEKCT OMOIINOTEKYU;

— pRequestPara (in) cTpyKTypa ImapaMeTpOB IIPOCTAHOBKHU IlITaMIla BPpEMEHU
CMS-coobiieHui;

— icms (in) OJIOK IIaMSTH C HOOIIHCAHHBEIM CMS-cooOienueM (HOJIZKHO BBIIIOJI-
HATHCA yCJioBue icms->len > 0);

— oreq (out) 67I0K maMsTH C 3alTPOCOM Ha ITOJTy4eHHUe IIITaMIla BpeMeHu (0CBOOOXK-
naetca @pynknuer VCERT _FreeMem() - cm. onucanue B 1. 1.27.1).

Bo3BpaiiaeMbie 3HAYEHUS:
— VCERT _OK B cny4dae ycexa UM HEHYJIeBOU KOJ OIINOKMU.

error status t VCERT1API VCERT TspBlkRequestFromCmsFile (context t

hCtx, tsp request param t * pRequestPara, const char * icms, mem blk t * oreq)
OyHKIMS GJIOYHOT0 CO3[IaHUs 3allpoca Ha HoJyYeHNte IITaMIa BpeMeHu daina
AprymMeHrshI:

— hCtx (in) KOHTEeKCT OuOJINOTEKH;

— pRequestPara (in) cTpyKTypa IapaMeTpPOB IIPOCTAHOBKHU IIITaMIla BPEMEHU
CMS-coo011eHu;

— icms (in) daiin (He HyJIeBOM OJIMHEI) C MOoOnucaHHBIM CMS-coobIieHueM;

— oregq (out) 67I0K maMsTH C 3alTPOCOM Ha ITOJTy4eHHUe IIITaMIla BpeMeHu (0CBOOOXK-
naetca pyuknuerr VCERT _FreeMem() - cm. onmucanue B 1. 1.27.1).

Bo3BpaniaeMble 3HAYEHUS:
— VCERT _OK B cny4dae ycrexa UM HEHYJIeBOU KOJ OIINOKMU.

error status t VCERT1API VCERT _TspSignResponse (context t hCtx, tsp -
response param t * pResponsePara, mem blk t * ireq, mem blk t * ores)

®yHkIMA 65109HOTO BRUnucaeHus I 1 GopMUpoOBaHUS IIITAMIOB BpeMeHHU

AprymMeHrhI:

— hCtx (in) KOHTEKCT OMOINOTEKH;

— pResponsePara (in) cCTpyKTypa ITapaMeTPoB BeruuciaeHus II1 u popMupoBanHus
IIITaMIIOB BpEMEHU;

— ireq (in) GJI0K ITaMsSTHU C 3aIlIPOCOM Ha IIOJIyYeHHe IIITaMIa BpeMeHU (IOIXKHO
BBITIOJIHATHLCS ycIoBUe ireq->len > 0);

— ores (out) 610K maMsaTu ¢ cHOPMHUPOBAHHLIM IIITAaMIIOM BpeMeHU (0cBOOOXKOa-
etcsa ¢pyHkiueir VCERT _FreeMem() - cM. onucaHue B 1. 1.27.1).

Bo3BpaujaeMsbie 3HAaYEHUSI:
— VCERT _OK B cny4dae ycuexa UM HEHYJI€BOM KOJI OIINOKMU.
error status t VCERT1API VCERT TspVerifyResponse (context t hCtx, tsp -
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verify param t * pVerifyPara, mem blk t * ires, tsp verify result t * pVerifyResult)
dyHKUIUSA 65109HOM mpoBepKu DI chopMUPOBAHHOTO HITaMIIa BpEMEHU
AprymeHrhbI:

— hCtx (in) KOHTEKCT OMOJINOTEKH;

— pVerifyPara (in) cTpyKTypa IlapaMeTpOB IIPOBEPKU IIITaMiia BpeMeHu CMS-
COOOIIeHU;

— ires (in) 6710k mamMsATH ¢ CPOPMUPOBAHHLIM IIITAMIIOM BPEMEHH (IOJI2KHO BBITIOJI-
HATHCSA yCJioBUE ires->len > 0);

— pVerifyResult (out) cTpykTypa pe3ynabTaTa IPOBEPKHU HITaMIIa BDEMEHHU OJIs 3a-
manHou II1 (ocBoboxpmaercs dpyukuuelr VCERT TspFreeVerifyResult() - cMm. onu-
caHue B 1. 1.27.1).

Bo3BpamjaeMbie 3HAYEHUS:
— VCERT OK B cnydae ycliexa UJIM HEHYJIEeBOU KOJ OIINOKH.

error status t VCERT1API VCERT TspBlkUrlStampCmsMem (context t hCtx,
tsp request param t * pRequestPara, const char * url, mem blk t*icms, mem blk t
* ocms)
OyHKIYMSA GJIOYHOW TPOCTAHOBKY INITaMIla BpeMeHu 610Ka namMsaTtu CMS Ha cepBepe
AprymMeHrhbI:

— hCtx (in) KOHTEeKCT OuOJINOTEeKH;

— pRequestPara (in) cTpyKTypa IapaMeTpPOB IIPOCTAHOBKHU IIITaMIla BPEMEHU
CMS-coo011ieHuH;

— url (in) ctpoka (URI) c agpecom cepBepa IITaMIIOB BPEMEHU;

— icms (in) OJIOK IIaMSATH C HOOIIUCAHHBEIM CMS-cooOienuem (HOJIZKHO BBIIIOJI-
HATHCA yCJioBue icms->len > 0);

— ocms (out) 6710K maMsaTu ¢ nDommnucaHHBEIM CMS-cooOiieHueM, BKITIOYAIOIMINM
mrtaMmil BpemeHu (ocBoboxkmaeTcs pyukumeit VCERT _FreeMem() - cM. onucaHue B
o. 1.27.1).

Bo3BpalniaeMble 3HAUYEHHUS:
— VCERT _OK B cny4dae yclexa UM HEHYJIeBOU KO[ OIINOKMU.

error status t VCERT1API VCERT _TspBlkUrlStampCmsFile (context t hCtx,
tsp request param t * pRequestPara, const char * url, const char * icms, const char
* ocms)

dyHKIMS 6JI0YHOM ITPOCTAHOBKM IIITaMIia BpeMeHH (aiiia CMS Ha cepBepe

AprymeHTrhbI:

— hCtx (in) KOHTEKCT OMOIMOTEKHU;

— pRequestPara (in) cTpyKTypa IIapaMeTpPOB IIPOCTAHOBKM IlITaMIla BPpEeMEHU
CMS-coo0111eHUH;

— url (in) ctpoka (URI) c agpecom cepBepa IIITAMIIOB BDEMEHU;
— icms (in) daiin (He HyJIeBOM OJIMHEBI) C MoOnucaHHEIM CMS-coobIieHueM;

— ocms (out) dain ¢ mognucanHbIM CMS-coolOmieHneM, BKITIOYAIOIIMM IIITAaMII
BPEMEHH.

Bo3BpaniaeMsbie 3HAaYEHUSI:
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— VCERT OK B cnydae yclexa UM HEHYJI€BOM KO OIINOKMU.

error_status t VCERT1API VCERT _TspBlkVerifyCmsMem (context t hCtx, tsp -

verify param t * pVerifyPara, mem blk t * icms, tsp verify result t * pVerifyResult)
OyHKIMS 6JI0YHOY TPOBEPKM IIITaMIla BpeMeHHU 0JioKa naMatu CMS
AprymMeHThbI:

— hCtx (in) KOHTEKCT OMOIHNOTEKH;

— pVerifyPara (in) cTpyKTypa IlapaMeTpOB IIPOBEPKU IIITaMiia BpeMeHu CMS-
COOOIIeHU;

— icms (in) 670K maMsaTH C IIognHCAaHHBIM CMS-cooOIieHHueM, BKIIIOYAIOIINM
IITaMII BpeMeHU (HOI2KHO BBIIIOJIHATHCS yCloBUe icms->len > 0);

— pVerifyResult (out) cTpyKTypa pe3yabTaTa IPOBEPKHU HITaMIIa BpeMEHHU OJIs 3a-
manHou II1 (ocBoboxpmaetrcs pyukuruelr VCERT TspFreeVerifyResult() - cMm. onu-
caHue B 1. 1.27.1).

Bo3BpaiiaeMbie 3HAYEHUS:
— VCERT OK B cny4ae ycliexa UJIM HEHYJIEBOUM KO OIINOKH.

error status t VCERT1API VCERT TspBlkVerifyCmsFile (context t hCtx, tsp -
verify param t * pVerifyPara, const char * icms, tsp verify result t * pVerifyResult)

®yHKIMA GI0YHOU DTPOBEPKM IMITaMia BpeMeHU daiina CMS

AprymeHTrhbI:

— hCtx (in) KOHTEeKCT OuOJINOTEeKH;

— pVerifyPara (in) cTpyKTypa IapaMeTpPOB IIPOBEPKM IlITaMIla BpeMeHu CMS-
COOOIIEeHU;

— icms (in) daiin (He HyIeBOU AJINHEI) ¢ moanucanHeIM CMS-coob1eHueM, BKITIO-
YaIOIIUM IIITaMII BpEMEHUY;

— pVerifyResult (out) cTpyKTypa pe3yiabTaTa IPOBEPKHU MITaMIIa BDEMEHHU OJIs 3a-
manHou II1 (ocBoboxkpmaercsa ¢pyukuueit VCERT _TspFreeVerifyResult() - cm. onu-
canme B 1. 1.27.1).

Bo3BpaunijaeMsbie 3HAaYEHUSI:

— VCERT OK B cny4dae yclexa UM HEHYJI€BOM KO OIINOKMU.

1.24.3 @®OYHKIHH IIOTOKOBOH IIPOCTAHOBKH H IIPOBEPKH IITAMIIOB
BpeMeHH

error status t VCERT1API VCERT _TspStrUrlStampCmsInitMem (context t
hCtx, tsp request param t * pRequestPara, const char * url, mem blk t * icms,
strcms t * hStr)

OYHKIIVA WHULTHAIN3alluy IOTOKOBOU IIPOCTAHOBKY IITaMIla BpeMeHu CMS Ha
cepBepe

AprymMeHTrhbI:

— hCtx (in) KOHTEeKCT OuOJINOTEKH;

— pRequestPara (in) cTpyKTypa IapaMeTpOB IIPOCTAHOBKHU IIITaMIla BPEMEHU
CMS-coobmieHutt (monkKHa OBITh OOMHAKOBA ISt QYHKIIUY UHUITHAIN3AIUY, TTPOOOII-
XKeHUs U puHaInu3alun);
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— url (in) ctpoka (URI) c agpecoM cepBepa HITaMIIOB BpeMeHH (I0I2KHa ObITH OIU-
HaKoBa [OJI QYHKIINY WHUIIMAIU3alliuu, IPOOOJIXKEeH!US U (UHAIU3aIUN);

— icms (in) 67I0K maMsiTH C HadaJioM mofamucaHHoro CMS-coobiieHus (mOIKHO
BBITIOTHSATBLCS yCIIOBUE icms->len > 128);

— hStr (out) KOHTEKCT IIOTOKOBOM OIepalliu.
Bo3BpamnijaeMsbie 3HAaYEHUSI:

— VCERT _OK B cny4dae yclexa UM HEHYJIeBOU KOJ OIINOKMU.

error status t VCERT1API VCERT TspStrUrlStampCmsUpdateMem
(context t hCtx, tsp request param t * pRequestPara, const char * url, strcms t *
hStr, mem blk t * icms, mem blk t * ocms)

OyHKIKSA OPOOOJIKEHUS NOTOKOBOY MPOCTAHOBKY IITaMiia BpeMeHu CMS Ha

cepBepe
AprymMeHTbI:

— hCtx (in) KOHTEKCT OMOIINOTEKHU;

— pRequestPara (in) cTpyKTypa ImapaMeTpOB IIPOCTAHOBKHU IlITaMIla BPEMEHU
CMS-coobmieHuti (monkKHa OBITh OOMHAKOBA IO/1sT QYHKIIUY UHUITHAIN3AIUY, TPOHOII-
XKeHUs U puHaInu3aun);

— url (in) ctpoka (URI) c agpecoM cepBepa HITaMIIOB BpeMeHH (I0I2KHa ObITH OOU-
HaKoOBa [OJi1 QYHKIINYN WHUIIMAIN3aluy, IPOOOJIXKEeH!sI U (UHaIU3allun);

— hStr (in) KOHTEKCT IIOTOKOBOU OIlepalluy;

— icms (in) 610K maMsITU C IPOOOJIXKEeHNEM IMoanucanHoro CMS-coo0b1teHus;

— ocms (out) 6JI0OK mMaMsITH C NPOMOJIKEeHHEeM IoanucanHoro CMS-cooliieHnus,
BKJTIOYalomlero mraMi BpeMeHu (ocBoboxkpaeTrcs pyHkmueri VCERT _FreeMem() -
CM. onnucaHue B 1. 1.27.1).

Bo3BpaiiaeMbie 3HAYEHUSA:
— VCERT OK B cny4ae ycliexa Ui HEHYJIEBOUM KO OIINOKH.

error status t VCERT1API VCERT TspStrUrlStampCmsFinalMem (context t
hCtx, tsp request param t * pRequestPara, const char * url, strcms t * hStr, mem -
blk t* ocms)

dyHKIMA pUHaNW3ayy TOTOKOBOU HIPOCTAHOBKY IIfTaMiia BpeMeHu CMS Ha

cepBepe
AprymeHrhbI:

— hCtx (in) KOHTEKCT OMOJINOTEKHU;

— pRequestPara (in) cTpykKTypa IIapaMeTpPOB IIPOCTAHOBKM IlITaMIla BPpeMEHU
CMS-coo0bmieHut (monkKHa OBITh OOMHAKOBa IO/Is1 QyHKIIUY UHUIIUATIN3alUuX, TPOHOII-
XKeHus U puHaIU3aIlun);

— url (in) ctpoka (URI) c ampecoM cepBepa HITaMIIOB BpeMeHHU (I0JI2KHa ObITh O[IH-
HaKoOBa [OJid QYHKIINYU MHULIMAIU3aliy, IPOOOJI2KEeH!sI U (pUHaIUu3alluun);

— hStr (in) KOHTEKCT TOTOKOBOU OIlepallny;

— ocms (out) 6J10K MaMsITU C OKOHYaHUEM IToanucaiioro CMS-coo01ieHust, BKIIIO-
yaromiero mraMn BpeMeHH (ocBoboxkpaeTcs ¢yHkiuerd VCERT_FreeMem() - cwm.
omucanue B1. 1.27.1).
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Bo3BpanijaeMsbie 3HaYEHUSI:
— VCERT _OK B cnydae ycrexa UM HEHYJI€BOU KOJI OIINOKMU.

error status t VCERT1API VCERT _TspStrUrlStampCmsFile (context t hCtx,
tsp request param t * pRequestPara, const char * url, const char * icms, const char
* ocms)

OyHKIMS IOTOKOBOUM IPOCTAHOBKM IllITaMIla BpeMeHU (daitia CMS Ha cepBepe

AprymeHThbI:

— hCtx (in) KOHTEKCT OMOIINOTEKH;

— pRequestPara (in) cTpyKTypa IapaMeTpOB IIPOCTAHOBKHU IlITaMIla BpPpEMEHU
CMS-coo0111eHUH;

— url (in) ctpoka (URI) c agpecom cepBepa IITaMIIOB BpEMEHU;
— icms (in) ¢aiin (He Hy/IeBOU OJIUHEI) C IToanucanHbIM CMS-coobuieHueM;

— ocms (out) dain ¢ nmognucanHbIM CMS-coobmieHneM, BKITIOYAIOIIMM IIITAMII
BPEMEHH.

Bo3BpanjaeMbie 3HAaYEHUSI:
— VCERT _OK B cnydae ycuexa UM HEHYJIEBOM KO OIINOKM.

error status t VCERT1API VCERT TspStrVerifyCmsInitMem (context t hCtx,
tsp verify param t * pVerifyPara, mem blk t * icms, strcms t * hStr)

OyHKIMSA WHUNAIW3alliy TOTOKOBOW OIPOBEPKHU IITaMIla BpeMeHHU 0JI0Ka NaMsaTU
CMS

AprymMeHTbI:

— hCtx (in) KOHTEKCT OMOIINOTEKHU;

— pVerifyPara (in) cTpyKTypa NapaMeTpOB IIPOBEPKM IITaMIiia BpeMeHu CMS-
cooO1eHnM (HomXKHa ObITH OMMHAKOBA OISt GYHKIIMYN MHUIIMATU3AIIUH, ITPOI0JI2XKEHUS
1 QUHaAIU3alIuN);

— icms (in) 6710K IaMSATHU C Ha4YaJIOM nDoniucaHHoro CMS-coo0iieHns:, BKIII04Yalo-
[Iero IITaMII BpeMeHU (HOI?KHO BBIIIOJTHATHCS yCiIoBHe icms->len > 128);

— hStr (out) KOHTEKCT IIOTOKOBOM ONepallru.
Bo3BpaiiaeMsbie 3HAYEHUS:

— VCERT OK B cny4ae ycliexa UM HEHYJIEBOUM KO OIINOKU.

error status t VCERT1API VCERT TspStrVerifyCmsUpdateMem (context t
hCtx, tsp verify param t * pVerifyPara, strcms t * hStr, mem blk t * icms)

OYHKIMS TPOJOIKEHUs IOTOKOBOW TPOBEPKHU LITaMIla BpeMeHHU 0GJI0Ka MaMsaTH
CMS

AprymeHrhbI:

— hCtx (in) KOHTEKCT OMOINOTEKH;

— pVerifyPara (in) cTpyKTypa IlapaMeTpPOB ITPOBEPKM IlITaMIla BpeMeHu CMS-
cooO1IeHnM (DomKHa OBITH OMMHAKOBA OJIs QYHKIMU WHUIIUATA3alUH, ITPOA0JI2KEHU T
U QpUHaIu3alum);

— hStr (in) KOHTEKCT IOTOKOBOM OIEepalluy;

— icms (in) 6GJI0K MMaMsSTU C TPOHOJXKeHueM MonmucaHHoro CMS-cooObIeHus,
BKJIIOYAIOIIIETO IIITaMII BpEMEHH.
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Bo3BpaniaeMsbie 3HAaYEHUS:
— VCERT _OK B cnydae yclexa UM HEHYJIeBOM KO OIINOKMU.

error status t VCERT1API VCERT _TspStrVerifyCmsFinalMem (context t hCtx,
tsp verify param t* pVerifyPara, strcms t* hStr, tsp verify result t* pVerifyResult)

OyHKIMSA GUHATU3AMUY TOTOKOBOYW TPOBEPKHU IITaMIIa BpeMeHHU 0JI0Ka MaMsITH
CMS

AprymeHThbI:

— hCtx (in) KOHTEKCT OMOIINOTEKH;

— pVerifyPara (in) cTpyKTypa NapaMeTpOB IIPOBEPKM IITaMIla BpeMeHu CMS-
coo01eHnM (omXKHa ObITH OMMHAKOBA OISt GYHKIIMN MHUIMATU3aIIUH, TTPOI0JI2KEHUST
U QUHaAIU3allun);

— hStr (in) KOHTEKCT TOTOKOBOU OIlepallny;

— pVerifyResult (out) cTpyKTypa pe3yiabTaTa IPOBEPKHU LITaMIIa BDEMEHHU OJis 3a-
manHou II1 (ocBoboxmaeTrcs pyukuuelr VCERT TspFreeVerifyResult() - cMm. onu-
canue B 1. 1.27.1).

Bo3BpaiiaeMbie 3HAYEHUS:
— VCERT _OK B cny4dae ycrexa UM HEHYJIeBOU KOJ OIINOKMU.

error status t VCERT1API VCERT _TspStrVerifyCmsFile (context t hCtx, tsp -
verify param t * pVerifyPara, const char * icms, tsp verify result t * pVerifyResult)

OyHKIIMS IOTOKOBOU IPOBEPKHU IITaMIia BpeMeHU (daiiia CMS

AprymMeHrhbI:

— hCtx (in) KOHTEeKCT OuOJINOTEKH;

— pVerifyPara (in) cTpyKTypa IapaMeTpPOB IIPOBEPKM IlITaMIla BpeMeHu CMS-
COOOIIEeHNH;

— icms (in) ¢aiin (He HyIeBOU AJINHBI) ¢ moanucanHeM CMS-coob1ieHueM, BKITIO-
YaIoIIUM IIITaMII BDEMEHUY;

— pVerifyResult (out) cTpyKTypa pe3yiabTaTa IPOBEPKHU IITaMIIa BDEMEHHU OJIs 3a-
manHou II1 (ocBoboxkpmaeTrcsa ¢pyukuueit VCERT _TspFreeVerifyResult() - cm. onu-
canume B 1. 1.27.1).

Bo3BpamjaeMbie 3HAaYEHUS:

— VCERT _OK B cnydae ycliexa UM HEHYJIE€BOU KOJ OIINOKU.

1.25 ITonyuyenue online-craryca ceprudpukara

BubnuoTeka obecneurBaeT BO3MOXKHOCTD ITOJIydeHus online-ctatyca ceptuduka-
Ta B coorBeTcTBUM B RFC 6960 mo mpotokony Online Certificate Status Protocol
(OCSP). Online-craTyc cepTuduKaTa IIpeacTaBiIsgeT co00i moanrucaHHoe coobIeHne
- OCSP otBet (Response), chopMupoBaHHOE [Jid KOHKPETHOTO cepTu(uKaTa Ha KOH-
KPETHBII MOMEHT BPEMEHHU.

B nonyuenuu online-ctaTtyca cepTudukaTta y4aCTBYIOT OB€ CTOPOHHI - KJIMEHT U
cepBep OCSP otBeTtumka (Responder). KnueHT ¢popMupyeT 3ampoc Ha MOJIydeHue
online-cTtatyca cepTudukarta. B 9TOT 3anpoc KJIUEHT IIoMellaeT UOeHTU(PUKaTOp cep-
TuduUKarTa, online-ctratyc KOToporo TpeOyeTcs MOJIy4YnTh, a TaK¥Ke CIIy4alHYI0 IToCe-
moBaTeNlbHOCTb nonce - gononHeHre RFC 6960 id-pkix-ocsp-nonce ¢ 00beKTHBIM
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ugeatudukaropom 1.3.6.1.5.5.7.48.1.2, u otnipasnset ero no mnporokony HTTP gns
o6pabotku Ha cepBep OCSP oTBeTynKa. CepBep Ha OCHOBAaHUM ITOJIY4€HHOT0 3aIrpoca
dopMmupyeT nmoammcaHHOe coobIlleHue, cogepkaliee online-ctaTyc aisi yKa3aHHOTO
ceptudurKaTa, ¥ OTIIPABJIIET €r0o Ha3al KIIUEHTY.

TpeboBaHUs K TPOTOKONYy oOMeHa KiueHTa u cepBepa OCSP oTBeT4yuKa:

— KJIMEHT OOJIKeH (pOopMUPOBaTh 3alIpOC Ha IToJIy4eHUe online-cratyca ceptudu-
KaTa C uIeHTu(UKaTOpoM cepTuduKaTa, BLIYMCIIEHHLIM C UCIIOIb30BaHueM JTubo a-
roputMa xammpoBaHus 'OCT P 34.11-2012, 256 6uT (06beKTHBIN UAEHTUPUKATOPD
anroputma 1.2.643.7.1.1.2.2), nu6o 'OCT P 34.11-2012, 512 6uT (00BbEKTHHIN UIEH-
TuduKaTop anropurMma 1.2.643.7.1.1.2.3). CepBep moKeH 0TKa3aTh B 00paboTKe 3a-
IIpoca Ha Imojy4deHue online-ctaTyca cepTuduKaTta, B KOTOPOM UAEHTUPUKATOP Cep-
Tu¢UKaTa BEIYUCIIEH C UCIIOJIb30BaHUEM JII000T0 APYTroTro aJropuTMa X3IIUPOBaHUS;

— KJIMEHT [OJI2KeH BKJII0UaTh B 3alIPOC Ha mony4yeHue online-ctaTyca cepTudukara
CIy4aMHYIO ITOCJIeIoBaTEIbHOCTh nonce (1o yMo4aHuio gjiuHou 16 6aiT), mo3BoJs-
IOIYI0 YHUKAJIbHO UAEeHTU(MUIUPOBATh JaHHBIM 3anpoc. CepBep OOJI2KEH 0TKa3aTh B
00paboTKe 3ampoca Ha nojny4deHue online-cratyca ceptudrukara B ciiydae OTCyTCTBUS
B HEM yKa3aHHOU CJIy4auHOU II0CJIefOBaTEIbHOCTHU;

— mipu BeruucneHun III online-cTtaTyca cepTuduKaTa CepBep HOIXKEH CKOIITUPO-
BaTh B HETO UAEHTU(DUKATOP CepTUPUKATA U CIIy4YalHYIO II0CJIef0BaTEIbHOCTh nonce
13 3amnpoca KiaueHTa. [Ipu nmonyyenun online-ctatyca ceptudukara OT cepBepa Kiu-
€HT JOJI2KEeH CPaBHUTh UAEHTU(PUKATOPH cepTudUKaTa U CIIydalHbIe ITOCTIeq0oBaTe/lb-
HOCTH B 3ampoce u B online-ctatyce cepTuduKkaTa, 1 OTKJIIOHUTH online-ctaTyc cepTu-
(¢dukaTa npu UX HECOBIIANEHUH.

TpeboBaHus K ceprudurary cepBepa OCSP oTBeTuHKa:

— pmomonHeHue “Pa3penieHHas 00J1acTh HUCIIOJIb30BaHUS OTKPHITOTO Kiouda” cep-
THUKATa JOJIKHO OBITH IIOMEYEHO KaK KPUTHUYHOE, U B HEM [OJIXKHBI IIPUCYTCTBO-
BaTh ucnonb3oBaHusi KEYUSAGE DIGITAL SIGNATURE u KEYUSAGE NON -
REPUDIATION - T.e. OTKPBITHIY KJIIOY pa3pelleHo UCI0Ib30BaTh oy IlI;

— B pomonHeHuM “PacimpeHHass 00JI1acTh HCIIOIB30BAHHUS OTKPHITOTO KIiToda”
OOJI2KHA NPUCYTCTBOBaTh pacmuperHas ob6macte RFC 6960 id-kp-OCSPSigning c
00BeKTHHIM uneHTudukaropom 1.3.6.1.5.5.7.3.9.

1.25.1 CrTpyKTyphl nNoxydeHus online-craryca ceprudukara

CTpyKTypa ocsp _request param t
CTpyKTypa napaMeTpoOB IIOJIy4eHUs online-ctaTtyca cepTudukara:

— flag t flag
ITose ¢ mackot ¢paazos (3ape3eps8upo8aHo, 00AHCHO bbimb pasHo 0).

— certid t * mycert
Ykazamesav Ha cmpykmypy udeHmugukamopa cepmugpukama 015 onpedeseHus
KOHmMeKkcma evinosHeHus (YHUKAabHO udeHmudguuupyem pabouull cepmugpuram
ceccuu KC).

CTpyKTypa ocsp_response _param t
CtpykTypa napaMeTpoB BeiyucieHus JI1 online-ctatyca ceptudukara:

— flag t flag
ITose ¢ mackol ¢paazos (3ape3eps8upo8aHo, 00AHCHO bbimb pasHo 0).
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— certid t * mycert
Ykazamenav Ha cmpykmypy udeHmugukamopa cepmupukama 0a5 onpedesneHus
KOHmMekcma ebinoaHeHusi (YyHUKaabHo udeHmuguuupyem pabovull cepmugpuram
ceccuu KC).

CrpyKTtypa ocsp _verify param t
CrpykTypa napaMeTpoB IpoBepku III online-ctaTtyca ceptudukara:

— flag t flag
ITose ¢ mackotl ¢paazo8 (3ape3epsuposaHo, 00AHCHO Obimb pasHo 0).
— certid_t * mycert
Ykazamesav Ha cmpykmypy udeHmugukamopa cepmupukama 015 onpedeseHus

KOHmMeKkcma evinosHeHus (YHUKAaabHO udeHmudguuupyem pabouull cepmugpuram
ceccuu KC).

— certinfo_t info
ITone ¢ mpebyemoltl so3zspaw,aemotl uHpopmauuet o cepmugpukame cepsepa OCSP
omsemyukad.

CrpyKTtypa ocsp_verify result t
CTpykTypa pe3ynbTaTa ImpoBepku IlI online-ctaTtyca cepTtudukara:

— int32 t status
ITose c online-cmamycom cepmuguxkama:

e 0 - cepmugpurkam deilicmeumeneH;
e 1 - cepmugpukam aHHYAUPOBAH;
e 2 - online-cmamyc He u3zgecmeH.

— int32 t reason
a5 aHHyAauposaHHO20 cepmugukama, nose ¢ NPUYUHOU AHHYAUPOBAHUSA cepmudu-
Kama (cMm. onucaHue 8 nodpa3oese 1.8).

— date t revtime
na aHHyAuposaHHO20 cepmuguKkama, nosie co 8peMmeHeM adHHYAUPOBAHUA cepmu-
¢duxama.

— date t thisupd
ITosne co sBpemeHem Hauaaa Oeticmeusa 0aHHO20 online-cmamyca cepmugukama.

— date t nextupd
ITone co spemeHem OKOHuUaHUA Oeticmeusa OaHHO20 online-cmamyca cepmugukama.

— certificate t * cert
ITose c ykazameaem Ha cmpyKkmypy cepmugukama, Ha KOmopoMm 8blN0/AHAAACH NPO-
gepka OII, m.e. cepmugpukama cepsepa OCSP omeemuuka (pasHo NULL 8 cayuae
HeHaxodicOoeHus cepmugpukama cepsepa OCSP omeemyuka).

1.25.2 ®yakuouu nojixydeHus online-craryca ceprudpukara

error status t VCERT1API VCERT _OcspCreateRequest (context t hCtx, ocsp -
request param t * pRequestPara, mem blk t * cert, certificate t * rgst)

OYHKIMS CO3aHMs 3alpoca Ha ImoiydeHue online-ctatyca ceprudukara

AprymMeHThbI:

— hCtx (in) KOHTEKCT OMOJINOTEKH;
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— pRequestPara (in) cTpyKTypa mapaMeTpoB II0JIydeHUus online-ctaTyca CepTu-
dukara;

— cert (in) GJI0K maMsTU C cepTUudUKATOM A1 ImonydeHus online-craryca B DER-
KogupoBKe unu PEM-dopmMmare;

— rqst (out) 6710k mamMsiTU C CO3MaHHBLIM 3aIllPOCOM Ha IToydeHue online-crtatyca
ceptudukara (ocoboxpaercsa ¢pyHkumeir VCERT_FreeMem() - cM. onucaHue B II.
1.27.1).

Bo3BpamnjaeMbie 3HAaYEHUS:
— VCERT OK B cnydae ycliexa UJIM HEHYJIEeBOU KOJ OIINOKU.

error status t VCERT1API VCERT OcspSignResponse (context t hCtx, ocsp -
response param t * pResponsePara, mem blk t * rqst, mem blk t * resp)

dyukuusa 00pabOTKU 3ampoca Ha nmoaydeHue online-cratyca cepTudurkara

AprymMeHTbI:

— hCtx (in) KOHTEKCT OMOIUOTEKH;

— pResponsePara (in) cTpyKTypa nmapaMeTpoB BeiuucieHus JII online-ctatyca
cepTudUKaTa;

— rqst (in) 610K IMaMsITU C 3alIpOCOM Ha IoaydeHue online-ctaTyca cepTudukara
(mOMKHO BBEIIIONIHATHCA yciaoBue rgst->len > 0);

— resp (out) 6JI0K ImaMsTH C IMOONUCAHHBLIM online-ctaTycoMm cepTudukara (0CBO-
6oxpmaetcsa ¢pyukiuelr VCERT_FreeMem() - cMm. onucanue B 1. 1.27.1).

Bo3BpaiiaeMbie 3HAYEHUS:
— VCERT OK B cny4ae ycliexa Ui HEHYJIEBOUM KOJ OIINOKH.

error status t VCERT1API VCERT OcspUrlObtainResponse (context t hCtx,
ocsp_request param t* pRequestPara, const char * url, mem blk t* cert, mem blk t
* resp)

dyHKIMA nonydyeHus online-ctaTyca cepTudukaTta Ha 3aganHoM OCSP cepsepe

AprymeHrhbI:

— hCtx (in) KOHTEKCT OMOINOTEKH;

— pRequestPara (in) cTpyKTypa mapaMeTpoB II0JIydeHUs online-ctaTyca CepTu-
dukara;

— url (in) ctpoka (URI) ¢ agpecoMm cepBepa OCSP oTBeTumKka. Ecinu maHHas CTpo-
kKa paBHa NULL, To g5 nmony4deHus online-craTyca nmociegoBaTeIbHO UCIIOJIb3YIOTCS
Touku AIA Tuna id-ad-ocsp c 00bekTHEIM ugeHTUPUKaTopom (OID) 1.3.6.1.5.5.7.48.1
n3 cepTuduKaTa Ojis noiaydeHus online-ctaryca;

— cert (in) 010K MaMsTU C cepTUUKATOM [ nmojrydeHus online-ctaryca B DER-
KonupoBke unu PEM-dopwmare;

— resp (out) 6JI0K rmaMsaTU C IMOONUCAHHBIM online-ctaTycoMm cepTudukara (0CBO-
6oxpaetcsa pyukuuelr VCERT FreeMem() - cm. oncanue B 1. 1.27.1).

Bo3BpanlaeMbie 3HAaYEHUS:
— VCERT OK B cny4ae ycliexa UM HEHYJIE€BOU KOJ OIINOKH.

error status t VCERT1API VCERT _OcspVerifyResponse (context t hCtx, ocsp -
verify param t * pVerifyPara, mem blk t * resp, ocsp verify result t* pVerifyResult)
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dyuking nposepku II1 online-ctaTtyca cepTudukara
AprymMeHrhbI:

— hCtx (in) KOHTEKCT OMOIMOTEKH;

— pVerifyPara (in) cTpyKTypa mapaMeTpoB ImpoBepku Il online-ctaTtyca ceptu-
dbukara;

— resp (in) 6JI0K MaMsITH C IOAIIMCAaHHBIM online-cTaTycoMm cepTuduKkaTa (DOIKHO
BBITIOJIHATHLCS yCIOBUe resp->len > 0);

— pVerifyResult (out) cTpykTypa pe3ynbTaTa npoBepku III online-cTtatyca cep-
tudukara (oceoboxmaercs pyukumeit VCERT_OcspFreeVerifyResult() - cm. onu-
canume B 1. 1.27.1).

Bo3BpamjaeMbie 3HAaYEHUS:

— VCERT _OK B cnydae ycliexa UJIM HEHYJIE€BOU KOJ OIINOKU.

1.26 BnIpadoTKa CIy4aMHOT 0 YHC/Ia 3aJJaHHOH MITHHBI

[Tpu BEI30Be (PYHKIIMYM BHIPAOOTKU CIIy4alHOTO YKCJIa BHIIIOHSAETCS MHUILIMAIN3a-
nus IICY, ecriu oH He OB MHUIIMAIM3UPOBAH paHee.

1.26.1 @®PYHKIHH BHIPAOOTKH CJIy4aMHOI'0 YHC/Ia 3aJaHHOH NIHMHBI

error status t VCERT1API VCERT GenRandom (context t hCtx, uint32 t size,
mem blk t* rand)

®yHKIYMSA BRIPAOOTKM CIIYYalHOI'O YKCIa 3aJaHHON OJINHEI

AprymMeHTbI:

— hCtx (in) KOHTEKCT OMOIINOTEKY;
— size (in) gnuHAa CJIy4YalHOTO YUCJa OJid BEIpaOOTKY B OalTax;

— rand (out) O/10K IMaMATH OJIS 3allUCU CIIy4alHoro yucia (ocBoboxmaeTcs QyHK-
nuer VCERT FreeMem() - cMm. ontucaHue B 1I. 1.27.1).

Bo3BpamiaeMbie 3HAYEHUS:
— VCERT OK B cnydae ycliexa UJIM HEHYJIE€BOU KOJ OIINOKU.

1.27 BbeIgesieHHe U OCBOOOXKIEeHHEe IMMaMATH

B pe3ynbTaTe cBOero BBITOTHEHUsT PYHKIMKU OMOIMOTEKH MOTYT BHIAEINSTh OJIOKHU
maMsiTU Unau 0oJiee CIOXKHBIE CTPYKTYPHI IOJIsI Iepedadyu pe3yJibTaTa IIPUKIagHOMY
[TO. ByioKu naMsTH UM CTPYKTYPHI, BEIIEIeHHbIE B QYHKIIUSIX OMOTNOTEKY, OOJIXKHBI
OBITH 0CBOOOXKIEHHI C TIOMOIITbIO OMHOM M3 QYHKIIUYM OUOIMOTEKH, TPpedHa3HaUeHHBIX
IJIsi OCBOOOXKIeHU MaMsaTu. UITHOpPUpPOBaHUEe MaHHOTO TPeOOBaHUS, a TaK¥Ke MOTBIT-
Ka 0CBOOOXKOeHUsI OJIOKOB ITaMSITU HJIM CTPYKTYP C IIOMOIIBI0 (QYHKIIUN CTOPOHHUX
OuOIMOTEK - HaIpUMeDP, CUCTEMHBIX - IPUBEHET K yTEeUYKe MMaMsITU WU aBapUNHOMY
3aBePILEeHUnI0 IIpollecca npukinagaoro I10.

1.27.1 ®YHKIHH BbIJEJI€HUSI © OCBOOOXKIEHUSI MaMSsITH

void * VCERT1API VCERT AllocMem (context t hCtx, size t len)
OyHKIMSA BrIfesieHUs 6J10Ka IaMATH
AprymMeHTbI:
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— hCtx (in) KOHTEeKCT OuOJINOTEKH;

— len (in) TpebyeMrIii pa3mep 6710Ka maMsATH B OaiiTax.
Bo3BpaiiaeMbie 3HAYEHUS:

— != NULL yKa3aTesb Ha BHIEJIEHHBIN OJIOK TaMATU B ClIydae ycIexa.

void * VCERT1API VCERT_ReallocMem (context t hCtx, void * data, size t len)
®yHKINA Hepe-BhAeJIeHN 0JI0Ka TaMaTU
AprymMeHTrhbI:

— hCtx (in) KOHTEeKCT OuOJINOTEKH;

— data (in) ykasaTenb Ha CYILIeCTBYIOIINUY OJIOK TaMsTH;

— len (in) HOBBIY TpeOyeMbIil pa3Mep 6710Ka maMsATH B OaiiTax.
Bo3BpamiaeMbie 3HAaYEHUS:

— I= NULL yxka3aTenb Ha epe-BefieJIEHHBIN OJIOK MaMATH B CIIydae ycruexa.

void VCERT1API VCERT FreeMem (context t hCtx, void * data)
QVHKIIUA 0CBOOOXKIEeHUS OJI0Ka IaMsITH
AprymMeHTbI:

— hCtx (in) KOHTEeKCT OuOJINOTEKH;

— data (in) yka3aTenb Ha 0CBOOOXKaaeMbIii OJI0K ITaMsITH.

error status t VCERT1API VCERT _CopyCert (context t hCtx, certificate t * icer,
certificate t * ocer)

OYHKIINS KOONNUPOBaHUSA COOEPIKUMOT0 CTPYKTYPHL cepTuduUKaTa
AprymeHrhbI:

— hCtx (in) KOHTEeKCT OuOJINOTEKH;
— icer (in) yKasaTesb Ha UCXOOHYIO CTPYKTYPY CEPTUPUKATA;

— ocer (out) ykasaTenb Ha CTPYKTYpPy cepTudUKaTa HazHadyeHUs (OyOnupyeTcs
TOJIBKO COIEPIKUMOE CTPYKTYPHI, HO HE caMa CTPYKTypa) (ocBoboxkmaeTcss PyHKITUEH
VCERT _FreeCert()).

Bo3BpaniaeMble 3HAYEHHUSI:
— VCERT _OK B cny4dae ycrexa UM HEHYJIeBOU KOJI OIINOKMU.

void VCERT1API VCERT _FreeCertld (context t hCtx, certid t * pCertld)

OVYHKINSI 0CBOOOXKIEHUA COOEPKMUMOT0 CTPYKTYPhI VHUKAJILHOT'O
naeHTUdUKaTOpa cepTudrKaTa

AprymMeHTrhbI:

— hCtx (in) KOHTEKCT OMOJINOTEKH;

— pCertld (in) yka3aTejib Ha 0CBOOOXKOAaeMYyI0 CTPYKTYPY YHUKAJIbHOTO UOEHTU-
¢ukaTopa ceptudurarta (0CBOO0KIAETCS TOJILKO COOEPKUMOE CTPYKTYPHL, HO HE Ca-
Ma CTPYKTypa).

void VCERT1API VCERT FreeCert (context t hCtx, certificate t * pCert)
OyHKIMSA 0CBOOOKIEHUS COOEPKUMOIr0 CTPYKTYPHI cepTuduKaTa
AprymeHrhbI:

— hCtx (in) KOHTEKCT OMOIINOTEKYU;
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— pCert (in) yka3aTejib Ha 0CBOOOXIaeMyI0 CTPYKTYypPy cepTudukara (0cBOOOK-
maeTCs TOJIBKO COOAEePIKUMOe CTPYKTYpPhI, HO HEe caMa CTPYKTypa).

void VCERT1API VCERT _FreeCrl (context t hCtx, crl t * pCrl)
OVHKIINA OCBOOOXKIEHUSA COOEPIKUMOT0 CTPYKTYPEL CAC
AprymMeHThbI:

— hCtx (in) KOHTEKCT OMOIHNOTEKH;

— pCrl (in) ykasaTesnb Ha ocBoOoxkgaeMyto CTPYKTypy CAC (ocBOOOKIAEeTCSI TOMIb-
KO COOEPKMMOE CTPYKTYPhI, HO HE caMa CTPYKTypa).

void VCERT1API VCERT FreeAltnameEx (context t hCtx, altname ex t *
pAltname)

OyHKIMSA 0CBOOOKIEHUS COOEPKUMOr0 CTPYKTYPEI MaCCUBa OIPYTUX UMeH
albTEePHATUBHOIO UMEHU

AprymMeHrhbI:

— hCtx (in) KOHTEKCT OuOJINOTEeKH;

— pAltname (in) yka3aTesb Ha 0CBO00XKIaeMy1o CTPYKTYPY MaCCUBa OPYTUX UMEH
aTbTEPHATUBHOTO UMEHU (0CBOOOKOAETCS TOJIBKO COIEPKUMOE CTPYKTYPHI, HO HE ca-
Ma CTPYKTypa).

void VCERT1API VCERT FreeVerifyResult (context t hCtx, verify result t *
pVerifyResult)

OYHKIINSA 0CBOOOXKIEHHUSI COOEPKUMOI'0 CTPYKTYPHL pe3yabTaTa IpoBepku JI1

AprymMeHTrhbI:

— hCtx (in) KOHTEKCT OMOIINOTEKYU;

— pVerifyResult (in) yka3zaTesb Ha 0CBOO0XKOaeMYIO0 CTPYKTypPYy pe3yibTaTa IIpo-
Bepku IIT (0cBOOOXKIAaeTCsT TOIBKO COOEPKMUMOE CTPYKTYPhI, HO HE caMa CTPYKTypa).

void VCERT1API VCERT _FreeDecryptResult (context t hCtx, decrypt result t*
pDecryptResult)

OYyHKIMS 0CBOOOKIEHUS COOEPKUMOI0 CTPYKTYPHI pe3dyJibTaTa paciiundpoBaHus

AprymMeHrhI:

— hCtx (in) KOHTEKCT OMOINOTEKH;

— pDecryptResult (in) ykazaTenb Ha OCBOOOXKOAaeMyl0 CTPYKTYpPYy pe3yJbTaTa
pacmudpoBaHus (0CBOOOXKAAETCSI TOJIBKO COOEPKMMOE CTPYKTyphl, HO He caMa
CTPYKTYypa).

void VCERT1API VCERT _FreeFindResult (context t hCtx, find result t *
pFindResult)

OyHKIMSA 0CBOOOKIEHUS COOEePKUMOIr0 CTPYKTYPEI pe3yJibTaTa IoucKa
cepTudrUKaTOB

AprymMeHrshbI:

— hCtx (in) KOHTEeKCT OuOJINOTEKH;

— pFindResult (in) yka3aTenb Ha 0CBOO0OKIaeMyI0o CTPYKTYPY pe3yabTaTa IIouCcKa
cepTuduKaToB (0OCBOOOKIAETCS TOJIHBKO COOEPKUMOE CTPYKTYPhI, HO HE caMa CTPYK-
Typa).

void VCERT1API VCERT _CmsFreeMsgInf (context t hCtx, cms msginf t *
pMsglInf)
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OYHKIIUA OCBO60}KJIGHI/IH COIIEPKMMOTO0 CTPYKTYPHL HHpopManuu o CMS

CO00IIIEeHNN
AprymeHrhbI:

— hCtx (in) KOHTEKCT OMOJINOTEKH;

— pMsgInf (in) yka3aTejb Ha 0CBOOO0XKIaeMyl0 CTPYKTypy uHpopmaruu o CMS-
coob1eHn (0CBOOOKIOAeTCs TOJILKO COOAEPKUMOE CTPYKTYPHI, HO He caMa CTPYKTY-
pa).

void VCERT1API VCERT TspFreeVerifyResult (context t hCtx, tsp verify -
result t * pVerifyResult)

OYHKIMS 0CBOOOKIEHUS COOEPKUMOTr0 CTPYKTYPEL pe3yJibTaTa IPOBEPKHN
IITaMIa BpeMeHU

AprymeHrshI:

— hCtx (in) KOHTEKCT OMOIMOTEKH;

— pVerifyResult (in) yka3zaTejb Ha 0CBO00XKOaeMyI0 CTPYKTYPY pe3yjiabTaTa IIpo-
BEPKM IlITaMIla BpeMeHU (0CBOOOKaeTCs TOIIBKO COOEPIKUMOE CTPYKTYPHI, HO HE ca-
Ma CTPYKTypa).

void VCERT1API VCERT OcspFreeVerifyResult (context t hCtx, ocsp verify -
result t * pVerifyResult)

OyHKIMSA 0CBOOOKIEHUS COOEPKUMOr0 CTPYKTYPEL pe3yJibTaTa IPOBEPKN
cTaTyca cepTudukara

AprymMeHrhbI:

— hCtx (in) KOHTEeKCT OuOJINOTEKH;

— pVerifyResult (in) yka3zaTesb Ha 0CBOO0XKOAaeMYIO CTPYKTYpPY pe3yiabTaTa IIpo-
BEPKHU CTaTyca cepTuduKaTa (0CBOOOKIAETCS TOJILKO COMEePKUMOE CTPYKTYPHI, HO
He caMa CTPYKTypa).

1.28 Onucanue KoHPUrypamuoHuHoro ¢gaiia pkil.conf

Koundurypaumonusiii ¢gaiin pkil.conf npengHa3HadeH g XpaHeHUs nHPoOpMaluu
0 HaCTPOEHHEBIX podunax O0ubnmoTeku. [JaHHBIN (paiil MOXKET UCIOJIb30BaThCA IIPHU
BBI30BE YIIPOIIEHHOW (GQYHKIMU WHULManu3anuu KoHTeKcTra 0ubnuoreku VCERT -
Initialize().

Koundurypanuounnsi ¢darin pkil.conf mnpencraBnisier cobGoii TEKCTOBBIM daiin
B KomupoBke CP1251, comepxamuii cTpoku Buzga <Directive>: <Value>, rpoe
<Directive> - umeHTHdUKATOP OUPEKTHUBH (KOHGUTYpPAllMOHHOTO IIapaMeTpa), a
<Value> - 3HayeHre OJUPEKTUBH (KOHPUTypallMOHHOTO mapaMeTpa). CTpoKHU, Ha4yu-
HAIOIIIMECsS C CUMBOJIA #, SIBJISIOTCSI KOMMEHTAPUSIMU.

B ¢daitne pkil.conf MoryT UCIonb30BaThCS CIEOyIONINEe TUPEKTUBHI:

— default 3apaeT ums npodusnss 6UOINOTEKH, UCIIOJIL3yEMOT0 10 YMOTUYaHUI0 (Ou-
PEKTHBa ONIIMOHAJIbHA);

— c€rsrv 3agaet uMs npoduiist 6ubIM0TEKH, K KOTOPOMY OTHOCSITCS ITOCJIEAYIOIINE
OUPEKTHUBH (IMPEKTUBA 00s13aTesIbHa);

— binding ctpoka nopknioodeHuss DCE-RPC String Binding Bupa ncacn_ip_-
tep:<IP-agpec mwiu DNS-umst KC>[1333] (xoTs ObI OqHa OIUPEKTHBa 00sI3aTesIbHa,
MOZKeT OBITh HECKOJIBKO OUPEKTUB).
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Huxe npuBeneH npuMep KoHpUrypanmuoHHoro ¢aiina pkil.conf:
default: Mo yMonyaHwuwo

# KoHourypauma npoounsa "Mo ymonyaHwuwo"
crsrv: [lo yMonyaHwuio

binding: ncacn ip tcp:crsrv.x509.ru[1333]
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2 OIIMCAHHME OIIUBOYHBIX CUTYAIIUH

Huxe (Tabnuna 3) npuBegeHO OIMCaHME BO3MOXKHBIX OIIMOOYHBLIX CUTyauuil. B
JIEBOM KOJIOHKE YKa3aHO CUMBOJIbHOE UMSI OMIMOKHY U IIeCTHaAllaTEPUYHOE 3HaYeHUEe
ee Kofa, B IpaBOU KOJIOHKE IIPUBEOEHO OeTaJIbHOEe OIIMCaHue U IIpUYUHa BO3HUKHO-

BEHUS OIIUOKHU.

Tabnuna 3 - Onucanue oMMOOYHBIX CUTYalIUM

HWMs1 ¥ KO OIIHOKH

OnucaHue u IIPHYHHA BOSHHKHOBEHHSA OLIHOKH

VCERT_OK (0x00000000)

YcnewHoe 3aBepuweHue QyHKUUM

VCERT E_GENERIC

Obwas (BHyTpeHHss) ownbka 6ubnMoTekn. YKa3biBaeT Ha BO3MOXHYKW owubky B ca-

(0xE0700001) MO BUBNIMOTEKE MMM Ha UCKAXEHUs B €e HacCTponkax
VCERT_E INVALID PARAMETER B ¢yHKumMi 6bl1 nepepaH HeBepHbii napaMeTp. Bo3HMKaeT B cryyae nepepayu Hyne-
(OxE0700002) BOr0 yKa3aTens, HEBEepHO 3aMnoJIHEHHOW CTPYKTypbl 0ObeKTa CUCTEMbl ynpaBfieHus

ceptupukatammu (CYC) unv mapamMeTpoB WM Npu HEBEpHOM pa3Mepe 6rioka namsaTu

VCERT E_INVALID CONTEXT
(6XEQ700003)

HeBepHbIN KOHTEKCT 6MOBNMOTEKM, MOTOKOBOW MMM Opyron onepauuu. BeposiTHO, wuC-
KaXeHbl HacTpoWku npoduns nonb3osaTtens unu obHapyxeHa ownbka B CUHTaKcuce
KOHpUrypaunoHHoro ¢anna pkil.conf

VCERT E_OPERATION NOT -

Onepauusa (unu GyHKUMA) He nopgaepxuBaeTcsa. BbinonHeH BbI30B QYHKLMM unu one-

SUPPORTED pauuu, He nopaepxuBaeMon BMONMOTEKOW UMM He pa3peleHHOW Ons KOHTekcTa 6umb-
(0xE0700004) IMOTEKM
VCERT_E INVALID FLAG B ¢yHKuMw Obl1 nepepaH HeBepHbi ¢nar. B napaMeTpe unuM B CTPYKType napamer-
(0xEQ700005) poB ¢yHKUMM yKa3aHa HeBepHas Macka (nobutosoe WIN) ¢naros
VCERT _E_NO_MEMORY HepocTaTo4yHO onepaTuMBHOW MamMaTu. BeposiTHO, npou3BepneH Bbi30B 6M04YHON QYHK-
(0xEOQ700006) UMM Hap cnuwkoM 6onbwuM H6M0KOM namaTu unu dannom
VCERT_E DIGEST Ownbka BbIYMCIIEHUA X3W-3HayeHus. BeposTHO, HeBepeH OOLEKTHbI UAEHTUPUKATOP
(0xEQ700007) (0ID) anropuTMa X3WMPOBaHUA
VCERT_E_CERT_USAGE HeBepHoe ucnonb3oBaHue cepTudukata. B pabouyeM cepTudukate oTCyTCTBYeT Tpe-
(OxE0700008) byeMoe pa3pelWeHHoe MCNofib30BaHWe Kiw4va npoBepku IM/OTKPLITOro Krw4va wudpo-

BaHUS, perflaMeHT WIM pacWMpeHHOe MCMOoNb30BaHMe Kiio4da npoBepku 3M/0TKpPLITOro
Knloya wuppoBaHua

VCERT E CERT FIND -
PRIVATE_KEY

He HaipeH knw4 3M, coOTBETCTBYWWWN AaHHOMY cepTudukaTy. OTCYTCTBYeT Krioye-
BOM HocuTenb c TpebyembM knw4vom 3, HeBepeH MUH-kop ycTpoWcTBa Tuna cMapT-

(0XEQ700009) KapTa wiu HeBepeH naponb kio4da 3l
VCERT _E CMS_ADD SIGNATURE Ownbka pnobasneHus 3M K coobueHuwo B dopmaTe CMS/PKCS#7. BepodaTHO, 4TO Hepo-
(0xE070000C) CTaTO4YHO pecypcoB [A/1f BbINOSIHEHWUA onepauuun, npousowen cbow annapaTHOro pgart-

ynkKa cny4yanHeix yucen (OCY) wnm HeT pocTtyna K ®KH vdToken c HeusBnekaembM
KnwyoMm 3

VCERT E_CMS_ASN1 DECODE

Owunbka BbinonHeHus ASN.1l-pacnakoBku coobueHus B popMaTe CMS/PKCS#7. BeposT-

(OXEOQ70000F) Ho, CMS-coobuweHne NOBPEXOEHO WM UCKAXEHO
VCERT _E CMS _ASN1 ENCODE Ownbka BbimonHeHns ASN.1l-ynakoBku coobueHus B dpopmate CMS/PKCS#7. BeposdTHO,
(0xEQ700010) BO3HMWKSIA HexBaTKa pecypcoB [N BbINOSHEHUSA onepauuu
VCERT_E SIGN HASH Ownbka BbluMcrneHuns M X3w-3HayeHUs. BeposATHO, HEBepHa MONIMHA X3W-3HayeHus,
(0xE0700012) npousowen cbon annapatHoro ACY unu HeT poctyna K OKH vdToken c Heussnekae-

MbIM KJsiloyoM M1

VCERT E_VERIFY POLICY

Ownbka pobaBrieHUs pernamMeHTa B KOHTEKCT MNpoBepku cepTudukaTta. BeposiTHo,

(0xEQ700013) 00beKTHbIM MpeHTupmukaTop (0ID) pernameHTa HeBepeH
VCERT _E VERIFY EXTKEYUSAGE | Ownbka pobaBneHus pacWMpeHHOrO0 WCMONb30BaHMA Kilo4a B KOHTEKCT MPOBEpPKM
(0xEQ700014) cepTudukaTta. BeposTHO, 06bekTHbM upeHTudukatop (0ID) pacwMpeHHOro McCnonb-

30BaHMA Kova npoBepku 3M/0TKPLITOr0 Koya WAPpPOBAHUA HeBepeH
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VCERT_E_OVERFLOW
(0xE0700016)

Ownbka nepenonHeHus - nNuMb0 AaHHble CIMWKOM Benuku, nubo bydep cnuwkoM Man.
BeposiTHO, npou3BefeH Bbi30B OS0YHOM QYHKLUMM Hap CAMWKOM GonbwuM 6GnokKoM na-
MATU Unn dannom

VCERT_E PKCS10_DAMAGED

PKCS#10 3anpoc Ha cepTuOMKAT MOBPEXOEH WU UCKaXeH

(0xEG700017)
VCERT_E_REVREQ DAMAGED 3anpoc Ha aHHynMpoBaHWe cepTuPUMKaTa NOBPEXOAEH MM UCKaXEH
(0xE0700018)
VCERT E VERIFY O0bwas owmbka npoBepku 3 CMS/PKCS#7 coobuweHus. Bo3Hukna owubka npu nposep-

(0xEQ700019) ke xoTs 66l ogHon 3M CMS-coobuweHus

VCERT _E CMS_INVALID TYPE HeBepHbin TN copepxumoro coobuweHus B ¢opMaTte CMS/PKCS#7. BeposiTHO, B QyHK-
(0xE0700022) umwo nposepku 3 nepepaHo 3awuppoBaHHoe CMS-coobuweHue unu HaobopoT

VCERT _E CMS NO RECIPIENTS OTCYTCTBYIOT WM HEBEpHbl [OaHHble CepTUOUKATOB MoslyvaTteneir 3awMdpoBaHHOT O
(OXE0700024) coobueHus B dopMaTte CMS/PKCS#7. CMS-coobweHne MOBpPEXOEHO MU UCKaAXEHO

VCERT _E CMS NOT RECIPIENT Bnapeneu cepTudukaTa He fBNAeTCs nonydvaTteneM 3awumdpoBaHHOro coobuweHus B
(0xE0700026) ¢opMaTe CMS/PKCS#7. WpeHTupukaTtop pabouyero cepTupukaTa OTCYTCTBYEeT B CMMUC-

Ke nony4vatenei 3awudpoBaHHOro CMS-coobuweHus

VCERT E_CMS_KEY DECRYPT
(0XE0700027)

Ownbka pacwuppoBaHMA CEaHCOBOro Kiwya 3awudpoBaHHoro CMS/PKCS#7 coobue-
HUs . BeposTHO, CMS-coobueHne MOBPEXOEHO WM UCKAXEHO, WIW HeT pocTyna K
OKH vdToken ¢ Heu3BieKaeMbiM 3aKpbiTbM K/IOYOM WUHPOBaHUA

VCERT E_DATA DECRYPT

Owubka pacuuppoBaHus 6noka AaHHbIX. BeposaTHo, CMS-coobueHue MoBpexmeHo wunu

(0xE0700028) NCKaxeHo
VCERT_E_RANDOM OwnbkKa reHepauuu cryy4yaHoro uucna. BeposTHo, npou3sowen cbol annapaTHoro

(0xE0700029) acy

VCERT _E OPEN CONFIG Ownbka mocTyna K KOHQurypauumoHHoMy dawny pkil.conf. B TekyweM paboyeM Ka-
(OXEQ71002A) Tafore npouecca He HailoeH KOHQUrypauuoHHbid ¢ain pkil.conf

VCERT_E _READ CONFIG Ounbka pa3bopa KoHdUrypauuoHHoro ¢ainna pkil.conf. O6HapyxeHa ouwubka B dop-
(0xE071002B) MaTe KoHdurypauuoHHoro ¢aina pkil.conf

VCERT _E NO DEFAULT CONFIG Mpodunb Mo yMon4yaHWi He yKa3aH B KOHOUrypauuoHHoM daine pkil.conf. BeposT-

(0xE071002C) Ho, Oblna Mpou3BefeHa MNoMbiTKa WMHULMANM3auuM KOoHTekcTa OGubnuoteku C npopunem

no yMoJi4aHUK

VCERT E_OPEN_PSESTORE

Ownbka poctyna k MCM unM K noanMcaHHOMY CnpaBOYHMKY. BeposiTHo, nyTb (URI)

(0xEOQ70002D) kK MNCMN wnu nognucaHHOMy CMNpaBOYHUKY HeBepeH
VCERT _E OPEN_LOCALSTORE Ownbka poctyna K JICM. BepoatHo, nyTtb (URI) k JICIl HeBepeH
(OXEOQ70002E)
VCERT _E VERIFY STORE USAGE | MopnucaHHbIA CMpaBOYHWK WMMeeT HEeBEepHbIn MAeHTUPMKaTop Mcnonb3oBaHus. Bepo-
(OXEO70002F) ATHO, MpOM3BedeHa MombiTKa UCMNOoMb30BaTb nognucaHHoe obHoBneHue oT LleHTpa

ceptudpukaumm (LUC) wmnu Uentpa peructpaummn (LUP) Bmecto NCM wvnu HaobopoT

VCERT E_VERIFY STORE
(0XE0700030)

Ownbka npoBepku uenoctHocTu MNCM mnum nognucaHHOro cnpaBoYHUKa. BeposATHoO,
npovsowna ownmbka NOCTPOEHUA WM NPOBEPKM LEMNOYKM cepTudukaTa nognucaHTa
AW NOAMWUCAHHBLIA CMPABOYHUK MOBPEXOAEH WM UCKaXeH

VCERT_E_OPEN_LDAPSTORE
(0xEO700031)

Ownbka poctyna kK CCC. BepoatHo, nyTb (URI) k CCC HeBepeH, OTCYTCTBYyeT ce-
TeBoe nopknkyeHne K CCC mnm poctyn k CCC 3anpeweH M3-3a OTCyTCTBMA OuneTa
Kerberos

VCERT E_VERIFY CERT
(6XE0700034)

Ownbka NOCTPOEHUS M NPOBEPKM LENoYKM cepTudukaTa. BeposaTHO, cpok pmencTsus
paboyero ceptudmukata unu knw4ya 3N uctek, He HampeHsl ceptudukat LC unu CAC,
HeobxoOuMble AN MOCTPOEHMSA Lenoyku, wunm cpok pencteus CAC ucTtek

VCERT E_CERT MISSING
(0xE0700035)

CepTudukaTt u3patens He Obn HalgeH B QOCTYMHbIX CNpPaBOYHMKAX. B MOCTYMHbIX
CrpaBoOYHMKaAx OTCyTcTByeT cepTudukat LC, HeobxoouMbii Ons MNOCTPOEHUS Lenoy-
KM, NPU 3TOM He pa3pelleH WM OoTCYTCTBYET AOCTYyn K Toukam AIA

VCERT E_CERT_EXPIRED
(0XE0700036)

CpoK AENCTBMA CepTUPMKATa yXe WUCTEK

VCERT E_CERT DAMAGED
(6XE0700037)

CepTudvKaT NOBPEXOEH WM UCKaXeH
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VCERT _E_CERT BROKEN_-

HapyweHsl 6a30Bble OrpaHUYeHUs LENoYKU cepTudukata

CONSTRAINT
(0xEQ700038)

VCERT_E CERT_REVOKED CepTupmkat Obn aHHYNMpOBaH u3paTeneM
(0xEG700039)

VCERT_E_CERT_UNTRUSTED Llenoyka cepTupuMKaumMm He OKaH4YMBaAETCH [OBEPEHHbM cepTupukaTom. B TCM oTCcyT-
(OXEO70003A) cTByeT HeobxoouMbii cepTudukaTt KopHesoro LIC

VCERT _E CRL_MISSING CAC v3paTtens He Obin HaugeH B OOCTYMHBIX CNpaBOYHMKAX. B moCTynHeIX cnpa-
(0xEQ70003B) BOYHMKax oTcyTcTByeT CAC, Heob6XooMMbIM ONS MOCTPOEHUS LEMNOYKU, MNpu 3TOM He

pa3peweH unu oTCyTCTBYeT AocCcTyn K Toykam CDP

VCERT E_CRL_EXPIRED

Cpok pencteus CAC yxe uctek

(0xEQ70003C)
VCERT _E CRL_DAMAGED CAC noBpexféH unn WCKaxeH
(0xEG70003D)
VCERT _E CERT BROKEN - HapyweHo orpaHuyeHue uepapxuu Lenoyku ceptudukarta
HIERARCHY
(0XEO70003E)
VCERT _E CHAIN ERROR O0bwas owmbka NOCTPOEHMS M MPOBEPKM LENOYKM cepTudukaTa. BeposaTHo, uenouyka
(OXEQ70003F) CIMWKOM [fIMHHas
VCERT _E INVALID USAGE Ownbka ucrnonb3oBaHUs cepTudMKkaTa He MO Ha3HauyeHww. B npoBepseMoM cepTudu-
(0xE0700041) KaTe oTcyTcTByeT Tpebyemoe pa3pelleHHOe WCMoNb30BaHue Kiio4Ya nposepku 3M/oT-

KPbITOrO Kl4a wuppoBaHWs, pernaMeHT WM pacWMpeHHOe WCMOoSb30BaHWe Kr4a
npoBepku 3M/0TKPLITOro Kjwda W1upoBaHUs

VCERT_E INVALID SIGNATURE

Elll HefoCTOBEpPHa. I'IposepﬂeMble OaHHble NMOoBpPeXOEHbI UM UCKaXeHbl, WKW HeBepPEH

(OxXE0700042) Knioy nposepku 3, KoTopbln Obn MCnonb30BaH pns nposepku 3
VCERT _E PUBKEY NOT FOUND Y cepTuduKkaTa HEU3BECTHbI Ky npoBepku IM/OTKPLITHIN KoY wuppoBaHus. Bepo-
(0xEQ700043) ATHO, HEBEepeH anroput™M Kikya nposepku IM/OTKPLITOro Knwya wudpoBaHus cepTu-

dukaTa

VCERT_E UPDATECRL

O6bwasn ownbka obHoBneHus CAC. BeposiTHO, nNpu KPUTMYHOM OOHOBNEHMM OOQHOrO U3

(OxXEOQ700045) CAC, Haxopsuwmxcsa B JICM, npousowna owubka
VCERT _E CERT_NOT_FOUND CepTudmkaTt He OblN1 HaMpeH B [QOCTYMHbIX CMpaBOYHWMKax. [pu noucke B [OCTYMHbIX
(0xEQ700046) CrnpaBoYHMKaxX He Obl1 HaWOeH HU OOMH cepTuPuKaT, YOOBNETBOPAWWUNA 3agaHHOMY

wabnony

VCERT E_CERT_NOT YET VALID

CpoK AencTBMA cepTUPMKATa eue He HacTynun

(0xEG700047)
VCERT E NO ATTACHED SIGNER | CepTudukaT nopgnucaHTa oTcyTcTByeT B coobuweHun B popmate CMS/PKCS#7.
(OXEOQ70004A) BeposTHO, 6bin ycTtaHosneH ¢nar nposepku I FLAG_CMS_VERIFY_-

REQUIREATTACHEDSIGNER

VCERT_E_KERBEROS_FAILURE
(0xE070004B)

Ownbka nonyyenns unu obHosneHus Guneta Kerberos. BeposTHO, HeT pocTyna K
LleHTpy pacnpepnenenus knwden (Key Distribution Center, KDC) wunu uMa nonb3o-
BaTend U napojlb HEBEpHb

VCERT E_KEY EXPIRED

Kniou 3M/3aKpbiThili KMloY WWPPOBAHUSA yKe MCTEK

(0xEG70004C)
VCERT _E KEY NOT _YET VALID Kriou 3M/3aKpbiThii Kflo4 WAPpPOBaHUS ele HeOoeWCTBUTENEH
(0xEG70004D)
VCERT _E CRL_NOT YET VALID Cpok pencteus CAC ewe He HacTynun
(OXEO70004E)
VCERT_E_INIT CSP Ownbka BbINONHEHUA WHUUManu3auum CpepacTtBa K3W. BeposTHo, CpepctBo K3U He
(OXEOQ70004F) YCT@HOB/IEHO, WU ero KOHQUrypauus MCKaxeHa
VCERT _E_ENUM OBJECTS Ownbka pocTyna K cnpaBO4YHMKY npu nepebope obbekToB. BeposaTHo, nyTtb (URI) Kk
(OxE0700050) CNPaBOYHUKY HEBEpPEeH, WM OTCYTCTBYeT MOOK/KYEHUE K CNpPaBOYHUKY MO CeTu
VCERT _E _ENUM NO MORE B cnpaBoyHuke 6onbwe HeT ob6bekToB Ansa nepebopa. Mepebop cnpaBoYHWKa 3aBep-
(0xEQ700051) weH, Bce 06beKThl ObM YyCMewHO CYMTaHbI
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VCERT _E_INVALID X500 NAME

TekcToBada CTpoka, cogepxawasa X.500-uMs, uMeeT HeBepHoe npepcTaBreHue. Be-

(0xE0700052) POSiITHO, CTpoKa C X.500-MMeHEeM MCKaxeHa WU COpepxuT HeBepHbin RDN
VCERT_E INVALID HEX STRING | TekcToBas CTpOKa, COfepxawas wecTHaguaTepuyHoe 4UC/Io, UMeeT HeBepHoe npef-
(OXEO700053) cTaBnieHne. TeKCcToBasf CTpOKa C WeCTHapjuaTepU4YHbIM YUCIIOM [OSIXHA MMeTb BUQ

00:01:0E:0F

VCERT E_CMS_STREAM_ -
MISMATCH
(0XE0700054)

O0BbHapyXeHO HecOOTBETCTBME MeXAy MOTOKOBbIM MPU3HakoM obpabaTbiBaeMbiXx OaHHbIX
W Bbi3BaAHHOM QyHKUMeNn. BepoaTHO, npou3owna nonbiTka Bbi3oBa 6M0YHOM QYHKLMM

ana obpabotku CMS-coobueHus, umewowero ASN.1l KooupoBKY HeonpemeneHHow Anu-
Hbl, MM HaobopoT

VCERT E_CMS DETACH -
MISMATCH
(0XE0700055)

O06bHapyXeHO HecoOTBETCTBME MexAay MpUM3HaKoM oTcoefuHeHHow 3 obpabaTbiBaeMbix
OaHHbIX W BbI3BAHHOW QYHKUMEN. BeposTHO, npou3owna MNOMbITKa Bbi30Ba QYHKUUM,
npepHasHayeHHoW ans obpaboTku CMS-coobweHuit ¢ npucoenmHeHHsiMu M, pns o6-
paboTkn CMS-coobuweHns c oTcoefnuHeHHbiMM M, wunm HaobopoT

VCERT E_CMS INVALID -

OTCYTCTBYIT WM HEBEPHbl [aHHble anropuTMOB X3WMPOBaHWS NOANMcaHHoro coobue-

DIGESTS Hus B dopmaTte CMS/PKCS#7. BeposTHO, CMS-coobueHne MOBpeXmeHO WAU UCKaXeHOo
(0xEG700056)
VCERT _E CMS INVALID - OTCYTCTBYWT WM HEBEpPHbl JaHHble cepTUPUKaToB MOAMNUMCAHTOB MOLMMCAHHOr0 Co006-
SIGNERS weHus B dopmaTte CMS/PKCS#7. BeposTHo, CMS-coobueHue MOBPEXOEHO WU UCKaXe-
(0xE0700057) HO
VCERT _E _CMS INVALID CIPHER | 3awudpoBaHHOe coobueHue B ¢opMaTe CMS/PKCS#7 comepxuT HEU3BECTHbI uNu
(0xEQ700058) HeBepHbI anroput™M wudpoBaHus. BeposiTHo, CMS-coobweHne noOBpeXOEHO MU

NCKaXeHo

VCERT E_CMS_DATA SIGNING
(0XE0700059)

Owunbka BbluncneHus 3 nognucaHHoro coobuweHus B popMaTe CMS/PKCS#7. Bepo-
ATHO, 4YTO HEQOCTaTOYHO PecypCoB LA BbIMOSHEHUS onepauuu, npowu3owen cbown
annapatHoro [CY wnu HeT poctyna K ®KH vdToken c HeusBnekaembM Knw4om 31

VCERT E_CMS_OMAC_MISMATCH

NMuToBCTaBka 3awuppoBaHHoro coobueHus B dopMaTe CMS/PKCS#7 He coBmapaeT C

(OXEQ70005A) BblYMCNEHHOM. BeposTHo, CMS-coobuweHne NOBpeXpeHO WM UCKaXEHO
VCERT _E FIND SESSION TpebyeMas ceccus Kpuntocepeepa He Obina HailpeHa. B gyHkuuio 6ubnuotekn Obin
(OxE0700081) nepegaH uoeHTUPUKaTop HecywecTBylwen ceccum KC
VCERT _E CMS NOT ENCRYPTED CMS/PKCS#7-coobweHne He 3awudpoBaHO unu dopMaT coobuweHus noBpexpeH unu
(0xEQ700083) nckaxeH. BeposaTHo, CMS-coobweHne NOBpPEXOAEHO MU UCKaKEHO
VCERT_E _ADD OBJECT Ownbka pobasneHuss obbekTa B CNpaBOYHUK cepTUPMKaToB. BeposiTHO, Takon 00bL-
(0xEQ700087) eKT yxe cywecTByeT unu pobaBneHne obvekTa B CCC 3anpeuweHo
VCERT _E TOO MANY CERTS - CMWKOM MHOrO cepTUOMKATOB HallleHO MO YHUKaNbHOMY KpuTepuio noucka. Bepo-
FOUND ATHO, HECKONbKO CepTUdukaToB COAEpXaT OOAMH M TOT Xe MAEHTUPMKATOop Krw4ya
(0xE0720089) aNn
VCERT_E USER CANCEL Onepauunsa 6bina OTMeHeHa nosib3oBaTeneM
(0XEG72008A)
VCERT _E OPEN_INFILE Ownbka OTKpPbITUA BXOLHOro danna. BeposiTHO, NyTb WAM WUMs Qaitna HeBEpHbl WIU
(OxEOQ70008B) poctyn K dawnny 3anpeueH
VCERT _E OPEN OUTFILE OwnbkKa OTKPLITUA BLIXOQHOTO ¢anna. BeposiTHO, NyTb WU WMsa daina HeBepHbl Unu
(0xEQ70008C) pocTyn K danny 3anpeueH
VCERT_E READ_FILE Ownbka 4TeHnWs u3 BXOAHOro davna. BeposfTHO, NPoU3OWNO UCKaxeHue ¢aiinosoi
(0xEG70008D) cucTemsl
VCERT_E WRITE FILE Ownbka 3anucu B BbiXOgHOW dann. BeposaTHO, Ha ¢alnoBOM CUCTEMe 3aKOHYUNIOCH
(OXEOQ70008E) cBobofHOe MPOCTPaHCTBO
VCERT E FILE LENGTH HeBepHbin pa3mep ¢avna (Hynesown wunu Gonee 2I6)
(OXEQ70008F)
VCERT _E DELETE OBJECT Ownbka ypaneHus obbekTa M3 CnNpaBOYHMKA CEPTUPUKATOB. YKa3aHHbi 0ObEKT He
(0xE0700091) 661 yfaneH U3 Kawa KoHTekcTa 6bubnuotekn mnu ceccumn KC wmnm u3 JICN ceccun KC

no koMaHpge c¢ APM YKC
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VCERT E_T0OO FEW SIGNATURES
(0XE0700092)

MopnucaHHbIM BOKYMEHT COREPXMT HepocTaTouyHoe KosmuvecTBo 3. BeposTHO, 6binu
yctaHosneHsl ¢pnaru nposepku 3N FLAG_CMS_VERIFY_DELETESIGNATURES wnu FLAG_-
CMS_VERIFY_MINIMUMSIGNATURES, wnu uHpekc 3I gnsa onepauuu CO WTaMNOM BpeMme-
HA CJINWKOM BENK

VCERT E_GET PUBKEY
(0xE0700094)

Ownbka nony4vyeHus kmiya npoBepku IM/OTKPLITOro Kwya wuppoBaHua cepTudukaTa.
BeposaTHO, BO3HMKNA HExXBaTKa PEeCypCOB MM HEBEPEH anropuTM KiKya NpPOBEpPKM
JM/0oTKpbITOr0 Kil4Ya wuppoBaHMa cepTudukaTta

VCERT E_PKCS10 CREATE
(6XE0700098)

Ownbka co3paHma HoBoro PKCS#10 3anpoca. BeposfiTHO, npou3owna owwbka npwu
reHepauum unu 3anucu knwda 3 Ha ko4yeBoW HocuTenb unu XML wabnoH uMmeet
HeBepHbI popMaT

VCERT E_PKCS10 SIGN

Owunbka BbluncneHus M PKCS#10 3anpoca. BeposaTHo, npowu3owen cboi annapaTHOro

(OXEO70009A) OCY wnu HeT pocTyna k OKH vdToken c HeusBnekaembiM Knw4yom 3l
VCERT_E REVREQ CREATE Ownbka cO3AaHMA HOBOMO 3anpoca Ha aHHynupoBaHue. BepofiTHO, BO3HMKNA
(OXEO70009B) HexBaTKa pecypcos
VCERT _E REVREQ SIGN Owunbka BbluncneHus 3 3anpoca Ha aHHyNMpoBaHue. BeposiTHO, npou3owen cbowm
(0xEQ70009C) annapatHoro AICY wnu Het poctyna K OKH vdToken c HeussnekaembM krmio4voM 3l
VCERT E LOAD PRIVATE KEY Ownbka 3arpy3ku knw4va 3M/3akpbiToro kmwoya wuppoBaHus. OTCYTCTBYET KIIOYEBOM
(0xE070009D) HocuTenb C TpebyeMbiM Knw4oM 3M/3aKpbiTbiM KKYOM wudpoBaHus, HesepeH MNH-kopn

yCTpoWCTBa TWNa CMapT-KapTa WAW HeBepeH nmaponb khw4va 3M1/3aKpeiTOro Kioya
wndpoBaHus

VCERT E_ADD SIGNER
(6XEQ70009E)

Owunbka pobasnenus 3M k MNCM mnu K NOANMCAHHOMY CNpaBOYHMKY. BeposiTHO, npo-
nsowen cbon annapatHoro ACY wnu Het poctyna K ®KH vdToken c HeusBnekaembM
KnoyoM 3

VCERT E_OPEN_IDP

Ownbka pocTtyna K Touyke pacnpocTpaHeHus CAC. BeposaTHOo, kK Touyke CDP 3anpeuweH

(OXEO7000A1) poctyn unm B Touke CDP otcyTtcTByeT Tpebyembin CAC

VCERT_E READ_IDP Ownbka 4yTeHns u3 TO4kM pacnpocTpaHeHus CAC. BepodaTHO, BO3HMKNa npobnema c
(OXEQ7000A2) ceTeBbiM nopknwyeHveMm unu B Touke CDP oTcytcTtByeT Tpebyemnit CAC

VCERT_E_INVALID - OwnboyHble faHHble ayTeHTUpMKauum npu pocTyne K ceccuum Kpuntocepsepa. Bepo-
CREDENTIALS ATHO, OJIMHA [OaHHbIX ayTeHTudukauuu pasHa 0
(0XE02000A8)

VCERT _E ACCESS DENIED JocTyn K ceccum Kpuntocepsepa 3anpewéH. BepodaTHO, paHHble ayTeHTudukauum

(0XE0Q2000A9) HeBepHbI

VCERT E_SESSION BLOCKED

Ceccua kpuntocepsepa 3abroKMpoOBaHa

(0xAG2000AA)
VCERT_E CLIENT INFO Ownbka nonyyeHus uHdopMauum o KnueHTe u3 npoTokona DCE-RPC. BeposTHo, npo-
(0xXE02000AB) u3owna cuctemHas owmbka 6ubnuotekn DCE-RPC npu nonyyeHuu ceTeBOro apgpeca

KJIMEHTa

VCERT E_UNSECURE_-

Hebe3onacHble (CNWWKOM KOPOTKME) AaHHble ayTeHTUPMKauMM Ceccuum Kpuntocepse-

CREDENTIALS pa. [ONuHa paHHbIX ayTeHTUPuKauum ponxHa ObiITb He MeHee 8 CWMMBONOB
(0xXEOQ2000AC)

VCERT E SESSION TIMEOUT NcTtek nHTepBan oxupaHua poctyna k ceccum KC M3-3a TOro, 4Yto paHHas ceccus
(OxAO7000AE) KC B HacToswMn MoMeHT 3abrokuMpoBaHa U He rotoBa obpabaTbiBaTb NocTynawwue

3anpocbl. flaHHas ownbka MOXeT BO3HUKHYTb, TOJNIbKO ecnu Ans paHHon ceccumn KC
HaCTpPOeH HEeHYyNeBOW WMHTepBaN OXMOaHWs AOCTyna

VCERT E TSP HASH LENGTH

HeBepHas AfiMHa X3W-3HayeHWs NpWM CO3[AHMM 3amnpoca Ha WTaMmn BpemeHu. [nuHa

(0xEQ700100) X3lW-3HaYeHNA He COOTBETCTBYET YKa3aHHOMY anropuTMy X3WWMPOBaHMUA
VCERT_E_TSP_HASH_ALGORITHM | HeBepHbli anropuMT™M X3WWPOBAHUA MPU CO3[aHWM 3anpoca Ha wtamn BpeMeHu. 06b-
(0xE0700101) eKTHbIi npgeHTudukatop (0ID) anropuTMa X3WMPOBAHUSA HEBEPEH
VCERT _E_TSP_CERT_PURPOSE CepTudmkat He MoxeT ObiITb MCNONb30BaH AN NOAMWCK WTaMnoB BpemeHu. CepTudu-
(0xE0700102) KaT He yooBneTBOpfieT YC/NOBWAM WCMONMb30BaHWA Ha cepBepe WTaMMNOB BpeMeHu
VCERT _E TSP SIGN FAILED Ownbka BbluMcrieHns 3M wtamna BpemeHu. BepoAaTHo, npou3owen cboi anmapaTHOro
(0xEQ700103) OCY wnu HeT pocTyna Kk OKH vdToken ¢ Heu3BnekaembiM Knw4yom 3l
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VCERT E_TSP_NO DIGEST

B cnucke aTpubyToB OTCYTCTBYET X3lW-3HayeHue 3l u/unu paHHeix. BeposaTHO,

(0xE0700104) WTamMn BPEMEHW MOBPEXAEH WM UCKaXeH
VCERT _E TSP _INVALID - lTamMn BpeMeHM COQEepXMT HeBepHoe KonuyecTso 3ll. BepoATHO, wTamn BpeMeHu
SIGNER NUM noBpexaeH Unn UCKaxeH
(0xE0700105)
VCERT_E_TSP_NO_TST INFO Ownbka npu nonyyYyeHuum MHPopMauMoHHOro 6noKa wTamMna BpeMeHu. BeposaTHo, wTamn
(0xE0700106) BPEMEHU MOBPEXOEH WU UCKaXeH
VCERT E TSP _RESP ASN1 - Ownbka BbiMONHeHUs ASN.1l-pacnakoBKW NOANUCAHHOrO wWTamna BpemeHu. BeposTHo,
DECODE WTaMn BPEMEHW MOBPEXAEH WM UCKaXeH
(0xE0700107)
VCERT_E TSP _RESP NOT - ltamn BpeMeHu He Obin BbllaH aBTOPUTETHBIM UCTOYHWUKOM. BeposfTHO, npou3owna
ISSUED BHYTPEHHsN ownbka cepBepa WTaMMOB BPEMEHU
(0xE0700108)
VCERT_E TSP _DIGEST - lTamMn BpeMeHW COOEPXMT X3W-3HayeHue, OT/IMYHOE OT X3W-3HadeHus 3l
MISMATCH CMS/PKCS#7 coobweHus. BeposTHO, wTaMn BpeMeHW NOBPEXOBEH WKW MCKaXeH
(0xE0700109)
VCERT _E OCSP_CERT PURPOSE CepTupmkaTt He MoxeT ObiTb MCNONb30BaH AN BbluucneHus S oTBETOB CETEBOroO
(0xE0700140) oTBeTYMKa. CepTuPuMKaT He yOOBNETBOPSAET YCNOBUAM UCNOMb30BaHUA Ha cepBepe

OCSP oTBeTuuka

VCERT E_OCSP_SIGN FAILED

Owunbka BbluncneHus I oTBeTa CeTeBOro oTBeTyYMka. BeposTHO, nmpousowen cbow

(0xEQ700141) annapatHoro [ICY wnu Het poctyna K OKH vdToken c HeusBnekaembM krmio4oM 3l
VCERT _E OCSP_RESP_ASN1 - Ownbka BbiMonHeHns ASN.1l-pacnakoBKWM MOANUCAHHOrO OTBETa CETEBOr0 OTBETYMKA.
DECODE BepoaTHO, oTBeT cepBepa OCSP oTBeTYMKa MOBPEXOEH WM UCKAXEH
(0xEQ700142)
VCERT _E OCSP_RESP NOT - MognucaHHbM O0TBET He Ob1 Bbij@H CeTeBbIM OTBETYMKOM. BeposaTHo, nmpou3owna
ISSUED BHyTpeHHsAsn owunbka cepsepa OCSP oTBeTuMKka
(0xE0700143)
VCERT _E OCSP_NOT BASICRESP | HeBepHbit (Heba30Bbli1) TUM MOANUCAHHOFO OTBETA CETEBOr0 OTBeTYMKa. BeposTHO,
(0xE0700144) oTtBeT cepBepa OCSP oTBeTuMka copmepkut cTaTyc 6Gonee 4yeM AN OQHOro cepTupu-

KaTa

VCERT E_OCSP_CERTID -

VIJJ,EHTVId)VIKaTOD CepTM¢MKaTa M3 noanucaHHOro oTBeTa CETeBOro OTBETYUKa He

MISMATCH cooTBeTCTBYyeT 3anpawusaeMoMy. BeposiTHo, oTBeT cepsepa OCSP oTBeTuymka no-
(0xEQ700145) BPEXOEH WM MCKaXeH
VCERT_E_OCSP_ISSUER - W3paTenb ceptudukata CeTeBOro OTBETYMKA He COOTBETCTBYeT u3paTesio npose-
MISMATCH pseMoro ceptu¢ukaTta. BeposaTHo, oTBeT cepBepa OCSP oTBeTuMKka MOBPEXOEH WK
(0xEOQ700146) NcKaxeH
VCERT E TLS UNSUPPORTED OyHKUMKM npoTokona TLS He MoryT 6biTb MCNOMb30BaHbl C [aHHbIM KOHTEKCTOM 6ub-
(0xE0700180) NMOTEeKN. BeposaTHO, Npou3BefeHa MOMnbiITKa WCMOMb30BaHUA QyHKUMA npoTokona TLS

C MWHUManbHbBIM KOHTEKCTOM H6ubnuotekn

VCERT E_TLS_NEW_CONTEXT
(0xE0700181)

Ownbka co3paHMa KOHTEKCTa HOBOrO CeaHCa CBA3M npoTokona TLS. BeposTHo,
BO3HMK/IA HexBaTkKa pecypcoB, npousowen cbow annapatHoro ACY unu mcnonb3oBaH
KOHTEKCT npoBepkun 6ubnuotekmn

VCERT E_TLS INVALID STATE
(6XE0700182)

KOHTEeKCT ceaHca CBA3M nNpoTokona TLS HaxoguTCA B HEBEPHOM COCTOSIHUM. Bepo-
ATHO, Npou3BefeHa nomneiTka obMeHa AaHHLIMU MeXpy KIMEHTOM W CepBepoM, KOrpa
3alMILEHHbIN KaHan elwe He cGopMUpOBaH

VCERT E_TLS HANDSHAKE
(6xE0700183)

OwnbKa BLINOSIHEHUS MEpPeroBopoB Npu (GOPMUMPOBAHWMM HOBOFO CeaHca CBA3M MPOTO-
Kona TLS. KnueHT u cepBep He CMOrfiM CHOpPMMpPOBaTHL 3alMWEHHbIW KaHan, BeposiT-
HO M3-3a OTCyTCTBMA 0bwmx HabopoB KpunTorpadumyeckux anropuTMoB

VCERT E_TLS NOT COMPLETE

MNeperosopbl nNpu GOpMMpPOBAHWM HOBOrO CeaHcCa CBA3WM npoTokona TLS ewe He 3a-

(0xEQ700184) BepLeHbI
VCERT _E TLS NO QUERY DATA 3anpawvBaeMsle faHHble B KOHTEKCTe ceaHca CBA3M npoTtokona TLS oTcyTcTBYyWOT.
(0xE0700185) BeposaTHO, Ha cepBepe Obin BLIMOSIHEH 3anNpoC Ha NoOflyYyeHue cepTudukaTa KiMeHTa

B DER-KOOMPOBKE MpuW BLIMOSIHEHUM OOQHOCTOPOHHEW ayTeHTuduKauum

VCERT E TLS WRONG CERT
(6XE0700186)

CepTudmMkaT NPOTUBOMOSIOKHOW CTOPOHbI CeaHca CBA3M TLS npoTokona HeBepeH wnu
UCKaxXeH
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VCERT E_TLS WRONG_NAME
(0xE0700187)

CepTuduKaT NPOTUBOMOJSIOKHOW CTOPOHbI CeaHca cBA3KM TLS npoTokona umeeT HeBep-
Hoe uMsA. BepoaTHO, cepTudukat cepsepa uMeeT B [OOMNOSIHEHUM "AnbTepHaTUBHOE
uMs Bnapgenbua” DNS-uMs OTAMYHOE OT TOro, KOTOpoe yKasan KIAWMEeHT

VCERT E_TLS WRITE ERROR

Ownbka npu 3anuMcu [aHHbIX CeaHca CBA3M npoTokona TLS. BeposiTHO, BO3HMKNA

(0xE0700188) HexBaTKa pecypcoB unu paHHele TLS npoToKosia MCKaxeHbl

VCERT_E_TLS READ ERROR Ownbka nNpu 4YTEeHUM [aHHbIX CeaHCa CBA3M npoTokona TLS. BepofiTHO, maHHble TLS
(0xE0700189) NPOTOKONlA MCKaXeHbl

VCERT _E TLS READ MORE CnepgyeT NpoOQONXMTb YTEHUE [aHHbIX CeaHca CBA3M npoTokona TLS. BeposTHo,
(0xEQ700190) Heo6x0OQMMO NPOJONXMTbL MEpPeroBopbl AN 3aBepleHMs CO3[0aHUs 3alMWeHHOro KaHa-

na

ERR_PROFILES_ BAD_ PARAM

Mpu BbI30BE KaKoi-nnbo QyHKUMM BMBNMOTEKM et nepefaH napameTp C HEROMNyCTH-

(0xEOD50001) MbM 3HaYe€HMEM - CKOpee BCero HyfieBoM ykasaTelb

ERR PROFILES BUFFER SIZE Mpu paboTe co cTpokamu (KonuMpoBaHMe, 4YTeHMe W3 peecTpa M Np.) pa3Mep Bbige-
(0xEOD50002) neHHoro 6ydepa HepocTaTOYeH 0N pa3MeEWEHUs CTPOKHU

ERR_PROFILES NO_ MEMORY Ownbka BbIfEneHus namaTU - NubO NPoM3OoWNO0 UCYeprnaHue namsaTu CUCTeMsl, nnbo
(0xEOD50003) npu BbIAENEHUWN MaMATW 3anpoweH HeapekBaTHbLIN pa3Mep

ERR PROFILES GET INSTANCE He wnHuumanusmposaHa nepeMeHHas CRYPTO hinstance, copepxawas HINSTANCE wc-
(OxXEOD50004) NnosIHAEeMOro Moaynsa, Cogepxawero pecypchbl

ERR PROFILES CREATE DLG Ownbka MHULManNM3auMM MofdanbHOrO Auanora - CKopee BCero MCnopyeHsl pecypchbl
(0xEOD50005) WM HenpasWNbHO WMHUUManuM3upoBaHa nepemeHHas CRYPTO hinstance, copepxawas

HINSTANCE ucnonHsemMoro Moayns, COQEepXalWero pecypcsl

ERR_PROFILES GET DLG_ITEM

Ownbka pocTyna K 3neMeHTaM ynpasneHus (KHOMKa, nofie pefakTUpPOBaHWUA, CNUCOK

(OxXEOD50006) M T.0.) MOOanbHOro puanora - CKopee BCEro UCnopuyeHol pecypchbl
ERR PROFILES GET USER DIR Ownbka npu BbiIzoBe ¢yHKUMM SHGetFolderPath() 6ubnuotekm shell32.dll, Bo3-
(6xEOD50007) Bpalalked KaTanor nonb3oBaTens MNo yMonyaHulw - ckopee Bcero npobnemst ¢ ¢an-

JIOBOW cucTeMon

ERR_PROFILES GET WND RECT

Ownbka ¢yHkumnm GetWindowRect() nonyuvalweit KoopamHaTbl OKHa. [nobanbHble npo-

(0xEGD50008) 61embl CMCTEMbI
ERR_PROFILES SET WND POS Ownbka ¢yHkumm SetWindowPos() ycTaHaBnuBalwwend nonoxeHne okHa. [nobanbHble
(6xEOD50009) npobnemsl CUCTEMs
ERR PROFILES CLN TO SCR Owunbka ¢yHkumm ScreenToClient() npuBoAsWEN SKpPaHHble KOOPAMHATHI OKHA K KNU-
(OXEOD5000A) eHTCKMM. [nobanbHble npobnembl CUCTEMbI
ERR PROFILES USER CANCEL Monb3oBatens Haxan KHonky "OTMeHa” unu knasuwy ESC
(0xEGD5000B)
ERR PROFILES NO REG KEY OTcyTCTBYeT K/WY peecTpa
(0xEGD5000C)
ERR_PROFILES DONT_OPEN_- Ownbka OTKPLITUA KIlo4a peecTpa
REG _KEY
(0xEGD5000D)
ERR _PROFILES DONT CREATE - | Owubka co3paHus Kya peecTtpa
REG_KEY
(0xXEGD5000E)
ERR PROFILES ACCESS DENY - HepocTaToyHO npaB Ana CO3[aHMA Kkya B peecTpe
REG_KEY
(0XEGD5000F)
ERR_PROFILES DONT DEL - Ownbka ypaneHus kw4a peecTpa
REG_KEY
(0xEGD50010)
ERR_PROFILES AC DENY DEL - | HepocTaTouHo npaB [is ynasieHus Kiwya B peecTpe
REG KEY
(0xEGD50011)

ERR PROFILES NO REG VAL
(6XEOD50012)

OTCYTCTBYEeT 3HauyeHue B peecTpe
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ERR_PROFILES DONT READ -
REG VAL
(0XEOD50013)

Ownbka 4YTeHWs 3HavyeHus B peecTpe

ERR_PROFILES DONT WRITE -
REG VAL
(6XEOD50014)

OwnbKa 3anuMcu 3Ha4YeHUs B peecTp

ERR_PROFILES ACCESS DENY -
REG_VAL
(6XEOD50015)

HepgocTaToyHo nMpaB Ois 3anucyu 3HAYeHUs B peecTp

ERR PROFILES BAD TYPE -
REG_VAL
(6XEOD50016)

HenpaBunbHblii TUN 3HauyeHWs B peecTpe

ERR_PROFILES DONT ENUM -
REG VAL
(6XEOD50017)

OwnbKa nepevyncnieHns 3Ha4yeHWn B KIloye peecTpa

ERR_PROFILES NO PROFILE
(6XEOD50018)

Mpu nonbiTke BbibOpa npoduns (He B pexuMe penakTUpoOBaHWUA) B peecTpe He obOHa-
PYXeHO HM opHoro npodwuns nubo npu 3anucu uHGopMauuMm O NpoPuNax B peecTp He
66710 CGOPMUPOBAHO HM OOHOrO npoduns

ERR_PROFILES BAD CONFIG
(6XEOD50019)

JInbo B peecTpe copgepxmMTCa HeapekBaTHoe (MeHblWe 2) 3HayeHue napameTpa
"count” obo3Hayvalwero KoOAMYeCTBO XpaHunuw ans npo¢una. Jinbo B KOHPMrypaum-
OHHOM ¢anne npo¢unsa (cfg.ini) B paspene [ODBC] He 3apaH wnu 3apaH NycTow
napametp local.gdbm npu napameTpe local.gdbm type paBHOM 2

ERR_PROFILES PROFILE NOT_-
FOUND
(0xXEGD5001A)

He HaipeH npo¢unb C 3afaHHbIM UMEHEM

ERR PROFILES PROF -
ALREADY EXISTS
(6XEOD5001B)

Mpu nonbiTke po6aBneHns HoBoro npoduns 6e3 dnara, paspewawlero nepesanuchb,
06HapyXeHo, 4YTO Npoduib C TaKUM WMEHEM yXe eCTb

ERR_PROFILES BAD PROF -
INDEX
(0XEOD5001C)

He HaiipmeH npodunb C 3apaHHLM HOMEpPOM

ERR PROFILES FILE -
INSTEAD DIR

Mpy nonbiTKe Co3daHUs OUpPEeKTopuu (KaTanora) Ons XpaHeHus npoduns obHapyxe-
HO, 4YTO cywecTByeT dall C TakuM UMEHEM

(6xEOD5001D)
ERR_PROFILES AC DENY_- HepoctaTto4yHo npas [f18 CO3[0aHuA AQUpeKTopuu (KaTtasnora)
CREATE DIR
(0XEGD5001E)
ERR PROFILES CREATE DIR - MonbiTKa co3paTb MOAAMPEKTOPUIO (MOgKaTanor) OTCYTCTBYWEN AupekTopuu (KaTa-
NO PARENT nora)
(0xXEGD5001F)
ERR_PROFILES CREATE DIR - MonbiTKa co3pgaTb NOAAMPEKTOPMIO (NogkaTanor) npu OTCYTCTBME KOpHA (Hanpumep,
NO_ROOT Ancka)
(6xEOD50020)
ERR_PROFILES DONT CREATE - Owmbka co3pgaHua QUpeKTopuu (KaTanora), He OTHOCAWasACA K BblllENEpeYUCEHHbIM
DIR
(0xEOD50021)
ERR _PROFILES 0ODBC Owunbka Bbi3oBa @yHkumn SQLAllocHandle(), wnu SQLSetEnvAttr(), wnm
(0xEOD50022) SQLDriverConnect() 6ubnuotekn odbc32.dll. MNpobnemsl 6ubnuotekm ODBC
ERR_PROFILES BAD LDAP_- Ownbka pa3bopa cTpoku LDAP-coepuHeHus
STRING
(0xEOD50023)
ERR_PROFILES OPEN_MY STORE | Oumubka ¢yHkuum CertOpenStore() 6ubnuotekn Crypt32.dll, oTKpbiBawwen XpaHu-
(0xEOD50024) nve JNINYHBIX CepTUPUKaToB
ERR _PROFILES ENUM MY CERTS | Owubka ¢yHkuum CertEnumCertificatesInStore() 6ubnuotekn Crypt32.d1ll nepe-
(0xXEOD50025) yncnawowen cepTudMKaTtbl U3 XPaHWIMWLA NUYHBIX
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ERR PROFILES GET CERT -

Owunbka ¢yHkumm CertNameToStr() Crypt32.dll, nonydvawwen uMs Bnapenbula cep-

SUBJECT Tudukata. Bo3MoxHO, ucnopuyeH ceptudukart
(0xEGD50026)
ERR_PROFILES NO_MY_ CERTS He HaipeHO HM OofHOro cepTudMKaTa B XPaHWIUWLE JINYHBIX CEpPTUPUKATOB
(0xEGD50027)
ERR PROFILES FILETIME TO - | Owubka ¢yHkuum FileTimeTolLocalFileTime() wnu ¢-um FileTimeToSystemTime()
SYSTIME 6nbnnotekn Kernel32.dll. Bo3MoxHO, B cepTudukaTe yka3aHO HeapeKBaTHOe Bpe-
(0xEGD50028) MA
ERR_PROFILES NO_SUBJ KEY_- B cepTudukaTe He HampeHo pacuupenue 'MipeHTudukaTop Kioya Brnapenbua’
ID
(0xEGD50029)
ERR PROFILES DECODE OBJECT | Oumubka ¢yHkumm CryptDecodeObject(), mekopupywwen obbekT B ASN1 kogupoBke.
(OXEOD5002A) Bo3MoXHO, ucnopyeH cepTudukat
ERR _PROFILES FIND CERT - Ownbka noucka ceptudukata ¢-uenn CertFindCertificateInStore() c napameTpom
BY KEYID CERT _FIND CERT ID no upgeHTudukaTopy knw4ya Bnapenbua. Bo3MoxHo, ceptudukat
(OxEOD5002B) oTCyTCTBYET

ERR_PROFILES SHOW CERT
(6XEOD5002C)

Owunbka ¢yHkumm CryptUIDlgViewContext(), oTobpaxawwen ceptupmkart
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ABTOMaTH3UPOBaHHOE paboyee MeCTO

APM ynpasnenus KC

ABTOMaTH3UpPOBaHHAS CHUCTEMA

Kpunrorpadudeckas 3ammuTa "HQOPMaluu
Kpunrorpadpuyeckuii cepBep

OnepanmonHas cucteMa (Operating System)
[TporpaMMHBIN KOMIIJIEKC

[IporpaMmMHOe obecrieueHune

[IpuknagHOe MporpaMMHOe oOecIiedyeHue

CpepncTBo KpunrtorpaduiecKou 3aldThl THPOpMaIluu

Cnucok aHHynIupoBaHHBEIX ceptudukatoB (Certificate
Revocation List)

Llentp peructpauuu (Registration Authority)
LeuTtp ceptudukanmu (Certification Authority)
OnekTpoHHas noxamnuck (Digital Signature)
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